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Caution

Circuit devices are sensitive to static electricity, which can damage their delicate electronics.
Dry weather conditions or walking across a carpeted floor may cause you to acquire a static
electrical charge.

To protect your device, always:

Touch the metal chassis of your computer to ground the static electrical charge before you pick
up the circuit device.

Pick up the device by holding it on the left and right edges only.

The Web Ul’s Main Menu links are used to navigate to other menus, and display configuration
parameters and statistics with suggestive value 1024x768.

If you need using outdoor device connects to this device with cable, then you need to add an
arrester on the cable between outdoor device and this device.

Electronic Emission Notices
Federal Communications Commission (FCC) Statement

This equipment has been tested and found to comply with the limits for a class A computing
device pursuant to Subpart B of part 15 of FCC Rules, which are designed to provide reasonable
protection against such interference when operated in an industrial environment.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

For operation within 5.15 — 5.25GHz frequency range, it is restricted to indoor environment.

IEEE 802.11b or 802.11g operation of this product in the U.S.A. is firmware-limited to channels 1
through 11.

IMPORTANT NOTE:
FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

European Community (CE) Electromagnetic Compatibility Directive

This equipment has been tested and found to comply with the protection requirements of
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European Emission Standard EN55022/EN61000-3 and the Generic European Immunity Standard
EN55024.

EN55022:1998+A1:2000+A2:2003,Class A
EMI EN61000-3-2:2000
EN61000-3-3:1995+A1:2001

EN55024/1998+A1:2001+A2:2003
alEC61000-4-2:2001
alEC61000-4-3:2002+A1:2002
alEC61000-4-4:1995+A1:2000+A2:2001

EMS alEC61000-4-5:2001
alEC61000-4-6:2003
alEC61000-4-8:2001
alEC61000-4-11:2001
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About this user’s manual

In this user’s manual, it will not only tell you how to install and connect your
network system but configure and monitor the Outdoor Wireless Access Point through the
built-in web Ul step-by-step. Many explanations in details of hardware and software
functions are shown as well as the examples of the operation for web-based interface.

Overview of this user’s manual

n Chapter 1 ‘Introduction’ describes the features of Outdoor Wireless Access Point
n Chapter 2 ‘Installation’
n Chapter 3 ‘Operation of Web-based Management’



1. Introduction

1-1. Overview of Outdoor Wireless Access Point
This Outdoor Wireless Access Point is a 802.11a/b/g Dual Radio Outdoor
Multi-Function Wireless Access Point with Power over Ethernet (PoE)

supported.

The Outdoor Wireless Access Point also operates as multi-function
wireless system that includes MESH, Point-to-Point/Point-to-Multipoint
Bridge, Access Point, Wireless Client, and Repeater.

The dual radio of Outdoor Wireless Access Point can be functioned dual
band and maintain each radio up to 54Mbps data rate simultaneously on
both directions.

UKey Features in the Device

Dual Radio: Two high-power IEEE 802.11 a/b/g radio for
backhaul and local access.

Multi operating modes support: OLSR_AP, AODV_AP,
AP-Bridge, AP-CB-Bridge, AP-CB-ROUTE, CB-CB-ROUTE,
VLAN-AP, AP_WDS BRG, AP4_WDS_ BRG

Bandwidth limitation: Traffic shaping by IP in MESH and ROUTE
model up to 30 list

Power over Ethernet

PoE Power Forwarding

Mac filtering

IP filtering

QOS (WMM) Enhance performance and density
LLDP Link Layer Discovery Protocol

Up to 8 SSID support.

Supports WEP 64/128, WPA, WPA2 Authentication
Support SNMP V1/V2c/V3

Support STP/RSTP

IP65 Industrial standard

Net Weight: 1200g



1-2. Specification

General

Data Rates

Standards

Radio Technology
Modulation Type

Channel Spacing

11b/g Frequency
Range (Number Of
Channel)

11a Frequency Range
(Number Of Channel)

Power
Requirements

Regulation
Certifications

802.11b: 1, 2, 5.5, 11Mbps

802.119: 6,9,12,18,24,36,48,54 Mbps

802.11a: 6,9,12,18,24,36,48,54 Mbps

IEEE802.11 a/b/g, IEEE802.1x, IEEE802.3, IEEE802.3u
,IEEE802.3af

802.11a / OFDM, 802.11b / DSSS, 802.11g/ OFDM

640QAM, 16QAM, QPSK, BPSK for OFDM
CCK, DQPSK, DBPSK for DSSS

11a 20MHz / 11b/g 5MHz

FCC/NCC: 2412MHz ~ 2462MHz (11)
CE: 2412MHz — 24&2MHz (13)

FCC:5150~5250MHz(4ch) / 5250~5350MHz(4ch) /
5470~5725MHz(11ch) / 5725~5825MHz(4ch)
NCC:5250~5350MHz / 5470~5725MHz /
5725~5825MHz

CE: 5150~5250MHz / 5250~5350MHz / 5470~5725MHz

Active Ethernet (Power over Ethernet) 48 VDC/0.375A

External Power
Unit: Auto sensing 100/240 VAC; 50/60 Hz

FCC/CE (by request), IP65

Hard Ware Information

CPU

Interface

Flash

Memory

Intel IXP 425 533MHz network processor

1* RJ-45 Ethernet Port (for POE input)
1* RJ-45 Ethernet Port (for POE power forwarding)
16MB

64MB SDRAM

RF Information

Output power
(+1.5/-1.5dBm)

For United State:
For 15.407

802.11a: 24.5mW
For 15.247 (2.4GHz)
802.11b: 109.6mW
802.11g: 371.5mW
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Sensitivity
(Typical)

For 15.247 (5GHz)

802.11a: 537mW

For Japan:

802.11a: 2mW/MHz

802.11b (Ch1~Ch13): 5mW/MHz

802.11b (Ch14): 5SmW/MHz

802.11g (Ch1~Ch13): 3mW/MHz

For Taiwan:

2.4GHz

802.11b: 20.4dBm

802.119g: 25.7dBm

5GHz (5.25~5.35GHz band)

802.11a: 13.8dBm

5GHz (5.725~5.85GHz band)

802.11a: 27.3dBm

802.11a -91dBm @ 6Mbps, -72dBm @ 54Mbps
802.11b -97dBm @ 1Mbps, -88dBm @ 11Mbps
802.119g -91dBm @ 6Mbps, -74dBm @ 54Mbps

Networking Information

Topology

Operation Model

SSID

Interface

Security

STP/RSTP
QOS

Ad-Hoc, Infrastructure

OLSR_AP, AODV_AP, AP-Bridge, AP-CB-Bridge,
AP-CB-ROUTE, CB-CB-ROUTE, VLAN-AP , AP_WDS_BRG,
AP4_WDS_BRG

Multiple SSID

Two 10/100Mbps RJ-45 LAN Ports

¢|EEE802.1x / RADIUS Client (TTLS, PEAP) Support in

AP Mode

e |[EE802.1x Supplicant (TTLS, PEAP) support in
Client Bridge Mode

e WPA-WiFi Protected Access

e WPA2 (802.11i)

e WEP 64,128 bits

e |P address filtering

e MAC address filtering

e Layer2 Isolation

e VLAN tunneling Support

e Hide SSID

e Rogue AP Scan

STP/RSTP
WMM



Bandwidth limitation

Traffic shaping by IP address in MESH and ROUTE mode

Management Features

IP Auto-configuration
SNMP

LLDP
NTP

Remote
Configuration

Firmware Upgrade
Max Client
Network management

Environmental
Temperature Range

Humidity
(non-condensing)

DHCP client/ server
V1/V2c/V3

Link Layer Discovery Protocol

Support NTP client

Web-based configuration (HTTP/HTTPS)

Upgrade firmware via WEB, TFTP and FTP
32 users (simultaneously) per radio
English

e Operating: -20°C to 70°C
e Storage: -40°C to 80°C

5%—~95% Typical

1-3. Package Contents

May sure that you have following items:

PNOGOABONE

1 x Outdoor Wireless Access Point unit

1 x Grounding wire 1.8m

1 X RJ-45 CAT-5 Cross-over Ethernet cable 1.8m
1 x RJ-45 CAT-5 Ethernet cable 30m (optional)
2 X Strain Relief

1 x User manual CD

2 X 7dBi dual band Omni Antenna

1 x Pole mount kit and Screws pack

1. Main Unit

2.1.8m 3. 1.8m cable 4. 30m cable
Grounding wire (optional)

gp & . :\"'. ﬂﬁ

é ':““"'-T:E‘:-f .' I“i ), —

5. Strain
Relief

6. User manual 7. Antenna
CD




RV
RV

8. Pole mount kit and screws pack

Please notify your sales representative immediately if any of the
aforementioned items is missing or damaged.

L W]
i

2. Installation
2-1. Full View of Outdoor Wireless Access Point
Interface on the Outdoor Wireless Access Point Unit:
Ueth1: For connecting the RJ-45 CAT-5 Ethernet cable to receiving
the power and for user to configure the Access Point.
UethO: For connecting and provide power to outer device, such as
IPCAM. By default it is disabled.

*Please note: the voltage supply by ethO is 48V and maximum output power
(watt) is the outcome of AP’s power usage deduct from total input power. For example,
with standard power adaptor, the total input power is 48V x 0.375A = 18W. The AP use
about 6W when it’s full load. Therefore, the maximum power that ethO can support is

about 12W.

UN-type antenna connector: for connecting N-type antennas.

& N




Antenna l
(ath0~3)

Antenna 2
(ath4~7)

2-2. Mount Kit for Outdoor Wireless Access Point
The Outdoor Wireless Access Point can be mounted on a pole; user can use
the Pole Mount kit to mount the Outdoor Wireless Access Point as shown in

Figure 2-1.
48 44

d bid

00

Figure 2-1

2-3. System Requirements
Installation of the Outdoor Wireless Access Point requires the following:

1. A PC with 10/100/1000 Ethernet port and web browser (e.g.
Internet Explore or Firefox).

2. RJ-45 Ethernet cable connected to the Ethernet network.

3. An AC power outlet (100—~240V, 50~60Hz) supplies the power.

2.3.1 Preparing Installation
Before installing Outdoor Wireless Access Point for outdoor application
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or hard-to-reach location, we recommend configure and test all the
devices first.

For configuring the Outdoor Wireless Access Point, please follow the
quick steps below to power up the Outdoor Wireless Access Point.
Refer to Figure 2-2 for steps 1 through 4.

Step 1

Figure 2-2

Stepl: Connect the DC plug of the AC/DC power adapter into the DC
Input Port of Inline Power Injector and the AC plug into a power
outlet. The Green LED on the Inline Power Injector will light up.

Step?2: Connect the cross-over Ethernet cable from PC/SW Port to
the Ethernet port on a PC.

Step3: Connect another Ethernet cable to the ethl on Outdoor
Wireless Access Point. Hand tightens the water proof strain relief after
you connect the connector.

Step4: Connect the remaining end of the CAT 5 cable into the labeled
AP/CB port on PoE injector. This is the power side of the PoE that will
power up the Outdoor Wireless Access Point.

When the Outdoor Wireless Access Point receives power over the
Ethernet cable, the Outdoor Wireless Access Point will start it’s boot up
sequence.

User can configure the Outdoor Wireless Access Point via HTML
browser, such as Microsoft Internet Explorer or FireFox from a remote
host or PC.



3. Operation of Web-based Management

3.1 Basic Configuration
This chapter instructs user how to configure and manage the Outdoor
Wireless Access Point through the web user interface.

The default values of the AP are listed in the table below:
IP Address 192.168.1.1
Subnet Mask 255.255.255.0
Gateway Address 192.168.1.254
Username admin
Password admin

Table 3-1

Open your web browser and enter the default IP http://192.168.1.1 in
the address bar, it will show the following screen (see Fig.3-1) and ask
user enter the username and password. The default username and
password are both ‘admin’. For the first time to use, please enter the
default username and password, then click the <LOGIN=> button. The
login process now is completed.

To optimize the display effect, we recommend user use Microsoft IE 7
or above, FireFox 3 or above and have the resolution 1024x768.

UWeb Access Procedures
Now user can use web browser to configure Outdoor Wireless
Access Point. The following procedure explains how to configure
each item.

Stepl: Open your web browser and enter the IP Address
192.168.1.1 as default

Vs Wirelss Access Point SETUP MENU - Windows

@ 192.168.1.1 v|

Step2: Press <ENTER> key and the Outdoor Wireless Access
Point Login screen will appear as shown in Figure 3-1.


http://192.168.1.1

= Wireless Access Point SETUP MENU - Windows Internet Explorer =T
b |80 bt/ 192.168.0.1 el e
Fil= Edit View Favoites Tools Help

{ B Wireless Access Point SET. - R

Dual WLAN Device

Username:

Fassword:

[

Figure 3-1

Step3: Enter ‘admin’ in the Username and Password fields, and
click <LOGIN=> to enter the web configuration page as shown in
Figure 3-2. This page includes all basic configurations for the Access
Point. The items are list in left hand side of the menu.

WLAN Device

Syatem Settimg

11z pare Blies alas bos o sImu shec loclzw T sIezss Fame hIopmocs f oot Ih recu s esnas he e,

il

Figure 3-2

3.2 AP-Bridge Mode

The default operating model for Outdoor Wireless Access Point is
AP-Bridge, this model is to set the device as a normal AP. The functions
and settings are list as following:

V SYSTEM

e Administrator
Firmware
Configuration Tools
General Status
Power Control

10



Bridge Status
WIFI Status
Log

System Time
Reboot

V LAN
e Bridge LAN settings

V WIRELESS

e WIFI athO Setting
WIFI athl Setting
WIFI ath2 Setting
WIFI ath3 Setting
WIFI ath4 Setting
WIFI ath5 Setting
WIFI ath6 Setting
WIFI ath7 Setting

V FILTER
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out

3.2.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, Bridge Status, WIFI Status, Log,
System Time and Reboot; screen as shown in Figure 3-2-1.

11



WLAN Device

Bystem Setting
By H A
Er—rat Przprie nzlodzs al e ooz oclgare entae s e T oo Fam hooeclecs tre ntiz mIn. fopee leTe e
Cavguryacr Taos
Grizul iz s

[T RE Y N |
et 4 -

I

tw=l4 Inr

Fcbcck

Figure 3-2-1

3.2.1.1 Administrator

By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-2-2. These settings allow user to configure
the device Name, language, model, password, remote management
and WIFI Loading Warning Threshold.
UDevice Name

This is a host name or system name for the device. The

maximum length is 20 characters. User can only input '0'~'9",

‘a'~'z', 'A'~'Z', " "or'-.

UModel Select
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
AP4_WDS _BRG: To set this device as WDS device with AP
function and support up to 4 SSID.

12



Administrator Settings

Device Name

{09 AT T e

Lnnguagﬁr Selact

Language Engish =
O GLSR AP [ ADDW AP 3 AP-Bridge

Pnin b AP-CB-Bridge 1) AP-CE-ROUTE . CE-CE-ROUTE
CIWLAM-AP ) AP WDS BRG 0 AP4 WDS BAG

Password Setlings

Curant Pessword
Fasgword {3 ~ 12 Chamacters)
Ra-typs Pazswned

Ifie Tume O an {1 = DS min e
Enabia ] | #enabied, anly the Tolowing PC tan managa s AP |
1P Adivess
Threshold 15 5~ 25 Mofsec )
Figure 3-2-2

UPassword Settings

If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The lIdle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if the
idle time passes timeout.

URemote Management

User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.2.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-2-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or
FTP method to upgrade to the new version of the firmware.

13



Firmware Update

Vs on; w14
Date: ZN04-13
e
Using TETR (=]
Using WEB | Bl |
Using TP [r=T]
Figure 3-2-3
UUsing TFTP

On any computer in the network or a computer direct connect to the
AP. Install a TFTP Server utility, and put the firmware file named
‘upgradeFW.tar’ in a folder.

Run TFTP server utility and specify the folder in which the firmware
file located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond to
commands before the device boots up. This is normal behavior and
do not turn off the Access Point while the firmware is upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file path
and file name. Then, click on <APPLY> button to start the firmware
upgrade process. At the end of the upgrade process, the Access
Point may not respond to commands while uploading the firmware.
This is normal behavior and do not turn off the Access Point while
firmware is upgrading.

UUsing FTP

On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update - FTP
page, enter the IP address of the FTP server, firmware name and FTP
user name and password. Then click on <APPLY> button to start
the firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands before the device
boots up. This is normal behavior and do not turn off the Access
Point while the firmware is upgrading.

3.2.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-2-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup settings/Restore
settings and Remote Backup Settings/Restore settings.
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o= N "Hachen Selbmys" sl he nees Ibe Aeccras | s corsel commpeesloes b ls paness soniga o oo ogom 1 S can lhes cen e
Rzslore o7 ogs e Lo rsslor: he Soeel combgaraton o oo Moooss Fonk ARemcbey, ol Sonoust oo Kestoeo to) actory Leliuks toen 1o
cazloae W Acosss Tzin, W U o gicsl Facimy sa0, oya.
Peeslone Caclon Drelaull Corliguelicn

Lucal Bacloum Sellings ! Resloe selling:

Fl Il

Feerrole Dackup Sellings | Reslore sallings

Figure 3-2-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-2-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-2-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device, click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.

Local Backup Seftings / Restore seftings @
Figure 3-2-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-2-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-2-9

Enter the necessary setting in next page, then click on <Backup
To Server> or <Restore From Server> to start the process.

Configuration Backup/Restore

Saiver Type Selact CTFTR  OFTP
TETP o FTP Server IP

Firmwara Filenama {in server canige L
FTF Usemame
FTF Password
| BacupToSever | [ Reshws From Saner |

Figure 3-2-10

3.2.1.4 General Status
In this page user could see the detail settings of this device, including
the System Information, Power Control, Bridge LAN port, AP WIFI 1
Status, AP WIFI 2 Status.



Status

System Informaticn

Cument Fimmware Yersion +0.1.8
Dhevica Mame AP
Systam Model AP-Bndge
Eysiem Tine Wed Nov 3 00:43:52 2010
Fower Control Status
ol PoE Dhzzhled
Eridge LAN Part
F Adiess 192.168.1.1
MAL Address 00264 8:00 D df
Mask 233 1582350
AP WIFL 1 Status
MODE B02.11 a
COUNTRY Marth America Ares
CHANPEL Auto
DTIM 1
FRAG 2346
RTS 2344
BEACTH 100
INSTANCE 100
Interface athd
S50 Al_APD Security: Dissahled
Interface athi
Raido O
Interface ath2
Rado O
Interface athd
Rl Off
AP WIFI 2 Status
MODE E0211a
COLMTRY North_Amenics Ares
CHANEL Auto
DTIM 1
FRAG 2346
RT3 2346
BEACCH 100
NS TANCE 100
Interface athd
SED Al AP4 St irity Driahled
Interface athS
Rado o
Interface athf
Frado T
Interface ath?
Feadio Off

Figure 3-2-11
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3.2.1.5 Power Control/Status

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlSiatus

PoE Power Control {aihi port) ' Enable & Disahle

Figure 3-2-12

3.2.1.6 Bridge Status

In this page user could see the bridge interfaces information of this
device, such as interface information, STP status, MAC address
information etc.

Erll:lie Status

Bridge bl
Bridge 5TF Siake olf
bridge ;SO0 MORKORED
desagmated soat:  BOUU DUUCUNIOUIED
roit ot il peth cost: Li]
max age: 20,00 bridge max oge: 20.00
el tme: 2.00 bridgs hello tie: 200
forerard defay: 15.00 aridee forward delay: 15.00
ngeing time: 300,00
hedio timer: 0400 fen liner LAL )
port id: o0 state:  forwasding
designated root: B0 000000000020 path cost 12
designnted bridge:  S000. 0000000020 messge age limer: 274402
designated port: 001 forward delay tiwer: 274507
designated cost 0 hold Gner: 0.00
adminppmas: AUTC adge: =]
poet ids 002 state:  forwarding
desimated rosl: 000 000000000020 path sl 100
desipnated bridge:  B000.000000M0020 message ape mer: 274403
clesignated port Rz forveard delay timer 274508
desinated cost: 0 hold Bmer: a.00
adminppmes: AUTG adge: yes
poet id 03 state  forwardimg
designated root. S0 O00RIOMO020 path cost: 100
desipmated bridpe: SO UDMEDU0TG message age lmer: 274404
desipnated port: B3 forovard delay Hmer: 274308
designated cost: 0 hold fimer: 0,00
ndminp2possa: AUTC edze: yes
part id: S04 statez  forwarding
desipnated root: SO0 0000000020 path cast: 100
designnted bridge:  SOMLO00MI0000020 messge ags Giwer: 274404
designated port E004 forveard delay twer: 274308
designated cost: 1} hold Gmer: Q.00
Adming X pmec - ALITO edae yes
par oo maz addr is local? ageing timer
2 000 00 - (e 00 20 b= .00
1 0000 :00:00:00:2 1 yes 0.0
1 0d:13:a%: 2a:be: TR no .05
3 (e 2 48 (e Oeze 2 yes (.0
4 00:40:c 7 Ah:00: 13 yes .0

Figure 3-2-13

3.2.1.7 WIFI Status
In this page user could see the WIFI information of this device, such

as: Interface

AP/Station.

information,
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WIFI Status

'WIFl Interfaces athld  athd
athl
. T M " rial, .
JEEESDE.[[E ESSID: "Al_ AP Mickname:
Mode: Master Freguency: 2452 GHr  Access Pomt: (0:28:48:00:0E:C2
Rit Rete- ] kh's Tx-Power: 1R dRm Sensitvity = 141
Ry : offf LTS thr: off Fragmest thr: off
Enmcryption key: off
Power
Managensent” i
Link Qmality: 470 Sigmal level: -26 dBo Moise level: -26 dBm
Faisvalid swid: 223 Fox mvalsd copel: © Fix imvabid rag: 0
R hdls A Invalic misc: 01 Wissed heacon: 0
TelTies
SecLhity Boce Disabla

Wo wifi Associated.

Figure 3-2-14

3.2.1.8 Log
In this page user could see the system logs record of this device.

0 :00: 00 RE wser.2nfo kernel: brod: port
53 OD:!(RD:00 AR user.irfo karmals brd! port

: cransitioning to LERARING ata
|ackdl) = cransitioning co LERRNIMG sck

Lngs
Rpe 43 O0:2E:(6 AD auts periss rases 102 368, 1.10 leain
Bpr 33 00ifnif AP auth.potics roocs 182,368,1,10 login
Rpe 11 = 1 AF czom.potiom crood[Z244]:c ISR root pid 2393 ond Sweb-aezvesrdwenw/hoo
Apx 19 0 ¢ AP waer,info 1 Seeb-asrver)flash-secup, sn) Sweb-serverys Flsask-aerup.ah
Rpr 17 [ RE uaer,indio  dace O051300002010.00
Ape L3 O AR usar . infs @ Tum Rpe 13 00:00:00 OOC 3010
Bpx 13 o0 fo 1 Texminatsd
ARpe 131 DO: z Filled
ApE 43 OO o 1 Termenated
Rpr 11 09; fo kernel: bod: port 1 jechl): cransitioming co FURKRRDING =
Ape 419 0O Paramlz Eed: pare 2 jankd): eranmivismips ma FORKARDING =
Ape 13 00 kKernels brdi port 3 [eckd)s transiticming to FORKARDING =
Apes 13 DO:0C:00 AF user.info kernal:s bErd: port 4 |echd): cranmiticming co FORNARDING =
Bpe 4% o0 0da00 AP user,info kernels bed) port 1 jeck cransitioning o LERRHING aca
11w Z
3 3

Figure 3-2-15

3.2.1.9 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.
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Time Setting

Setiag by L fﬂMmMme Server
Current Syxiem Time Tue Ape 13 004413 UTC 2010
| Manyal Setfeg |
Wear ! Month ( Tiay 2010 fd w3 e e 1 900 — 203T
Honw = Mt : Secaond i} il - il
Hews from GIMT +8 % | Hours
Serve I 140,142 16,34
Server TP fir Flefierence 140,142 1634 or 12801323 21
Time Update for Every 1 s — 3130 hocams} — 13310 mmites([} — 58]

Figure 3-2-16

3.2.1.10 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Point

Adber sau change the aatting of In the ewan that tha Accass Peint siops s ponding corectly or in same wary stops Linctianing,
youcan perform o Rebant To perform the Retoot, ciick on the Raboat' button beiow. ¥ou vl be asked 1o confim yaur

NOTE:Somo of the ANTI-VIRUS shiold progroses may bock the Tollewisg WER pags.
Flease wail for 2 whils, thin, reconseo 1hes dovis.

Figure 3-2-17

Rebaal

3.2.2 LAN Configuration

Ulnterface brO Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static option
- the IP address should be entered in 'Network IP Parameters'
and DHCP option - the IP address will be assigned from other
DHCP server.

UNetwork IP Parameters
User can change the network settings of this device from LAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

UBridge STP Setting
User can also set the Bridge STP setting in this page.
STP/RSTP: Disable the bridge STP or set the bridge mode as STP
or RSTP mode.
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Bridge Priority: Set the priority value of the bridge. The priority
value is a number between O and 65535. The bridge with the
lowest priority will be elected 'root bridge'.

Hello Time: Set the bridge's 'bridge hello time' value (seconds).
Forwarding Delay: Set the bridge's 'bridge forward delay’ value
(seconds).

Max Age: Set the bridge's 'maximum message age' value
(seconds).

Port Cost: Set the port cost of the port.

Port Priority: Set the port priority of the port (interface). It is
used in the designated port and root port selection algorithms.
P to P: If a bridge port is operating in full-duplex mode, than the
port is functioning as point-to-point. The available options are:
auto, true or false. By default, it is set to auto.

Edge: If a port is operating in half-duplex mode and is not
connected to any further bridges participating in STP or RSTP,
then the port is an edge port. The available options are: yes or no.
By default, it is set to no.
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LA&N $:&1ﬂni

IP Authentication & Btatie D DHCP
betwark [P Parameters
IP Address 102 et 1 W1
Subnet Mask 5, L l9Rg _|z=e a
Cateway Address 102 - {168 -1 -|254
STP/RSTF RETP
Bridge Priority 15 (STP:0 -~ 65535, RETP:0 - 15)
Hetlo Time 2 (1~ 10isacomd
Foraarding Delay 5 (4 ~ 30second
Max Age 20 {6 ~ 40seand
Cost 18 {0~ 2*10°8) Priomty |1 ISTR:0 ~
Port ethi 255, RETR:4 ~ 15)
Fio P auo = Edge no | =
Ciost 19 {0 ~1*10°8) Prionty|1 (STP:0 ~
Port ethi 255, RETPA ~ 1)

PtoP auo ¥  Edge no

Cost 2000000 {00 -2*10°8)  Priomty |2 (STR:0 -
Port athi 255, RETR:O ~ 15)

FwP |aun [  Edgs o |«

Cost 200000 {0 -2%10°B) Prionty |3 (8TP-0 -

Port gthi 252 RETP:~ 15)

FioP lame | Edge m #

Cost ZH000O0 {0 - 2*10°B)  Prionity 4 {ETP-0 -
Paort ath2 155, RETP:0 ~ 15)

FieF |awe (¥ Edge \m =

Cost EM0HO {0 - 2510°B)  Prority £ {STP:0--
Paort ath3 155, RETP:0~ 15)

PP awma = Edgs o %

Cost 2400000 0~ 2*1048)  Priority € (STP0~
Port athd 155, RNLP:0~15)

PioP jave w| Edge no |«

Cogt 2500004 (0~ 2*1008)  Prioity 7 (STRAD~
Part aths 255, RSTP:0~ 15)

PP aws »| FEdge o

Cost 2000000 - 2*1048)  Priosity 0 (STPAD~

Part atha 155, RETR:0~ 15)

Pto P auo  * Fedge noc =

Camst | 270E000 (D= 2%¥10°B) Proomly ¥ (3TP:0~
Fort ath? 285, KETF ~ 15)

PP auo Edga nc =

Figure 3-2-18

3.2.3 Wireless
User can configure the wireless related settings in this page.

Dual WLAN Device

Wlreless

du et sl e — e olest il cw g e

=LA R g
R [ I e
"=|FI ZkFZ Scka]
ZkF: Schayg
"=IFI zkF4 Scka]
'='FI zkFT Eck3g

A e g

=LA s e g

Figure 3-2-19
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3.2.3.1 WIFI athO—~7 Setting

UGeneral

Radio Power: Turn this interface on or off.

Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is

32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the oieratini freﬂuenci/channel for this device.
Hadio Power O =

Wirahess Mok 80211 beg | =

SSID A1_J':.F'I:|

SGID Hide L_1On & OfF

Charmed 9 -

Figure 3-2-20

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
'‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.
Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.
Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.
Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
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other.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,

but only one key will functional at one time.

A0 L
Peer kode Distance:

Distarca 100 mi100 ~ 65535}
Besion Paried 100 (20~ 1000}
OTiM Pariad 1 i1~ 235)
Fragmentagon Thnreshng 2340 (268 « Fiqa)
RTRCTS Threshnid 2345 (1 = 2848,
Tx Poesr A0 -
Hate 54 % | mbitts [¥] Feed
Leyar 2 kolation ' Disable = Enabie

I'CE!,I Wl wesEw
WEP ey Setiing ey §Z eeesn

K:E:J B mmsaw

L UL

Figure 3-2-21

USSID Security Mode

Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.

WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.

Select Key: Check the radio box in front of the key that user
would like to use for this AP.

SSID Security Mode

Autherndization WEP =

\WEF Encryption w0 CiResictiad
SeEll Key = OREY# DKEY#2 O

KEY 83 [ KEY &d

Figure 3-2-22
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WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and
TKIP.

Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption @

Group Key Update Interval 600 (30 ~65535)

Figure 3-2-23

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required. User should enter the IP and
port number of the Authentication Server and Shared Secret here.
In case if a backup server has been deployed in user’s network,

user can also enter the necessary information here.
SSID Security Mode

Authentication 'WPA-enterprise v |

WPA MODE WPA =

Share Key |(8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 168 .[1  l[so  |:[1812 | Shared Secret/secret |

Backup Radius Server (Optional)

Authenticatoin Server | || || || || | Shared Secretl:l

Figure 3-2-24

UQosS
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
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station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,

26



the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.
ACM: Admission control mandatory.

WA % Enable ' Dizable
MAX Assacaled Staton 3z {1~ 2007)
AP Ti-Best Efior CWmin | 2047 = CWMax 4095 ~ AIFS: 2 {1-255) Burst 0.0
AP Tx-Backgraund CWminc| 15 = CVWMax| 1023 = AIFS:-17 {1 ~255) Burst 0.0
AP Te-Vidao CWminc|7 = CWMax |7 = AFS {1~255) Burst 15
AF Ta-Voioa Chvmin | 7 = ChMax | 15 = ARSI {1-255) Burst 3.0
Cmine | 7 = CiMa | 10023 = ARSI 2 1 = 255)
STA Tx-Best Eflon :
' TEOP |64 | (1-255p32ms ACM: CEnable [®Disable
CWmIn (15 * CWMax| 1023 = AFS: 7 {1~ 255
STA Tx-Background -~
*Racks THOP: 1 (1~ 255m32ms ACM, (Enable #1Drsable
_ CWminc|7 = CWMax|7 = AIFS {1 - 255)
i Fiho T™MOR (47 |(1~255pci9me ACM: (Enable (@ Disable
Yimin|z = G 5 - . -
e Cimin | 7 C¥Max | 15 AR | {1~ 255)
THEDP B4 | {1-255p32ms ACM Enable ®Disable
Figure 3-2-25
3.2.4 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.2.4.1 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.
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MAC address filtering

Filtering  type: Disabia | =

MAC address table

Ttesm MAL address Ex:22-22-22-23-22-22
MAC address1: Delale
MALC addrass 2 Cietati
MAC address 3 : Delate
MALC ackdrass 4 Ddale
MAC address 5 : Celate
MAC acddress 6 Cdalan
MAC address 7 : Citate
MALC ackdress 8: Dedala
MALC ackdress 3 Dot
MALC address 10 Cedale
MAL address 11 Dl
MAC address 122 =1
MAL acdreis 13 Dedexli
MAC address 14 : Crslata
MAC address 15 Cedele |

Figure 3-2-26

3.2.5 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.2.5.1 Basic Setting

USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: Itis used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’'s SNMP community settings on this page.
Access Right: Select an access right for the SNMP manager.
‘Read’ is read only, '"Write' is read-write, and 'Deny' means this
community name is not implemented.
Community: Specify the name of community for the SNMP
manager.
SNMP Community provides a simple protection by using the
commuhnity name to control the access to the SNMP. The
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community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of User ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent

Enable € Dissble ' Enable

System Information

B Contact¥e |

Location II__am_here
V1/V2C
Index Access Right Community
t [Dery I
2 [Deny I
4 [Deny I
V3
index User ID Security Level ?;‘;"e Auth Passphrase E:‘(‘:t‘li“;ﬂ Priv Passphrase Access Right
1| |AuthPriv =] |MD5 =] | [DES =] [unused x|
2 | |AuthPriv =]|mDs ]| [DES =] Junused =]
3| |AuthPriv =] |mDs =] | [DES 7| funused =]
4 | |authPriv =]|MD5 7] [DES =] Junused 7]
5 | |AuthPriv =] |mD5 =] | [DES 7| [unused =]

Figure 3-2-27

3.2.5.2 VACM Setting

User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
- When processing retrieval request messages from the SNMP
manager.
- When processing modification request messages from the SNMP
manager.
- When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:
U Community to Security for V1/V2c

Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 users and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup



Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)

Index: Index of Group. Tick the checkbox to enable the
recordset.

Group Name: A group name is given to a group of users and is
used when managing their access rights.

Security Model: Assign security model for group.

Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e

fricien S purity Mame SIS oMty
El1 TPty 127.00.1 aublie

O:

03

4

s

CaoLp hams =acimty Modal Syt karme
11 QAT ¥l = I ¥
Bl 2 penmThaism s Lo b
L3 v mpi -
04 Wl I -
5 Wl W Ty L

Figure 3-2-28

UView
Create a view for user to let the groups have rights to view the
MIB tree.
Index: Index of View. Tick the checkbox to enable the recordset.
View Name: The name of view.
Include: Assign include or exclude in this record for certain

subtree.
Sub Tree: the OID value. For example: '1.3.6.1.2.1".
Views Name

El1 makid Include = 136121
Ez AN Ineluds 5 136141 505
s Include =

4 Include =

O3 Include =

OE Inelude =2

T Include =

OE inciude [»

% Include =

19 Inciude =

dli=h Include [

012 Includm %

113 Includa =

14 Include =

1% Inelude =

1 Includn |+

a 17 Include (=

Figure 3-2-29
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

{ Seturny Mod Securly Lewvel il Honfy
1 gEnEn “ any HoAuthHoFi = generic gEneric | pEnEnc
=z genencusm ¥ usm * AP = a4 @l #Emhla @
03 genan ¥ any HotuthMoPry = "] w Al = #
4 ganaie v iy = Hiotvt hM P & oll " all - ull B

5 genan: ¥ any ¥ HosothHoFw ¥ E ] ¥ all W all L)

Figure 3-2-30

3.2.5.3 SNMP Trap
It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
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IP Address & Port: The IP and Port of a device to receive traps.
Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

SN Trap
Trap Active 1 Thable O Enable

w1i'wlc Trap

1] Wersion 1 = 19z .| 1EB A1 il 162 public
1 [Hcable =
2 [hzable
3 Dusabln |+
5 Dhsshle =

w3 Trap

] genencrn HedithaP iy -
1 gemencrn | & MoAuthaPiv &
0Oz gemencrg ¥ | ) ; Tuth gy =
3 penedcm MaAuthNeP =
4 genecrn = oAt Ry =

Figure 3-2-31

UTrap Items
Enable/Disable which trap items to send.

Cold Start Disable @ Enshls
Warm Start ' Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Autth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-2-32

3.2.6 Tools
UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Taols
Firg: 1 Count: 3 @ Dizable 7 Enable
Figure 3-2-33
3.2.7 Log Out

User can manually logout by click on <Log Out>.

Log Out
Figure 3-2-34
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3.3 AP-CB-Bridge Mode
AP-CB-Bridge mode is to set this device as an AP and Client Bridge device,
the setting and functions as following:

V SYSTEM

e Administrator
Firmware
Configuration Tools
General Status
Power Control
Bridge Status
WIFI Status
Log
System Time
Reboot

V LAN
e Bridge LAN settings

V WIRELESS

e Rogue Ap Scan
WIFI ath3 Setting
WIFI ath4 Setting
WIFI ath5 Setting
WIFI ath6 Setting
WIFI ath7 Setting

V FILTER
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out

3.3.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, Bridge Status, WIFI Status, Log,
System Time and Reboot; screen as shown in Figure 3-3-1.
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Dual WLAN Device

System Salting

This pipa ncludes al 1ha basic confguration 1oak farite Arceas Pant. The apiians a n ke menu scean b 1ha ki

Figure 3-3-1

3.3.1.1 Administrator

By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-3-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name

This is a host name or system name for the device. The

maximum length is 20 characters. User can only input '0'~'9",

‘a'~'z', 'A'~'Z', " "or'-".

UModel Select
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
AP4_WDS_BRG: To set this device as WDS device with AP
function and support up to 4 SSID.
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Administrator Settings

Device Name
T i T .

Languagn Salect

Language Engsh
V CLER_ AP () ADDV AP O AP-Pridge

PMosel # APCH-Brdge ) APCE-ROUTE ) CE-CR-ROUTE
JVLAN-AR AR WDS BRG O APA WDS_BRG

)
i
1
)
)
)

Pasaword Settings
Cumant Pessword

Fassword {3 ~ 12 Chamaclers)

Re-type Pazswnid

IfiE Tme O 30 {1 = D min Le=s
Enabila [ [ #ensbied, anly the Iolowng PC can manage this AP |
1P Auiiress ' .
WIF| Loading Warning Threshold
Threshold 15 25~ 25 Mofser )
Figure 3-3-2

UPassword Settings

If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if
the idle time passes timeout.

URemote Management
User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.3.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-3-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or

FTP method to upgrade to the new version of firmware.
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Firmware Update

Vs on; w14
Date: 00413
Method |
Using TETR (=]
Using WEER | =l |
Using FTP T
Figure 3-3-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP server utility and specify the folder in which the
firmware file located. Enter the TFTP server IP and click on
<APPLY=> button. At the end of the upgrade process, this device
may not respond to commands before the device boots up. This is
normal behavior and do not turn off the Access Point while the
firmware is upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.3.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-3-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.
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Gonfiguratlen Tools
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Figure 3-3-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-3-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-3-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device, click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.

Local Backup Seftings / Restore seftings @
Figure 3-3-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse=> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-3-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device

remotely.
Click on <NEXT=> button beside ‘Remote Backup Settings/Restore
settings’.

Remote Backup Settings / Restore settings @

Figure 3-3-9

Enter the necessary setting in next page, then click on <Backup
To Server> or <Restore From Server> to start the process.

Configuration Backup/Restore

Saiver Type Selact CTFTR  OFTP
TETP o FTP Server IP

Firmwara Filenama {in server canige L
FTF Usemame
FTF Password
| BacupToSever | [ Reshws From Saner |

Figure 3-3-10

3.3.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, Bridge LAN port, AP WIFI 1
Status, AP WIFI 2 Status.
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Status

Sysiem Information
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Interface ath
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Interface athl
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CESTAMCE 100
Interface athd
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interface aths
Radio o0ff
Interfice athe
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Interface ath?
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Figure 3-3-11

3.3.1.5 Power Control/Status

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlS atus

PoE Powes Control {sihi) port) 'Enable = Disable

Figure 3-3-12
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3.3.1.6 Bridge Status

In this page user could see the bridge interfaces information of this
device, such as interface information, STP status, MAC address

information etc.

Eridge Status
. ____________________________________________
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g e 300 00
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designatcd bridge BT D204 WCHSEEE HEE HHeT TITIEG
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destgrated cost ] Trold traer R L]
aikming2paac AUTO ilpe es
pout id 2 b farwanding
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Figure 3-3-13

3.3.1.7 WIFI Status

In this page user can click WIFI Interfaces to see each WIFI's
information of this device, such as: Interface information, Security
information, Associated AP/Station.

The Figure 3-3-14 shows the ath3 (CB) interface is waiting for

connecting to an AP.
WIFI Sigtue

A e athx  alhi

“lztzcc whi whiiting ter Snnnadting..

Figure 3-3-14
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The Figure 3-3-15shows that the ath3 (CB model) has connected to
an AP, and display the relevant information.

WIF| Status
||
\WFE indurta oo - athl  athed
athy
BEEE: B0211bg ESSIDH: *CAN-1000/1* Micknamme: =
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2t Rate; 30 Miy's Ta-Pawer: L6 diim Sensitivity: 171
Retry: aff RTS thr: aff Fragrsnt thr: aff
Encryption key: off
Powser Managament: off
Link Quality: 69,70 Eig nal l=al: -24 dgm Moowe |ewel: 233 dBm
Bx imyalid nwid; 26463 A iramdid crypt: 0 R imvalid frag: 0
Th excessve retrles: O Ervealhd s O Missed beacon: 0
Swcurily o - [Cizable
MAL Addrass © QG CTERQDZE

Figure 3-3-15

The Figure 3-3-16 shows ath4 (AP model) information.

WIFT Stadus
L _________________________________________________|
VI nferfapes athd  athd
athd
IEEE: 02 11bg ESSID: "A2_APa” Micknarma: *
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34 Rate: D kbfs Ta-Powsr: L7 d8m Ser.-s-h.'ir:,r: 1.1
Rty off RTS thr: off Fragment thi : off

Encryption key: off
Power Maragement: off

L Cuaslity: 0030 Signal level: -96 g8y Pednes limga] ! -O6 dBim
Fac inwalid mwid ; 2229 P il crypt: O R imvalid frag: {
Tx @ncassive ratries: O Fvealid mesc: 0 btssed beacon: B
Securdy Made Disible

End o Status

Figure 3-3-16

3.3.1.8 Log
In this page user could see the system logs record of this device.

Logs
-
Epe *07 AP wrar_infs lasnal! Be0: pare 3 (ATh3| snabled
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Epr 04 AF mear.info loermsl! br0: porc 5 (ach3)! rrarsicloning to DESIGHNRTED ¢
Apx o4 AF wser.infa kernel| brDr port 2 (ath3| ) tramsitioning to RITP mode
BpT AP crar.infc keznal: bzO: pact 3 (ath3} scablad
kpx 01 AP meer.info kwexnell brde porc B (achd) 1 rramsiciondng to DISCRADIHEG =
ApT 01 AF wser.infa lermel; br0: port 3 fath3): trepsitioning to DISABLED rol

AEE Ol AP vee= infs lasmal: Bed: pase 3 (RER3| Sisasias

pr 37001 AF wser.info Wevnell br0n port ¥ (athdh enabled

ApT 7T AF wrar.infa kesnal: beol: poct I (athl| snabklsd

Bpz 28 AF w=er. )i poEs ¥ fachd)) tramsicicning to POREARDIHS a
Apr & 155 AF wser 1 porEt ¥ o(ath®l) txansitioning to LEASMIRG =ta
ApT o4 AF weer.infc eznal =0z poct 3 (mch3]: tzanmitioning to DESIGHATED =

Epr 1% 00926104 AP wser.infa kexnel| brDs porc 3 (athZj 1 transictiondng to E3TF mode
Apr 13 O0:06:99 AP wser.info oeinel; bil: port 3 (ath3} epabled

Figure 3-3-17

3.3.1.9 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is synchronize with an Internet Time
Server.
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UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.

Time Salting

Select Sening Tyes

& Marwal Seming
Sertmg by
b ' Synchwonine wits aa Iniemet Tane Senver
Carrent System Time Wed Nov 1022713 2010
“Wear | Moot | Diay ol R LER (Wear 93 ~ 2057
Heamr : Mrzste - Secand oo i i
Hoers: from GRET B % Hours
Server [F 140} 142 1634
Server [P for Reference 140142 16 3 o (29132 2 21
Teme Updsee S Every o days(0 -~ A1) 0 sl ~ 23) 10 ke ~ 55)

Figure 3-3-18

3.3.1.10 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Point

Adber sau change the aatting of In the ewan that tha Accass Peint siops s ponding corectly or in same wary stops Linctianing,
youcan perform o Rebant To perform the Retoot, ciick on the Raboat' button beiow. ¥ou vl be asked 1o confim yaur

NOTE:Soso of the ANTI-VIRUS chicld pregrosos meay bock the Tollewisg WER pags.
Mease wail for 3 while, ilen, seconsecl this device.

Rebaal |

Figure 3-3-19

3.3.2 LAN Configuration

Ulnterface brO Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static option
- the IP address should be entered in 'Network IP Parameters'
and DHCP option - the IP address will be assigned from other
DHCP server.



UNetwork IP Parameters

User can change the network settings of this device from LAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

UBridge STP Setting

User can also set the Bridge STP setting in this page.
STP/RSTP: Disable the bridge STP or set the bridge mode as STP
or RSTP mode.

Bridge Priority: Set the priority value of the bridge. The priority
value is a number between O and 65535. The bridge with the
lowest priority will be elected 'root bridge'.

Hello Time: Set the bridge's 'bridge hello time' value (seconds).
Forwarding Delay: Set the bridge's 'bridge forward delay’ value
(seconds).

Max Age: Set the bridge's 'maximum message age' value
(seconds).

Port Cost: Set the port cost of the port.

Port Priority: Set the port priority of the port (interface). It is
used in the designated port and root port selection algorithms.
P to P: If a bridge port is operating in full-duplex mode, than the
port is functioning as point-to-point. The available options are:
auto, true or false. By default, it is set to auto.

Edge: If a port is operating in half-duplex mode and is not
connected to any further bridges participating in STP or RSTP,
then the port is an edge port. The available options are: yes or no.
By default, it is set to no.

LAN Setting
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Figure 3-3-20
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3.3.3 Wireless
User can set the wireless related setting here.

Dual WLAN Device

Wiialess

| Yoo can sml dhe wirees refeaied setting hee

Figure 3-3-21

3.3.3.1 Rogue AP Scan

URouge Enable
Check the radio box in front of <Enable> to enable the Rouge AP
detection, and Press <Add> or <Del> button to apply.

UAllow AP
The allowable AP list. The AP in the list is a legal AP for CB to
connect. Check the box and press the <Del> button to remove
it.

URogue AP
The nearby AP list, not include the allowed APs. Check the box
and press the <Add> button to add it as a legal AP.

URe-Scan
Press <WIFI1 x> button to Re-scan the APs nearby which are
scanned by wifi card x (x:1 or 2).

Rogue Scan

Rogue Enable

Rogue Enzbie % Enabile ' — Thsabie
Dl AL Addr SEHD
1
=

Rogue AP
Add MAC Ader SSi0

]
Re-Scan

Re-Scan MR
Figure 3-3-22

3.3.3.2 WIFI ath3 Setting

UGeneral

Radio Power: Turn this interface on or off.
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Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. In station mode (CB), this SSID must be
same as the AP that user wish to connect. User can either type in
the SSID by themself or simply press the <Scan> button and
select the AP form the popup list, then click <submit>.

MAC Cloning: This feature controls the MAC Address of the
Wireless Bridge seen by other devices (wired or wireless). If set
to ‘Ethernet Client’, the MAC Address from the first Ethernet
client that transmits data through the Wireless Bridge will be
used. When multiple Ethernet devices are connected to the
Wireless Bridge, it may not be obvious which MAC Address will be
used. If set to ‘WDS’, it will include 4 MAC address while transmit
the data through Wireless Bridge. It is only available on bridge
mode in station interface. If the AP to associate does not support
4-WAY-HANDSHAKE, the 'Ethernet client’ should be selected.
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.

DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.

Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.
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Figure 3-3-23

USSID Security Mode

Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all the
packets are transmitted with encryption.

Select Key: Check the radio box in front of the key that user would
like to use for this AP.

SSID Security Mode

Authanficalion WEP =

\WEP Encryplion @ Open. O Resiricted
Seedt Key mREY®#1 (O EEYaR O

KEY 83 [ KEY &d

Figure 3-3-24

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or WPA
& WPA2. (WPAZ2 is far superior to WPA, because the encryption of
method used is Advanced Encryption Standard (AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and TKIP.
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SSID Security Mode

Authentication

WPA-personal i

WPA MODE |WPA v
Share Key |123456?89 | (8 ~ 63 characters)
WPA Encryption |_A_ut_o Re

Figure 3-3-25

WPA-enterprise:
WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a separate
RADIUS server is required
User should enter their account and password to pass the
authentication.

S$5ID Security Mode

Authentication |WPATM@’
WPA MODE
Share Key | 23456789 | (8 ~ 63 characters)
WPA Encryption (Auto v |
s24x |
Account [F3000 |
Password Fao00 ]

Figure 3-3-26
Please Note: In wifi station model, the security setting must be same
as the AP that user wish to connect.

3.3.3.3 WIFI ath4~7 Setting
UGeneral

Radio Power: Turn this interface on or off.

Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is

32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the operating frequency/channel for this device.
General

Radio Power Cn =

Wireless Made 80211 beg | =

s3I0 A1_.ﬁ.F'|:I

SGI0 Hide +0n (# OfF

Charmel 9 -

Figure 3-3-27
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UAdvanced Settings

Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.

DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.

Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.

Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,

but only one key will functional at one time.
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Figure 3-3-28

USSID Security Mode
Authentication: User can choose which authentication type to

secure the wireless network. There are four options for
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authentication: Disable, WEP, WPA-personal and
WPA-enterprise.

WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.

Select Key: Check the radio box in front of the key that user
would like to use for this AP.

SSID Security Mode

Authanficalion WEP o

WEF Encryption =1 0pen. i Restrocted
mREY®#1 (O EEYaR O

SEHED Key BE S

KEY 83 [ KEY &d

Figure 3-3-29

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or WPA
& WPA2. (WPAZ2 is far superior to WPA, because the encryption of
method used is Advanced Encryption Standard (AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and TKIP.
Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.

SSID Security Mode

Authentication WPA-personal | v

WPA MODE WPA & WPA2 ~

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption Auto  +

Group Key Update Interval 600 (30 ~65535)

Figure 3-3-30

WPA-enterprise:
WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required.
User should enter the IP and port number of the Authentication
Server and Shared Secret here. In case if a backup server has
been deployed in user's network, user can also enter the
necessary information here.
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SSID Security Mode

Authentication WPA-enterprise

WPA MODE W

Share Key (8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 | |168 | |1 . |80 11812 Shared Secret |secret
Backup Radius Server (Optional)
Authenticatoin Server \ L : Shared Secret

Figure 3-3-31

UQoSs
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:
These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
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transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.

QoS Setting On AP

M (2 Enable |_'Disable
A Associated Stafion v {1 - 2007)
AP Ty-Best Effort CWmire | 2047 = | CWiiax (4005 « | AIFS: 2 [1- 255} Burst 0.0
AP Tx-Background CWVmine 15 | CWMBK | 1023 = AIFS 7 [1~ 255} Barst 0.0
AP Tu-Mideo ChWmirr | 7 = | ChWex | 7 = | AIFE 1 [1~255) Burst 1.5
AP Te-Voice Cmin | 7 ¥ | C¥Max |15+ AIFS 1 [1- 255) Burst 3.0
STA Ty Bee Bl C¥mire | 7 | CWMEx | 1023 = | AIFS: |2 [1-265)
THOP: &4 {1~ 25aopd2ms ACM . Enable %) Disable
STATx Backgroud Chmirc 15 = | CWiiex [ 1023 = AIFS 7 _ (1~ 255)
THOP: 1 11 - 255m32ms  ACK Enatda ‘2! Dysable
Cmin | 7 = | ChWilax | 7 * | AlFs: 1 [1- 255
ETA Ta-Widen 2 L
THOP: |47 {1~ 2aad2ms ACM Enable %! Dizanke
STA s Nioice Civmire 7 »  CWlax 168« [ AIFS |1 [1 ~ 255)
THOP: o4 {1 - 255w32ms ACM " Enabla ‘% Dhsable
Figure 3-3-32
3.3.4 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.3.4.1 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:

UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can

access this AP.
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Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.

MAC address filtering

Filtering type:  Dmable =

MALC address table

Tte=rm WAL address Ex: #d=2d=2d=Fi=F021
MAC addrass 1 : Cedate
MALC address 2 © Dol
MAC address 3 : Cilale
MAL addressd.; Dedearler
MAC addrass 5 : Cwlata
WAL address 6 Dilale
MAC addrass 7 @ Ceelata
MAC address 8 : Destele
MALC address 9 Ddentes
MAC acdress 10 : Dialata
MAC address 11 : Cslata
MAAC adkdress 12 Dedalia
MaC address 132 Delate |
MALC address 14 Cedala
MALC address 15: Cedate

Figure 3-3-33

3.3.5 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.3.5.1 Basic Setting

USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: Itis used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’'s SNMP community settings on this page.
Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this
community name is not implemented.
Community: Specify the name of community for the SNMP
manager.
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SNMP Community provides a simple protection by using the
commuhnity name to control the access to the SNMP. The
community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of user ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent

Enable € Dissble ' Enable

System Information

B Contact¥e |

Location II__am_here
V1/V2C
Index Access Right Community
t [Dery I
2 [Deny I
4 [Deny I
V3
index User ID Security Level ?;‘;"e Auth Passphrase E:‘(‘:t‘li“;ﬂ Priv Passphrase Access Right
1| |AuthPriv =] |MD5 =] | [DES =] [unused x|
2 | |AuthPriv =]|mDs ]| [DES =] Junused =]
3| |AuthPriv =] |mDs =] | [DES 7| funused =]
4 | |authPriv =]|MD5 7] [DES =] Junused 7]
5 | |AuthPriv =] |mD5 =] | [DES 7| [unused =]

Figure 3-3-34

3.3.5.2 VACM Setting

User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:
U Community to Security for V1/V2c

Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 wusers and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup



Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)

Index: Index of Group. Tick the checkbox to enable the
recordset.

Group Name: A group name is given to a group of users and is
used when managing their access rights.

Security Model: Assign security model for group.

Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e
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Figure 3-3-35

UView

Create a view for user to let the groups have rights to view the
MIB tree.

Index: Index of View. Tick the checkbox to enable the recordset.
Include: Assign include or exclude in this record for certain
subtree.

Sub Tree: the OID value. For example: '1.3.6.1.2.1".
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Figure 3-3-36

UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Secunty bodel Secunid Level Read = Ly il

Fl 1 (AL L any = HodiiihbloPriy = Engc [ Eanpin ¥ R
Bz qenEricusm % usm AuthPriv ~ ol - al ¥ all *
O3 (A v Ay Ml hMoPris ol W Al W all -
04 [ v any HafarhMioPriv | | b Al v all b
Os qEmENC w o MaduihMoPrv = = | w Al L all -

Figure 3-3-37

3.3.5.3 SNMP Trap

It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.
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Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
IP Address & Port: The IP and Port of a device to receive traps.
Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

SNMP Trap
Trap Active @ Disable © Enable

vliv2c Trap

0 ersion 1 ¥ Moz |ies |l R public '
i e ® I —
2 [oee — T I
3 Disable v | | .l Il B | L |
4 Disatle I S S [ ]

Flo g B C 0 I NarsoP V]
01 [ v — T auioP |
02 [geeren v — & T osutioP v
05 [y v — T auioP |
4 [sworce T oAstoPr v

Figure 3-3-38

U Trap Items
Enable/Disable which trap items to send.

Cold Start Disable @ Enshls
Warm Start ' Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Autth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-3-39

3.3.6 Tools
UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tonls
Him E Loont 4 @ paisabla O Enakle
Figure 3-3-40
3.3.7 Log Out

User can manually logout by click on <Log Out>.



Log Out
Figure 3-3-41

3.4 AP-CB-Router Mode
AP-CB-Router mode is to set this device as a router device with AP and CB
functions. The setting and functions as following:

V SYSTEM

® Administrator
Firmware
Configuration Tools
General Status
Power Control
WIFI Status
Log
System Time
Reboot

YV WAN
e WAN Setting
e Bandwidth Management

V LAN

e EthO Settings
Ethl Settings
AP ath4 Setting
AP ath5 Setting
AP ath6 Setting
AP ath7 Setting

V WIRELESS

e Rogue Ap Scan

e WIFI ath3 Setting
e WIFI ath4 Setting
e WIFI ath5 Setting
e WIFI ath6 Setting
[

WIFI ath7 Setting

V FILTER
e IP Filtering
e MAC Filtering

V SNMP
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e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out

3.4.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, WIFI Status, Log, System Time and

Reboot; screen as shown in Figure 3-4-1.

Dual WLAN Device

Syetem Setting

This asge irchsdes ol the barc configurshion pals for the Acoess Pont The jphione ane 0 ihe nenu scresn b 1he lef

Figure 3-4-1

3.4.1.1 Administrator

By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-4-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name

This is a host name or system name for the device. The

maximum length is 20 characters. User can only input '0'~'9’",

‘a'~'z', 'A'~'Z', " "or'-.

UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
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functions.

VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.

AP_WDS_BRG: To set this device as a WDS device with AP
function.

AP4_WDS_ BRG: To set this device as WDS device with AP
function and support up to 4 SSID.

Administrator Settings

Device Name

Faams (09 AT - L )

Language Select

Lengusge Engish &
) OLSRAP 1 ADDV AR AP-Bringe

Modsl | AP-CB-Edge @ APCH-ROUTE () CE-CH-ROUTE
U WLAN-AP 1 AP WODS BRG L) P4 WDS BRG

Password Settings

Camant Prssword
Fassword {3 ~ 12 Characlers)
Re-type Fassworm

I Tne Ot k. {1 = D00 minues )

Erabis [ ¢ ® ansoled, oty the Toilowng PC can mensge (s AF )
IP Address ' . i
Thneshold 18 {5 = T3 Mise)

Figure 3-4-2

UPassword Settings
If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if the
idle time passes timeout.

URemote Management
User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.
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3.4.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-4-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or
FTP method to upgrade to the new version of the firmware.

Firmware Update

WVETS 0N vi14
Date: Z01004-13
T
Using TFTF [ )
Using WEB | Bl |
Using TP [r=T]
Figure 3-4-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse=> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

62



3.4.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-4-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.

Conflyuratlon Tools
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Figure 3-4-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-4-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-4-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-4-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-4-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT=> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-4-9

Enter the necessary setting in next page, then click on <Backup
To Server> or <Restore From Server> to start the process.

Configuration Backup/Restore
Sanar Tpe Salect: CITETP  CIETE
TFETP of FTP SaneriF

Firrrearare Filename (in Ssener) Comifigs.tar
FTP Usermame
FTP Password ©
| BeckupToSanss | | FReatara From ‘Sqr.w__|

Figure 3-4-10

3.4.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control Status, WAN Port, ethO LAN
Port, ethl LAN Port, Station WIFI 1 Status, AP WIFI 2 Status.
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Figure 3-4-11

3.4.1.5 Power Control/Status

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlS atus

PoE Power Control {aihi port) 'Enable = Disable

Figure 3-4-12

3.4.1.6 WIFI Status

In this page user can click WIFI Interfaces to see each WIFI
information of this device, such as: Interface information, Security
information, Associated AP/Station.

The Figure 3-4-13 shows the ath3 (CB) interface is waiting for
connecting to an AP.

WIFI Sigtue
|
A e athx  alhi
“lztzcc whi whiiting ter Snnnadting..

Figure 3-4-13

The Figure 3-4-14 shows that the ath3 (CB model) has connected to
an AP, and display the relevant information.
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Figure 3-4-14

The Figure 3-4-15 shows ath4 (AP model) information.
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Figure 3-4-15
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3.4.1.7 Log

In this page user could see the system logs record of this device.
Logs
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Figure 3-4-16

3.4.1.8 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.

Time Satting
[ak '
ot :'rmmmrmm
Correwt Syziem Time Toe Apr 13 (0c10-4%8 UTC 2010
Yeor [ Month * Day WA w13 Y e 1BG0 ~ 2037
Houir » Wit : Second ] - i}
Himgrs fromn GNT +8 % Hoors
Server [P 140142 16,54
Server [P for Refereace 140,142 1634 or 119, 1522.21
Time Lipdate for Every i duys(D ~ 31) 0 boursl ~ 23) 10 | winkes( ~ 39

Figure 3-4-17

3.4.1.9 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
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perform the reboot, click on the <Reboot> button and click on <OK=>
on pop-up screen to confirm user’s decision.

Reboot Access Point
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Figure 3-4-18

3.4.2 WAN Configuration

3.4.2.1 WAN Settings
This function is to establish a connection with user’'s WAN network,
select the IP Allocation Mode that ISP is used.
Ulnterface ath3 Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static option -
the IP address should be entered in ‘Network IP Parameters' and
DHCP option - the IP address will be assigned from other DHCP
server.

UNetwork IP Parameters
User can change the network settings of this device from WAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

WAN Satting

e
IP Authentication = Statle 2 DHCP

Matwork 1P Porameters

1P Ackdress 142 , 16 3 k]

Subnel Mask Fiob] . |E5 255 ol

Garteway Addrass 142 164 i b

Figure 3-4-19

3.4.2.2 Bandwidth Management

This function allows user to set the limitation of total upload/download
bandwidth on WAN interface, and also can set the limitation of
upload/download bandwidth for each user or a group of users by IP
address.
UBandwidth Management

Bandwidth Management: Enable bandwidth limitation function.

Upload Bandwidth: The total upload bandwidth (in Mbps).

Download Bandwidth: The total download bandwidth (in Mbps).

UBandwidth Limitation
Action: To set the action type of bandwidth limitation. The options
available here are: disable, wupload, download and
upload/download.
Start IP Address: To set the start IP of bandwidth limitation.
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End IP Address: To set the end IP of bandwidth limitation.
Bandwidth Limitation: To set the bandwidth (in Kbps) of
bandwidth limitation.

User can press <Add> button to add IP address to the Bandwidth
Limitation list.

User can tick the check box and press <Del> button to delete the
IP address from the Bandwidth Limitation list.

Bandwidtin Mnnagnmanl

Bandwatiih Manapeniont || Enable 1% Disabls
Uphoad Bandwudh 54 Mlbspes
Dowrinad Banchadih 54 Mbgs
ALlion San P Addiess Emd IP Addmss Bandwidih LimzatianKhps)
1. [] UpDonninad
[Dsl]
Arlion Sad 1P Addmss End IP Addrass Bardvadth Lamitatson{ibpa)
UpTownioad 0.0.0.4 (0.0.0.0 00

Figure 3-4-20

3.4.3 LAN Configuration

User can change the local network settings of this device from LAN
Configuration for ethO—ethl and ath4—ath7, which include the IP
address, Subnet mask and DHCP server related settings.

UNetwork IP Parameters
User can change the network settings of this interface from LAN
configuration; it is including IP address, Subnet mask and
enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary / Secondary DNS Address: The domain-name-servers
option specifies a list of Domain Name System name servers
available to the client
IP Pool Starting / Ending Address: The IP Address range which
will be assigned.
Lease Time: How long does the IP address can be leased by DHCP
server.
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3.4.4 Wireless
User can set the wireless related setting here.

Dual WLAN Device

Wireless
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Figure 3-4-22

3.4.4.1 Rogue AP Scan

In wifi station mode (CB), user must enable this function, only the APs

in the 'Allow AP’ list can be connected.
URouge Enable

Check the radio box in front of <Enable> to enable the Rouge AP

detection, and Press <Add> or <Del> button to apply.

UAllow AP

The allowable AP list. The AP in the list is a legal AP for CB to
connect. Check the box and press the <Del> button to remove

It.
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URogue AP
The nearby AP list, not include the allowed APs. Check the box
and press the <Add> button to add it as a legal AP.

URe-Scan
Press <WIFI x> button to Re-scan the APs nearby which are

scanned by wifi card x (x:1 or 2).
Rogua Scan
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Figure 3-4-23

3.4.4.2 WIFI ath3 Setting
UGeneral

Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.
SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. In station mode (CB), this SSID must be
same as the AP that user wish to connect. User can either type in
the SSID by themself or simply press the <Scan> button and
select the AP form the popup list, then click <submit>.
MAC Cloning: This feature controls the MAC Address of the
Wireless Bridge seen by other devices (wired or wireless). If set
to ‘Ethernet Client’, the MAC Address from the first Ethernet
client that transmits data through the Wireless Bridge will be
used. When multiple Ethernet devices are connected to the
Wireless Bridge, it may not be obvious which MAC Address will be
used. If set to ‘WDS’, it will include 4 MAC address while transmit
the data through Wireless Bridge. It is only available on bridge
mode in station interface. If the AP to associate does not support
4-WAY-HANDSHAKE, the 'Ethernet client’ should be selected.
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
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number between 1 and 255 to specify.

Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.
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Figure 3-4-24

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key that user
would like to use for this AP.
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Figure 3-4-25

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or WPA
& WPA2. (WPAZ2 is far superior to WPA, because the encryption of
method used is Advanced Encryption Standard (AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the

pre-shared key here; there are three options: Auto, AES and TKIP.
SSID Security Mode

Authentication __ b

WPA MODE wea v

Share Key i123456?89 | (8 ~ 63 characters)
WPA Encryption (Aute (v

Figure 3-4-26

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required

User should enter their account and password to pass the
authentication.

SSID Security Mode

Authentication i_‘u;‘;u’_F-’A—en.{Erise =

WPA MODE
Share Key

WPA Encryption ! Auto v

Account [F3000 |
Password Fooo ]
Figure 3-4-27
Please Note: In wifi station model, the security setting must be same
as the AP that user wish to connect.

3.4.4.3 WIFI ath4—~7 Setting

UGeneral
Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that user wants to
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use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all points
in the network. It is case sensitive and maximum length is 32.
SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the operating frequency/channel for this device.

Hadio Power D o=
Wireless Maode 80211 bhg | =
E5I0 A1_APD
S5l Hide L_On & OfF
Charmed Q@ -

Figure 3-4-28

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
'Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.
Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.
Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.
Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.
WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.
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Figure 3-4-29

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key that user
would like to use for this AP.

SSID Security Mode
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Figure 3-4-30

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
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pre-shared key here; there are three options: Auto, AES and
TKIP.
Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption m

Group Key Update Interval 600 (30 ~65535)

Figure 3-4-31

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication.

To use this function, a separate RADIUS server is required.
User should enter the IP and port number of the Authentication
Server and Shared Secret here. In case if a backup server has
been deployed in user’s network, user can also enter the

necessary information here.
SSID Security Mode

Authentication 'WPA-enterprise v |

WPA MODE WPA =

Share Key |(8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 168 .[1  l[so  |:[1812 | Shared Secret/secret |

Backup Radius Server (Optional)

Authenticatoin Server | || || || || | Shared Secretl:l

Figure 3-4-32

UQosS
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin’ are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.



AIFS: Arbitration Inter-Frame Spacing.
Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.
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QoS Setting On AP

WA [# Enable ) Dizable
Max Assaciaiad Staton 3z (1~ 2007
AP Tx-Bast Efiort CWmin | 2047 ~ Ci¥Max 4095 ~ AIFS: 2 {1-255) Burst 0.0
AP Tx-Background CWWmin | 15~ CiWMax | 1023~ AIFS: 7 {1 ~255) Burst 00
AP Te-Vidao CWmin |7 o~ CWMax|7 = AFE:] {1 ~256) Burst 15
AP Tx-Voice Chvmin | 7 = ChMax | 15 = ARSI {1-255) Burst 3.0
CWMIn | 7~ CVhax 1023 = AFS 2 {1~255)
STA Tx-Best EMor :
! TEOP |64 (1-255p32ms ACM: 'Enable (& Disable
CWmin |15 | C¥¥Max| 1023 = AFS: 7 {1 ~255)
STA Tx-Background =
*Racks THOP: 1 (1~ 255m32ms ACM, (Enable #1Drsable
] CWmine | 7 = CWhMax ! T * AIFS: 1 {1 -255)
i Fiho T™MOR (47 |(1~255pci9me ACM: (Enable (@ Disable
wimi - - : -
— CYvmin | 7 CYMa | 15 AIFS 1 |11~ 258)
THOP |54 {1-255p32ms ACM: CEnable = Disable
Figure 3-4-33
3.4.5 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.4.5.1 IP Filtering

User can block certain client PCs from accessing this AP based on its IP
address. If enabled, user should also configure the IP Filtering Address.
This option is only available in router and MESH modes.
UIP Filtering
Enable/Disable IP Filtering.

UIP Address
Enter the Network IP Address and press <Apply> to filter.
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IP Filtaring

Category IP Address Dialetn
IP Addreas 1 [ Detee |
TP Addeess 2: [ Btata |
IP Adidress 5: [ osista |
P Address 4: [ Dstme |
IP Address 5 [ Deiee |
IP Addeess 6 [ Cslta |
IP Address T: [siate |
I Adeess (55
IP Ackiress § [ Deete |
IF Address 10: [Dwiece |
[P Addeess 11 [ Dalere |
[P Address 110 [ Dekets |
[P Address 13: [Dekete |
IF Address 14: [Duiete |
[P Addeess 15 Dakate

Figure 3-4-34

3.4.5.2 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.
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MAC address filtering

Filtering  type: Disabia | =

MAC address table

Ttesm MAL address Ex:22-22-22-23-22-22
MAC address1: Delale
MALC addrass 2 Cietati
MAC address 3 : Delate
MALC ackdrass 4 Ddale
MAC address 5 : Celate
MAC acddress 6 Cdalan
MAC address 7 : Citate
MALC ackdress 8: Dedala
MALC ackdress 3 Dot
MALC address 10 Cedale
MAL address 11 Dl
MAC address 122 =1
MAL acdreis 13 Dedexli
MAC address 14 : Crslata
MAC address 15 Cedele |

Figure 3-4-35

3.4.6 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.4.6.1 Basic Setting
USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: Itis used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’'s SNMP community settings on this page.
Access Right: Select an access right for the SNMP manager.
‘Read’ is read only, ‘Write’ is read-write, and ‘Deny’ means this
community name is not implemented.

Community: Specify the name of community for the SNMP
manager.

SNMP Community provides a simple protection by using the

community name to control the access to the SNMP. The
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community name can be thought of as a password. If user
doesn’t have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of user ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available option for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account.
The options are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent
Enable € Dissble ' Enable

System Information

B Contact¥e |

Location II__am_here
V1/V2C
Index Access Right Community
t [Dery I
2 [Deny I
4 [Deny I
V3
index User ID Security Level ?;‘;"e Auth Passphrase E:‘(‘:t‘li“;ﬂ Priv Passphrase Access Right
1| |AuthPriv =] |MD5 =] | [DES =] [unused x|
2 | |AuthPriv =]|mDs ]| [DES =] Junused =]
3| |AuthPriv =] |mDs =] | [DES 7| funused =]
4 | |authPriv =]|MD5 7] [DES =] Junused 7]
5 | |AuthPriv =] |mD5 =] | [DES 7| [unused =]

Figure 3-4-36

3.4.6.2 VACM Setting
User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:
U Community to Security for V1/V2c
Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 wusers and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup



Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)

Index: Index of Group. Tick the checkbox to enable the
recordset.

Group Name: A group name is given to a group of users and is
used when managing their access rights.

Security Model: Assign security model for group.

Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e

[rvchen:

S curity Mame P S ree TRty

LaT s 127.00.1 AlbliE

CaoLp hams =acimty Modal Syt karme
QeRTE LA YR -
ereTEAEm LUETL R P lalals bt

A it A
L YR -

Wl W Ty W

Figure 3-4-37

UView

Create a view for user to let the groups have rights to view the
MIB tree.

Index: Index of View. Tick the checkbox to enable the recordset.
Include: Assign include or exclude in this record for certain
subtree.

Sub Tree: the OID value. For example: '1.3.6.1.2.1".

El1
Bz
EPs
14
s
e
7
OE

L

[

B
e =z

O
i

(1

makid

Views Name

Include = 136121

ULl = Inglude = 1361 4.1 5005

Include
Include =
Include |+
InElude =
Include [*
Inciuda [
Include =
Inciude =
Include =
Include [
Includa =
Include (=
InElude s
Include |

Include =

Figure 3-4-38
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message’s msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message’s msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.

Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

SEturte Made SEEU Leve Pl Moty
[#1 genenc & any ¥ HotuthHoPar = gemBnc gEneric |~ pEnEic
Hz gEnAmCUIm ¥ usm * AuthPre b ] v all d al b
O3 genan, @ iy HodathNoPrw = "] | I TR T
14 gandm: o T HodathHoPrw = o v ali e al ]
5 [Enan: ¥ Ay ¥ it i hiPrw (% A w all £l al ]

Figure 3-4-39

3.4.6.3 SNMP Trap

It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
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Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.

User: The usm User ID.

IP Address & Port: The IP and Port of a device to receive traps.
Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

Trap Active @ Disable © Enable

vliv2c Trap

0 ersion 1 ¥ Moz |ies |l R lpublic |
. EETE I B | | |
2 Disable v I B . |

3 Disable v | | | . | |

4 Disable I S N | | |
E100 g B . oo 3]
O g v —1 I aaamory v
D2 [genericro v] . H N N 7 | | NoAuthNoPriv v
i Com . Noaaaprn
F N (s ) — 11— Neasiop ]

Figure 3-4-40

U Trap Items
Enable/Disable which trap items to send.

Cold Start Disable @ Enshls
Warm Start ' Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Autth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-4-41

UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tools
Himy 'k Coont 4 @ isabla O Enabile
Figure 3-4-42
3.4.8 Log Out

User can manually logout by click on <Log Out>.



Log Out
Figure 3-4-43

3.5 CB-CB-Router Mode

CB-CB-Router mode is to set this device as a router device with two CBs
(Station mode). For example, one CB connects to an Internet Provider’s
AP for WAN connection; another CB connects to the intranet’s AP.

The setting and functions list as following:

V SYSTEM

® Administrator
Firmware
Configuration Tools
General Status
Power Control
WIFI Status
Log
System Time
Reboot

YV WAN
e WAN Settings
e Bandwidth Management

V LAN
e ethO Settings
e ethl Settings
e Station ath7 Settings

V WIRELESS
e Rogue Ap Scan
e WIFI ath3 Setting
e WIFI ath7 Setting

V FILTER
e IP Filtering
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting
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VY Tools
e Tools

V Log Out

3.5.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, WIFI Status, Log, System Time and
Reboot; screen as shown in Figure 3-5-1.

Dual WLAN Device

System Setting

Thiz pagd bchidkis dl the becic cord puraikn bodk e Sodess Pl Tha opikns ane 011k o scoaen b tha ki

Figure 3-5-1

3.5.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-5-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name
This is a host name or system name for the device. The
maximum length is 20 characters. User can only input '0'~'9",
‘a'~'z', 'A'~'Z', " "or'-.

UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
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AP4 WDS BRG: To set this device as WDS device with AP
function and support up to 4 SSID.

Adminisirator Setlings

Hame (T T o )

‘

Lanpeage Engish
Modal Salect

QLR AP ROCY_ AP AP-Oridgs
Noge ! AFCH:Eriige ! APCB-ROUTE P+ CBCBWROUTE
L NLAKEAR AR WDE BRG L) AP4 WD _BRG
Password Senings

cumen Fasgaen

Famami 13~ 12 Ghareckers)
Rmbpa Password
I8 Tima Cut 999 11 - B mir )

Enstia [ [ ¥ emabbed, wnly theis Tollowing PC can mansgs his AP )
F hddres=

WIF| Loading Warning Threshaold

Threshok 15 15~ 5 NDtEEE]

Figure 3-5-2

UPassword Settings
If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if
the idle time passes timeout.

URemote Management
User can enable/disable the management of the Access Point
from a remote host. Just click tick the <Enable> check box and
enter an IP address of the remote host. Then, only the host with
the entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.5.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-5-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or
FTP method to upgrade to the new version of firmware.

88



Firmware Update

VErsdon; vi14
Date: N0-04-13
L ——
Using TFTF [ )
Using WEB | Bl |
Using TP [r=T]
Figure 3-5-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.5.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-5-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.
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Conflyuratlon Tools
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Figure 3-5-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-5-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-5-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-5-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-5-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-5-9

Enter the necessary setting in next page, then click on <Backup

To Server> or <Restore From Server> to start the process.
Configuration BackupRestore

Server Type Selact L TFTR IFTR

TFTP o FTP Server [P

Firmwara Filenama {in server) conigs by

FTP Usemarmse

FTF Fassword

[ PacrupToSener | [ Restore From Sened |

Figure 3-5-10

3.5.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, WAN Port, ethO LAN Port,
ehtl LAN Port, Station WIFI 1 Status and Station WIFI 2 Status.
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Figure 3-5-11

3.5.1.5 Power Control/Status

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlSiatus

PoE Power Control {aihi port) ' Enable 5 Disable

Figure 3-5-12

3.5.1.6 WIFI Status

In this page user can click WIFI Interfaces to see each WIFI
information of this device, such as: Interface information, Security
information, Associated AP/Station.

The Figure 3-5-13 shows the ath3/ath7 (CB) interface is waiting for
connecting to an AP.

WiF1 Status

WIF] Intertaces athd IL’IJI
Imbeataca ain % Walting for Coresting..

Figure 3-5-13

The Figure 3-5-14 shows that the ath3/ath7 (CB model) has
connected to an AP, and display the relevant information.
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Figure 3-5-14
3.5.1.7 Log
In this page user could see the system logs record of this device.

Logs
System Legs
e
£ 13 20p05111 AP daemon, info avabl-dasemon[2838) 1 Registering neyw address record for
Apr 13 Q0:0%:11 AP damzor,izfo svabi-dessoon[I838): Bew celsvant incecEscw ath?.Ifwd fo
Rpr 13 20525111 AP daeson, info svahi-dsenon[F83EL 1 Jolning mOES malcicasT QEOUP OE 10T
&pr 137 Q0;03;00 AF da=mom, info avehi-daenon[Z338f Wichdzewing address record for 192
Apr 13 Q0:05:08 AP dasser infs avesd-Assmsn[JH3EE: Lawwing mDOS maleisarr group se ine
kpr 18 QG0p05108 RP dasmon,info avenl-dsemon[2852) 1 Incerfacs athT.IPvd po longer relew
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Figure 3-5-15
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3.5.1.8 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is Synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.

Time Setting

Setiag by T' fmm[um:Tm Server
Current Syxiem Time Tue Ape 13 004413 UTC 2010
| Manyal Setfeg |
Year ! Mooth  Tray 2010 fld e 13 e 000 — 20T
Honw = Mt : Secaond i} il - il
Hews from GIMT +8 % | Hours
Serve I 140,142 16,34
Server TP fir Flefierence 140,142 1634 or 12801323 21
Time Update for Every 1 s — 3130 hocams} — 13310 mmites([} — 58]

Figure 3-5-16

3.5.1.9 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Point

Ader you change The seiting of n the ewanl thal the ALcess Fanl S0 responding coerecly O in some winy' sps Bincong,
o can parform @ Reboml To perform the Rebsoot, chek onthe Flaboat’ button below. Yol val ba ashed 10 confimn aur
decizian

[ Raboot |

Figure 3-5-17
3.5.2 WAN Configuration

3.5.2.1 WAN Settings

This function is to establish a connection with user’'s WAN network,
select the IP Allocation Mode that ISP is used.
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Ulnterface ath3 Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static option -
the IP address should be entered in ‘Network IP Parameters' and
DHCP option - the IP address will get from DHCP server.

UNetwork IP Parameters
User can change the network settings of this device from WAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

VAN Setting

e a3 Somg
IP Austhanhcation #1 Bitakic DHCP

Metwaik [F Parnmeters

IP Addrass 192 .| 168 rs] a

S Mask 155 .| 255 i Ll

Galeway Address 12 .| 168 o E] 264

Figure 3-5-18

3.5.2.2 Bandwidth Management

This function allows user to set the limitation of total upload/download
bandwidth on WAN interface, and also can set the limitation of
upload/download bandwidth for each user or a group of users by IP
address.
UBandwidth Management

Bandwidth Management: Enable bandwidth limitation function.

Upload Bandwidth: The total upload bandwidth (in Mbps).

Download Bandwidth: The total download bandwidth (in Mbps).

UBandwidth Limitation
Action: To set the action type of bandwidth limitation. The
options available here are: disable, upload, download and
upload/download.
Start IP Address: To set the start IP of bandwidth limitation.
End IP Address: To set the end IP of bandwidth limitation.
Bandwidth Limitation: To set the bandwidth (in Kbps) of
bandwidth limitation.
User can press <Add> button to add IP address to the
Bandwidth Limitation list.
User can tick the check box and press <Del> button to delete the
IP address from the Bandwidth Limitation list.
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Figure 3-5-19

3.5.3 LAN Configuration
User can change the local network settings of this device from LAN
Configuration for ethO and ethl, which include the IP address, Subnet
mask, Gateway, and DHCP server related settings.
UNetwork IP Parameters
User can change the network settings of this interface from LAN
configuration; it is including IP address, Subnet mask and
enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary / Secondary DNS Address: The domain-name-servers
option specifies a list of Domain Name System name servers
available to the client
IP Pool Starting / Ending Address: The IP Address range which
will be assigned.
Lease Time: How long does the IP address can be leased by DHCP
server.

LAN Seiting

Merwark 1P Parimeters

F Addreas a2 o e 0 il
Subnet Wesk 2am ij25m =1

DHCP Server Snable W

DEHCP Server Parmeters

Frienary DA Addaas BB NiH i Al
Secunfmy DRG Addiesy

P Pocl Stating Addre = & L0
P Prol Encimg Address 5 e .1

Lese Time: Halthnar

Figure 3-5-20

In LAN configuration, user can also configure the IP of Station
ath7 Settings.

IP Authentication: Indicate how the IP address of this device will
be assigned.

Static IP address: Set the IP address and Subnet Mask manually.
Dynamic IP address: If this mode is selected, user’s IP Address,
and Subnet Mask will be obtained automatically from DHCP
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server.

LAN Setting

IF Aurthentication 14 Static 3 DHCP
Metwork IP Parameiers

1P Address 132 , 161 El il
Subnat Mask 258 .- 288 a

Figure 3-5-21

3.5.4 Wireless
User can configure the wireless related settings in this page.

Dual WLAN Device

Wireless

You can el the wielere releabed eting hare.

Figure 3-5-22

3.5.4.1 Rogue AP Scan
URouge Enable
Check the radio box in front of <Enable> to enable the Rouge AP
detection, and Press <Add> or <Del> button to apply.

UAllow AP
The allowable AP list. The AP in the list is a legal AP for CB to
connect. Check the box and press the <Del> button to remove

It.

URogue AP
The nearby AP list, not include the allowed APs. Check the box
and press the <Add=> button to add it as a legal AP.

URe-Scan

Press <WIFIl x> button to Re-scan the APs nearby which are
scanned by wifi card x (x:1 or 2).
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Rogue Scan

Rogue Enable

Rogue Enzbie ¥ Enable ‘_ Dhisabie

Allow AP
Del MAL Addr =30
1
[o=1

Rague AP
Add MAL Adde =0

| e |
Re-Scan

Fe-Scan TR
Figure 3-5-23

3.5.4.2 WIFI ath3 and ath7 Settings
UGeneral

Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.
SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. In station mode (CB), this SSID must be
same as the AP that user wish to connect. User can either type in
the SSID by themself or simply press the <Scan> button and
select the AP form the popup list, then click <submit>.
MAC Cloning: This feature controls the MAC Address of the
Wireless Bridge seen by other devices (wired or wireless). If set
to ‘Ethernet Client’, the MAC Address from the first Ethernet
client that transmits data through the Wireless Bridge will be
used. When multiple Ethernet devices are connected to the
Wireless Bridge, it may not be obvious which MAC Address will be
used. If set to ‘WDS’, it will include 4 MAC address while transmit
the data through Wireless Bridge. It is only available on bridge
mode in station interface. If the AP to associate does not support
4-WAY-HANDSHAKE, the 'Ethernet client’ should be selected.
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
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and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.

R Powal on -
WAnaleas e WE1e ™
S0 ] Iﬁi
WA CRIning WDE w
AL "
Py Mide DHslanca =
Diskance 1060 100 - 6553
Bleacon Pariod 106 (20— 1000}
CITIM Periad 1 (1= 258
Fragmanation Trissnok 2348 (20 - 2L
RTSCTS Threshakd T (f « 2246}
TaPower Ay
(01 AT
WEP Kay Sehing EEp AL e

FEp Al seeese
Erp Al s dwis

Figure 3-5-24

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key that user
would like to use for this AP.

SSID Security Mode

Authanficalion WEP o

WEF Encryption =1 0pen. i Restrocted
mREY®#1 (O EEYaR O

SEHED Key BE S

KEY #3 () KEY &4

Figure 3-5-25

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and

satisfied on both the client and access point, then access is
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granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or WPA
& WPA2. (WPAZ2 is far superior to WPA, because the encryption of
method used is Advanced Encryption Standard (AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the

pre-shared key here; there are three options: Auto, AES and TKIP.
SSID Security Mode

Authentication

WPA MODE |WPA v

Share Key |123456789 | (8 ~ 63 characters)
WPA Encryption | Auto | w I

Figure 3-5-26

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required

User should enter their account and password to pass the
authentication.

SSID Security Mode

Authentication

WPA MODE

Share Key | (8 ~ 63 characters)
WPA Encryption

Account |F3000 |

Password Fo0 ]

Figure 3-5-27
Please Note: In wifi station model, the security setting must be
same as the AP that user wish to connect.

3.5.5 Filtering

The MAC address filter section can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.5.5.1 IP Filtering

User can block certain client PCs from accessing this AP based on its IP
address. If enabled, user should also configure the IP Filtering Address.
This option is only available in router and MESH modes.
UIP Filtering
Enable/Disable IP Filtering.
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UIP Address
Enter the Network IP Address and press <Apply> to filter.

IP Filtering
#DChsable Enable

Category IP Address Drelata
IP Addreas 1 [ Detee |
IP Address 2: [ Btata |
IP Adidress 5: [ osista |
P Address 4: [ Dt |
TP Address § [ ez |
IP Addeess 6 Dalala
TP Address T: [Estein
I Adeess (o]
IP Ackiress § [ Deete |
IF Address 10: [Dwiece |
IF Addesss 11 [ Bakens |
[P Addessr 11: [ Dekets |
[P Address 13: [Dekete |
IF Address 14: [Duiete |
[P Addeess 15 Dakate

Figure 3-5-28

3.5.5.2 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.
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MAC address filtering

Filtering  type: Disabia | =

MAC address table

Ttesm MAL address Ex:22-22-22-23-22-22
MAC address1: Delale
MALC addrass 2 Cietati
MAC address 3 : Delate
MALC ackdrass 4 Ddale
MAC address 5 : Celate
MAC acddress 6 Cdalan
MAC address 7 : Citate
MALC ackdress 8: Dedala
MALC ackdress 3 Dot
MALC address 10 Cedale
MAL address 11 Dl
MAC address 122 =1
MAL acdreis 13 Dedexli
MAC address 14 : Crslata
MAC address 15 Cedele |

Figure 3-5-29

3.5.6 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.5.6.1 Basic Setting
USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: Itis used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’'s SNMP community settings on this page.
Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this
community name is not implemented.
Community: Specify the name of community for the SNMP

manager.
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SNMP Community provides a simple protection by using the
community name to control the access to the SNMP. The
community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of user ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent

Enable € Dissble ' Enable

System Information

B Contact¥e |

Location II__am_here
V1/V2C
Index Access Right Community
t [Dery I
2 [Deny I
4 [Deny I
V3
index User ID Security Level ?;‘;"e Auth Passphrase E:‘(‘:t‘li“;ﬂ Priv Passphrase Access Right
1| |AuthPriv =] |MD5 =] | [DES =] [unused x|
2 | |AuthPriv =]|mDs ]| [DES =] Junused =]
3| |AuthPriv =] |mDs =] | [DES 7| funused =]
4 | |authPriv =]|MD5 7] [DES =] Junused 7]
5 | |AuthPriv =] |mD5 =] | [DES 7| [unused =]

Figure 3-5-30

3.5.6.2 VACM Setting

User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:
U Community to Security for V1/V2c

Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 wusers and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup
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Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)
Index: Index of Group. Tick the checkbox to enable the
recordset.
Group Name: A group name is given to a group of users and is
used when managing their access rights.
Security Model: Assign security model for group.
Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e

[rvchen: Caournby Mame 2 S rDe Carmrramity
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CaoLp hams =acimty Modal Syt karme
11 QAT ¥l = I ¥
Bl 2 penmThaism s Lo b
L3 v mpi -
4 v TypITY -
5 Wl s Ty L

Figure 3-5-31

UView
Create a view for user to let the groups have rights to view the
MIB tree.
Index: Index of View. Tick the checkbox to enable the recordset.
Include: Assign include or exclude in this record for certain
subtree.
Sub Tree: the OID value. For example: '1.3.6.1.2.1".

Views Name

El1 makid Include = 136121
Ez AN Ineluds 5 136141 505
s Include =

14 Inglude =

O3 Include =

e Inglude s

T Include =

(m ] Inciuda [

0o Include =

19 Inciude =

O 11 Inelude =

01z Inciudm (=

113 Includa =

14 Include =

15 Inelude s

O1s Includn |

a 17 Include (=

Figure 3-5-32
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Pt SEtunty Mad DUy L eved e Hoiify
[ 1 gEnenc w any NofuthNoFim = gemeric peEneric = gEnenc =
=2 genancusm ¥ usm ¥ AuthPre - & ¥ all v all b
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Figure 3-5-33

3.5.6.3 SNMP Trap

It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
IP Address & Port: The IP and Port of a device to receive traps.
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Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

Trap Active = Thsable O Enable

vlivle Trap

L] Verghon | 152 .168 il 21 =162 pulbslic
1 Digabla »
s Digable =
< Disable =
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2 e : .- ; oAb HoF e =
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14 gemnC ¥ : MosudhHoPrv +

Figure 3-5-34

U Trap Items

Enable/Disable which trap items to send.
| Teplews

Cold Start Disable @ Enshls
Warm Starl " Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Auth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-5-35

3.5.7 Tools
UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tonls
Him E Loont 4 @ paisabla O Enakle
Figure 3-5-36
3.5.8 Log Out

User can manually logout by click on <Log Out=>.

Log Out
Figure 3-5-3
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3.6 VLAN-AP Mode
To set this device as a VLAN-AP device. Each AP bridge (SSID) has its own
VLAN ID, the setting and functions as following:

V SYSTEM

® Administrator
Firmware
Configuration Tools
General Status
Power Control
WIFI Status
Log
System Time
Reboot

V LAN
® LAN settings

V WIRELESS

e WIFI athO Setting
WIFI athl Setting
WIFI ath2 Setting
WIFI ath3 Setting
WIFI ath4 Setting
WIFI ath5 Setting
WIFI ath6 Setting
WIFI ath7 Setting

V FILTER
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out

3.6.1 System

This page shows the current status and some basic settings of the device,
including Administrator, Firmware, Configuration Tools, General Status,
Power Control, WIFI Status, Log, System Time and Reboot; screen as
shown in Figure 3-6-1.
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Dual WLAN Device

Syztem Setting
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Figure 3-6-1

3.6.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-6-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name
This is a host name or system name for the device. The
maximum length is 20 characters. User can only input '0'~'9",
‘a'~'z', 'A'~'Z', " "or'-.

UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
AP4_WDS_ BRG: To set this device as WDS device with AP
function and support up to 4 SSID.
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Administrator Settings

Device Name
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Figure 3-6-2

UPassword Settings

If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if
the idle time passes timeout.

URemote Management
User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.6.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-6-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or

FTP method to upgrade to the new version of firmware.
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Firmware Update

VErsdon; vi14
Date: N0-04-13
L ——
Using TFTF [ )
Using WEB | Bl |
Using TP [r=T]
Figure 3-6-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.6.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-6-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.
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Conflyuratlon Tools
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Figure 3-6-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-6-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-6-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-6-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-6-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-6-9

Enter the necessary setting in next page, then click on <Backup
To Server> or <Restore From Server> to start the process.
Configuration Backup/Restore

Server Type Selact L TFTR IFTR

TFTP o FTP Server IP -

Firmwara Filanama {in servar| conligs L

FTF Usamamse

FTF Fassword

[ PacrupToSener | [ Restore From Sened |

Figure 3-6-10

3.6.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, LAN Port of ethl, AP WIFI 1
Status, AP WIFI 2 Status.
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Figure 3-6-11

3.6.1.5 Power Control/Status

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlS atus

PoE Power Control {aihi port) 'Enable = Disable

Figure 3-6-12
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3.6.1.6 WIFI Status

In this page user could see the WIFI information of this device, such
as: Interface information, Security information, Associated
AP/Station.

WIFI Status
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athd
[EEE: f01.11bg ESSID: "AL_APIF Ieickname - ™
Bode: Master Frequency- 1 451 GHr Access Pomt- 004007 FBOOFR
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Lick I:\.I.u.i.l' Sl 'I.;.!:I.I.'l] Evel: -3 dBm Nuotze bevel: -58 dan
B ik i 979 Fex arald covpt: © Rt vl drag O
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Figure 3-6-13

3.6.1.7 Log

In this page user could see the system logs record of this device.
Logs

01 AP cron.notios crond[iddd): DEER roor pad 5531 omd Swede S 0CE
0C AP suth,potios roots 152,168, 1.10 login
5:01:47 AP auth.ootiom root: 1EZ.168.1.10 login
100 AP user, info § Jweb-server/flash-secup, sfl Sweb-server/flask-setap.anl
20000 AF wewr,dnie w 1330002000 .00
D100:00 AP user . info = Apr 13 O 000D OTC 1010
D100:08 AP wser, info Terminated
9:03 AP wamr.izfo = Killad
2 viefo 8 Terminstsd
viadm Enzmal: Eod: pest 1 (echl. %) tosapiticedng so POEMARLIN
-1 Anfo Ewrnel: brd: port 3 jeckd) @ cransdtioning co FORWARDIEG =
D000 AP waer,info Wernels brife port 3 (ethl. .10} transitioning ©o FOAKAADT
0:00 AP uamr.info kernel: bEril: poct 3 (athl}: transitioning to FORMARACDING
2100 AP user.info Eernell brdl port 1 |echl,24)s transitiomding to LERANING
00 AP wuser, info kernel: br¥: port 2 |echd. %) : cransiticming to DOSADIZC
ApE 1% O0:00:00 AP user.infp Esrnal: brd! port 3 |ackd) @ cransitioning co LERRMING sca

Figure 3-6-14

3.6.1.8 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is Synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
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Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.

Time Satting

Carremt Sy=tem Time Tue Ape 13 0c13:50 UTC 2010

Manual Setting

Year / Monch / Day A0 Y =013 v e ]800~ 203T)

How - Mnmie - Second (i) i1} - 1H]

Homws from GidT #i % Hers

Seqver IP 140 142 16.34

Server [P for Reference 01416 er 19132220

Time Uipdate for Every o Ay — 3130 hemrald) — 23) 10 mindles0) — 25

Figure 3-6-15

3.6.1.9 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Point

Bhar yoi changa tha Geftirg of i the sant that the Azcecs Paint stops mopandng comocily of in some sy staps Linctisning,
wou o pariorn a Reboot To perform the Reboot, click on the Rebool bution belew. iou will be ked (o comfirm yoor

dacEin
| Rebaoi |

Figure 3-6-16

3.6.2 LAN Configuration
UNetwork IP Parameters
User can change the network settings of this device from LAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

LAMW Setting

Milwazk T Faamsias
IF Acdncss L L

Lunne Mack ez | R || o

Giaterary Addrass sz |ms |Lf . 254

Figure 3-6-17

3.6.3 Wireless
User can configure the wireless related settings in this page.
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Dual WLAN Device

WWireless
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Figure 3-6-18

3.6.3.1 WIFI athO—~7 Setting

UGeneral
Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.
VLAN ID: Itis only available in VLAN_AP model. Itis the VLAN tag
value.
SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is

32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the Oﬁeratinﬁ freﬁuenci/channel for this device.
Rades Power Cm

Wirakeaa Made B2 A1 bvg =

VLAN D 10 WLAN IO {1 -~ 400y

EEID A1_APD

580 Hije kOn G0 O

L haannsal g L

Figure 3-6-19

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
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device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.

Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.

Advanced Setting

Ao L]
Peer bode Distance )
Citanca | 100 m{ 100 ~ GE535)
Baaton Period 100 (20~ 1000}
OTIM Pariad 1 {1~ Z35)
Fragmentadon Threshso Z34i (268 « FR4E)
RTSACTS Threshnid Z345 (1~ ZRds)
Tx Prored AT i) -
Aae 54 % | Mbits [~] Fieed
Lear 2 solation Disable * Enabie
Eay §1 weses
WEF Key Setling May 2. sasan
Kay #1. sesas
H'ty #4 swsan

Figure 3-6-20

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.

Select Key: Check the radio box in front of the key that user
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would like to use for this AP.

SSID Security Mode

Auttheaniication WEP »
WEF Encryption =1 0pen. i Restrocted
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Figure 3-6-21

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and
TKIP.

Group Key Update Interval: Time interval for rekeying the GTK
(broadcast/multicast encryption keys) in seconds.

SSID Security Mode

Authentication WPA-personal | v

WPA MODE WPA & WPA2 ~

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption Auto  +

Group Key Update Interval 600 (30 ~65535)

Figure 3-6-22

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required. User should enter the IP and
port number of the Authentication Server and Shared Secret here.
In case if a backup server has been deployed in user’s network,
user can also enter the necessary information here.
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SSID Security Mode

Authentication WPA-enterprise

WPA MODE W
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WPA Encryption Auto
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Primary Radius Server

Authenticatoin Server (192 | |168 | |1 . |80 11812 Shared Secret |secret
Backup Radius Server (Optional)
Authenticatoin Server \ L : Shared Secret

Figure 3-6-23

UQoSs
WMM Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin’ are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:
These parameters are sent to WMM clients when they associate.
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The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.

Wil # Enable '] Disakle
MAX Assacaled Staton 3z {1~ 2007)
AP Ti-Best Efior CWmin | 2047 = CWMax 4095 ~ AIFS: 2 {1-255) Burst 0.0
AP Tx-Backgraund CWminc| 15 = CVWMax| 1023 = AIFS:-17 {1 ~255) Burst 0.0
AP Ti-Vidao CWminc|7 = CWMax |7 = AFS {1 ~255) Burst (15
AF Ta-Voioa Chvmin | 7 = ChMax | 15 = AlFS: {1-255) Burst 3.0
STA Tw-Best EMon STIiICLY S SVAIC) 1023 S e 1 - 2155)
TEOP |64 | (1-255p32ms ACM: CEnable [®Disable
s CWmIn (15 * CWMax| 1023 = AFS: 7 {1~ 255
THOP. 1 {1~ 255p32ms ACM. (Enable '#1[Dhsable
CWminc|7 = CWMax|7 = AIFS {1 - 255)
i Fiho T™MOR (47 |(1~255pci9me ACM: (Enable (@ Disable
A CWmin |7 = CVWMmx 15 ~ AFS.T {1~ 255)
THEDP B4 | {1-255p32ms ACM Enable ®Disable
Figure 3-6-24
3.6.4 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.6.4.1 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
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interfaces/ PCs with MAC address in the MAC address table can
access this AP.

Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.

MAC address filtering

Filtering type:  Dsable =

MALC address table

Thesrm MAL address Ey: 22-22-22-21=22-21
MAC address1: Deiale
WAL address 2 Dedele
MAC address 3 - Celale
MAL address 4 ; Dielale
MAC address 5@ Ceslala
MAC address Deslete
MALC addrass 7 © Celala
MAC addrass B & Lol
MAC address 9 : Delata
MAC acdress 10 Dadala
MAC address 11: Ctate
MAL adlress 12 Ddaalin
MAC address 13 [=tata
MAL address 14 Dtz
MALC address 15 Celale

Figure 3-6-25

3.6.5 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.6.5.1 Basic Setting
USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: It is used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’'s SNMP community settings on this page.

Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this

community name is not implemented.
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Community: Specify the name of community for the SNMP
manager.

SNMP Community provides a simple protection by using the
community name to control the access to the SNMP. The
community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of User ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent
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System Information

B Contact¥e |

Location II__am_here
V1/V2C
Index Access Right Community
t [Dery I
2 [Deny I
4 [Deny I
V3
index User ID Security Level ?;‘;"e Auth Passphrase E:‘(‘:t‘li“;ﬂ Priv Passphrase Access Right
1| |AuthPriv =] |MD5 =] | [DES =] [unused x|
2 | |AuthPriv =]|mDs ]| [DES =] Junused =]
3| |AuthPriv =] |mDs =] | [DES 7| funused =]
4 | |authPriv =]|MD5 7] [DES =] Junused 7]
5 | |AuthPriv =] |mD5 =] | [DES 7| [unused =]

Figure 3-6-26

3.6.5.2 VACM Setting

User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:

U Community to Security for V1/V2c
Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 wusers and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup
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Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)
Index: Index of Group. Tick the checkbox to enable the
recordset.
Group Name: A group name is given to a group of users and is
used when managing their access rights.
Security Model: Assign security model for group.
Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e
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Figure 3-6-27

UView
Create a view for user to let the groups have rights to view the MIB
tree.
Index: Index of View. Tick the checkbox to enable the recordset.
Include: Assign include or exclude in this record for certain
subtree.
Sub Tree: the OID value. For example: '1.3.6.1.2.1".

Views Name

El1 makid Include = 136121
Fz fenam: Ingludm = 1361 4.1 505
i Include =

14 Inglude =

15 Include =

OE Inelude =2

T Include =

(m ] Inciuda [

0o Include =

19 Inciude =

dli=h Include [

Oz Inciude (%

113 Includa =

14 Include =

15 Inelude s

O1s Includn |

a 17 Include (=

Figure 3-2-28
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Iriee Seaturny Madel Senziiriny Level L Wik Hobty
=1 gEnEmC - any = HofathMoPrw = gemeric pEneric (= BENEAC
=z gRnancusm % usm * AuthPe - ol v all v al -
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3.6.5.3 SNMP Trap
It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.

USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.

User: The usm User ID.
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IP Address & Port: The IP and Port of a device to receive traps.
Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.
SNMF Trap
Trap Active ZDnsable O Enable
vlivle Trap

L] Wershon | 182 168 1 L2 162 pulbslic
1 Digabla  »
2 Disable =
<] Disable =~

£

‘ -h.
a

Ciizabis

v} Trap

':l':l anancro ! I I N G =l
(| gemErCn ™ } A : MoAighMoFriv =
2 qemencm o : : : oA ahMoFw ¥
13 qenaricr ¥ ; | ! ! o dhMoPr
4 genencry : MuadhHoP i =

Figure 3-6-30
U Trap Items
Enable/Disable which trap items to send.

Cold Start Disable @ Enshls
Warm Start ' Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Autth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-6-31

3.6.6 Tools
UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tonls
Him E Loont 4 @ paisabla O Enakle
Figure 3-6-32
3.6.7 Log Out

User can manually logout by click on <Log Out=>.

Log Out
Figure 3-6-33
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3.7 AP_WDS_Bridge Mode
To set this device as a WDS device, the setting and functions as following:

V SYSTEM

® Administrator
Firmware
Configuration Tools
General Status
Power Control
Bridge Status
WIFI Status
Log
System Time
Reboot

V LAN
e Bridge LAN settings

V WIRELESS
e WIFI athO Setting
e WIFI ath4 Setting

V FILTER
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out

3.7.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, Bridge Status, WIFI Status, Log,
System Time and Reboot; screen as shown in Figure 3-7-1.
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Dual WLAN Device

System Satting
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Figure 3-7-1

3.7.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-7-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name
This is a host name or system name for the device. The
maximum length is 20 characters. User can only input '0'~'9",
‘a'~'z', 'A'~'Z', " "or'-.

UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
AP4_WDS_BRG: To set this device as WDS device with AP
function and support up to 4 SSID.
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Adminisirator Settings
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P ot (3~ 12 Charsdara)
Fe-typs Parswand

Ida Time 288 (1~ mnuks)

Emahle O (1 enamded, only M folowing PG can manags mis &F )
IP Addrasc

WiF Leading Warning Thresheld

Threshald 15 A 28 M

Figure 3-7-2

UPassword Settings
If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The lIdle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if the
idle time passes timeout.

URemote Management
User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.7.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-7-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or
FTP method to upgrade to the new version of firmware.
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Firmware Update

Vs on; w14
Date: ZN04-13
e
Using TETP =
Using WEB | Bl |
Using TP [r=T]
Figure 3-7-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.7.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-7-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.
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Conflyuratlon Tools
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Figure 3-7-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-7-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-7-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-7-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-7-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-7-9

Enter the necessary setting in next page, then click on <Backup
To Server> or <Restore From Server> to start the process.

Configuration Backup/Restore

Barver Type Selact TFTE  (OFTP
TFTF o FTF Senver|P ;

Firmware Filename {in senmer) canligs b
FTF Usemame
FTF Password
[ BasupToSensr | | Reshos From Sanee |

Figure 3-7-10

3.7.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, Bridge LAN port, AP WIFI 1
Status, AP WIFI 2 Status.
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Status
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Figure 3-7-11

3.7.1.5 Power Control/Status
In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlS atus

PoE Power Control {aihi port) 'Enable = Disable

Figure 3-7-12
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3.7.1.6 Bridge Status

In this page user could see the bridge interfaces information of this
device, such as interface information, STP status, MAC address
information etc.
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Figure 3-7-13

3.7.1.7 WIFI Status

In this page user could see the WIFI information of this device, such
as: Interface information, Security information, Associated
AP/Station.
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WIFI Status
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Figure 3-7-14

3.7.1.8 Log
In thiLs page user could see the system logs record of this device.
os
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Figure 3-7-15

3.7.1.9 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is Synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.
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Time Setting
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Figure 3-7-16

3.7.1.10 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Foint

Afer you ChEngs Me Gediing or in 1he Svant thet The Access Point Sops eeponing Comecily of N S0me sy S000Ss BINCrgning,
wou can parorn @ Reboot To parform the Raboot. cick on the Aobaat” bution teiow. Yo will be eekod 1o comm your
dacmion

=

Figure 3-7-17

3.7.2 LAN Configuration
Ulnterface brO Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static
option-the IP address will be assigned in 'Network IP Parameters’
and DHCP option-the IP address will get from DHCP server.

UNetwork IP Parameters
User can change the network settings of this device from LAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

UBridge STP Setting
User can also set the Bridge STP setting in this page.
STP/RSTP: Disable the bridge STP or set the bridge mode as STP
or RSTP mode.
Bridge Priority: Set the priority value of the bridge. The priority
value is a number between O and 65535. The bridge with the
lowest priority will be elected 'root bridge'.
Hello Time: Set the bridge's 'bridge hello time' value (seconds).
Forwarding Delay: Set the bridge's 'bridge forward delay’ value
(seconds).
Max Age: Set the bridge's 'maximum message age' value

(seconds).
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Port Cost: Set the port cost of the port.

Port Priority: Set the port priority of the port (interface). It is
used in the designated port and root port selection algorithms.

P to P: If a bridge port is operating in full-duplex mode, than the
port is functioning as point-to-point. The available options are:

auto, true or false. By default, it is set to auto.

Edge: If a port is operating in half-duplex mode and is not
connected to any further bridges participating in STP or RSTP,
then the port is an edge port. The available options are: yes or no.

By default, it is set to no.

LAN Setting
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Priority |15
Prriogity |15

Friogiry 15

(STP0 ~ 255, RSTR ~ 15)
(STP:D — 255, RETP-0 - 15)
VST — 255, RETP0 - 15)
(BT 208, RETRO ~ 15)
(STP-)— 255, RSTP-0 - 15)
(TP — 255, RSTP0- 15)
(BT ~ 355, RETP0 ~ 15)
(ST = 254, RATP0 - 15)
(STP0) = 255, ESTP= 15)

(ETP:0 ~ 255 RSTFD ~ 15}

User can set the wireless related setting here.

Dual WLAN Device

Wirelags

Yon can sel 1ha mrelass releated seting here

Figure 3-7-19
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3.7.3.1 WIFI athO and ath4 Setting

UGeneral

Radio Power: Turn this interface on or off.

Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is

32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the oieratini freﬂuenci/channel for this device.
Hadio Power O =

Wirahess Mok 80211 beg | =

SSID A1_J':.F'I:|

SGID Hide L_1On & OfF

Charmed 9 -

Figure 3-7-19

UAdvanced Settings

Peer Node Distance: Set the distance between this device and it's
adjacent. If select 'manual’, the distance will be determined by 'Slot
time’, 'ACK timeout' and 'CTS timeout’ three values.

Beacon Period: This item contains the length of the beacon interval.
Enter a value between 20 and 1000 to specify the Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a number
between 1 and 255 to specify.

Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.

RTS/CTS Threshold: Packets larger than the value are transmitted by
the RTS/CTS handshake. Enter a value between 1 and 2346 to specify
the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set auto
to let device determine the tx power value automatically, or set
manual to set the tx power value. The max value is depending on the
wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple bit
rates. The value ‘Auto’ causes the device to use the bit rate selected
by the rate control module.

Layer 2 Isolation: It is used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each other.
WEP Key Setting: It uses two kinds of WEP Encryption key length:
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5-bytes and 13-bytes. The key format can either use "ASCII' to set the
key values (ie. 0—9, a—z) or use 'HEX' to set the key value in
hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys, but only
one key will functional at one time.
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Figure 3-7-20

UWDS MAC Address Setting
MAC Address: In WDS function, user should enter the MAC
address that indicates which AP to connect to.

MAC Adtass 1 [ Datete |
KAAC Address 1 |F_"_;':'-|
AL Acknegs 7 [Deete |
RAAT Addrems 4 |E'

Figure 3-7-21

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key you would like
to use for this AP.

SSID Security Mode

Autherndization WEP =

\WEF Encryption w0 CiResictiad
SeEll Key = OREY# DKEY#2 O

KEY 83 [ KEY &d

Figure 3-7-22

WPA-Personal: The method of authentication is similar to WEP,

user can define a ‘Pre-Shared Key’, once the key is confirmed and
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satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and
TKIP.

Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption @

Group Key Update Interval 600 (30 ~65535)

Figure 3-7-23

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required. User should enter the IP and
port number of the Authentication Server and Shared Secret here.
In case if a backup server has been deployed in user’s network,

user can also enter the necessary information here.
SSID Security Mode

Authentication 'WPA-enterprise v |

WPA MODE WPA =

Share Key |(8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 168 .[1  l[so  |:[1812 | Shared Secret/secret |

Backup Radius Server (Optional)

Authenticatoin Server | || || || || | Shared Secretl:l

Figure 3-7-24

UQosS
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:
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CWmin: Minimum Contention Window. The valid values for
‘CWmin' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to 0.1
ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent to
this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.

STA Tx-Background: Low Priority, High throughput. Bulk data that
requires maximum throughput and it's not time-sensitive will be
sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive video
data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto the
wireless medium (WM). This value specifies (in milliseconds) the
Transmission Opportunity (TXOP) for Client Station; that is, the
interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.
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QoS Setting On AP
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Figure 3-7-25

3.7.4 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.7.4.1 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.
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MAC address filtering
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Figure 3-7-26

3.7.5 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.7.5.1 Basic Setting
USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: It is used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’s SNMP community settings on this screen.
Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this
community name is not implemented.

Community: Specify the name of community for the SNMP
manager.

SNMP Community provides a simple protection by using the

community name to control the access to the SNMP. The
144



community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of User ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings
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Figure 3-7-27

3.7.5.2 VACM Setting

User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:
U Community to Security for V1/V2c

Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 wusers and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup
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Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)
Index: Index of Group. Tick the checkbox to enable the
recordset.
Group Name: A group name is given to a group of users and is
used when managing their access rights.
Security Model: Assign security model for group.
Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e

[rvchen: Caournby Mame 2 S rDe Carmrramity

Fl1 iyt 127.00.1 i blie

CaoLp hams =acimty Modal Syt karme
11 QAT ¥l = I ¥
Bl 2 penmThaism s Lo b
L3 v mpi -
4 v TypITY -
5 Wl s Ty L

Figure 3-7-28

UView
Create a view for user to let the groups have rights to view the
MIB tree.
Index: Index of View. Tick the checkbox to enable the recordset.
Include: Assign include or exclude in this record for certain

subtree.
Sub Tree: the OID value. For example: '1.3.6.1.2.1".
Views Name
El1 makid Include = 136121
Fz fenam: Ingludm = 1361 4.1 505
i Include =
14 Inglude =
O3 Include =
e Inglude s
T Include =
OE inciude [»
0o Include =
0w Include (=
dli=h Include [
Oz Inciude (%
113 Includa =
14 Include =
15 Inelude s
1 Includn |+
17 Include (=

Figure 3-7-29
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Iriee Seaturny Madel Senziiriny Level Wik Hobty
=1 gEnEmC = any = HofathHoPrw = gemeric pEneric (= BENEAC
Hz gEnamEcUsm usm * AuthdPr bt El » all o all =
O3 genang - iy ® Mot hMoFny = =] w all w all -
14 GEnam w iy HofadhHoPym & o - all ot all B

S [anam; W amy ¥ Mot hMoFw = A W all 8 all o

Figure 3-7-30

3.7.5.3 SNMP Trap

It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
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User: The usm User ID.

IP Address & Port: The IP and Port of a device to receive traps.
Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

Trap Active @ Disable © Enable

vliv2c Trap

0 ersion 1 ¥ Moz |ies |l R lpublic |
! Dissble I8 I I N | |

2 I B . |

3 I I I B

4 [oowe v I [ ]

Do [genericro ] . B F B 0 | NoAuthiNoPriv v |
Ot [genericro v I I I | | NoAuthNoPriv v
D2 [genericro v] . H N N 7 | | NoAuthNoPriv v
03 [genercro v] I I . | | NoAuthNoPriv v/
04 [genercrs v) I S . NoAuthaPri V]

Figure 3-7-31

UTrap Items
Enable/Disable which trap items to send.

Cold Start IDjsable 9 Ensbla
Warm Starl " Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Auth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-7-32

3.7.6 Tools

UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tonls
Him E Loont 4 @ paisabla O Enakle
Figure 3-7-33
3.7.7 Log Out

User can manually logout by click on <Log Out>.
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Log Out
Figure 3-7-34

3.8 AP4_WDS_Bridge Mode
To set this device as a WDS device, the setting and functions as following:

V SYSTEM

e Administrator
Firmware
Configuration Tools
General Status
Power Control
Bridge Status
WIFI Status
Log
System Time
Reboot

YV LAN
e Bridge LAN settings

V WIRELESS
e WIFI athO Setting

e WIFI ath4 Setting

e WIFI ath5 Setting

e WIFI ath6 Setting

e WIFI ath7 Setting
V FILTER

e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out
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3.8.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, Bridge status, WIFI Status, Log,
System Time and Reboot; screen as shown in Figure 3-8-1.

Dual WLAN Device

System Setting

This paga inchidas al the basic confgunatian ook far ke Brcess Pairl. Tha opfins an s 1ha masu s craen b 1ha ki

Figure 3-8-1

3.8.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-8-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name
This is a host name or system name for the device. The
maximum length is 20 characters. User can only input '0'~'9’",
‘a'~'z', 'A'~'Z', " "or'-.

UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
AP4_WDS_ BRG: To set this device as WDS device with AP
function and support up to 4 SSID.
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Administrator Settings
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UPassword Settings

If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if
the idle time passes timeout.

URemote Management

User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold

The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.8.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-8-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or

FTP method to upgrade to the new version of firmware.
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Firmware Update

VErsdon; vi14
Date: N0-04-13
L ——
Using TFTF [ )
Using WEB | Bl |
Using TP [r=T]
Figure 3-8-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.8.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-8-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.
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Figure 3-8-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-8-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-8-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-8-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-8-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-8-9

Enter the necessary setting in next page, then click on <Backup
To Server> or <Restore From Server> to start the process.

Configuration Backup/Restore
Senar Typa Salect: CITFTP  OFTR
TETF af FTF Senver P

Furrmware Flename in ssmer); comfigs. tar
FTP Usermane
FTP Password :
[ BackupToZarer | [ Restors From Saner |

Figure 3-8-10

3.8.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, Bridge LAN port, AP WIFI 1
Status, AP WIFI 2 Status.
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Figure 3-8-11

3.8.1.5 Power Control
In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlSiatus

PoE Powes Control {sihi) port) ' Enable & Disable

Figure 3-8-12

3.8.1.6 Bridge Status
In this page user could see the bridge interfaces information of this
device, such as interface information, STP status, MAC address
information etc.
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Figure 3-8-13

3.8.1.7 WIFI Status
In this page user could see the WIFI information of this device, such

as: Interface information, Security information, Associated
AP/Station.
WIF| Status
. ahi}
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Figure 3-8-14
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3.8.1.8 Log
In this page user could see the system logs record of this device.

Logs
Sysbem Logs
.
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Figure 3-8-15

3.8.1.9 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is Synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.

Time Setting
z 2 M annd E
Sl by E SMMm[umTﬂSm:r
Current Syxiem Time Tue Ape 13 004413 UTC 2010
Wear ! Month / Thay 2010 fd w3 e e 1 900 — 203T
Hoaw - Mimge : Secand L] 00 - 1
Hewrs from GMT +8 % | Hows
Server TP 140 142 16,34
Server I fir Reference 140,142 1634 or 1281322 21
Time Update for Every L) s — 313 0 hoarsih — 3310 mamites( [} — 55

Figure 3-8-16

3.8.1.10 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
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perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Point

Aflar you changs e Gefting 31 in thi ant that thi ACCeke POt SI0pS REPanEng Comedtly of i wame vty Glops ncaning,
wou can paron a Reboot. To parform the Raboot. cick on the Rebaal” bution below iou' wnl be asked i comfmi yoor

i
[Reboot |
Figure 3-8-17

3.8.2 LAN Configuration

Ulnterface brO Setting
IP Authentication: Indicate how the IP address of this device will
be assigned. There are two options available here: Static
option-the IP address will be assigned in 'Network IP Parameters’
and DHCP option-the IP address will get from DHCP server.

UNetwork IP Parameters
User can change the network settings of this device from LAN
Configuration; it is including IP address, Subnet mask, and
Gateway address.

UBridge STP Setting
User can also set the Bridge STP setting in this page.
STP/RSTP: Disable the bridge STP or set the bridge mode as STP
or RSTP mode.
Bridge Priority: Set the priority value of the bridge. The priority
value is a number between O and 65535. The bridge with the
lowest priority will be elected 'root bridge'.
Hello Time: Set the bridge's 'bridge hello time' value (seconds).
Forwarding Delay: Set the bridge's 'bridge forward delay’ value
(seconds).
Max Age: Set the bridge's 'maximum message age' value
(seconds).
Port Cost: Set the port cost of the port.
Port Priority: Set the port priority of the port (interface). It is
used in the designated port and root port selection algorithms.
P to P: If a bridge port is operating in full-duplex mode, than the
port is functioning as point-to-point. The available options are:
auto, true or false. By default, it is set to auto.
Edge: If a port is operating in half-duplex mode and is not
connected to any further bridges participating in STP or RSTP,
then the port is an edge port. The available options are: yes or no.
By default, it is set to no.
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Figure 3-8-18

3.8.3 Wireless
User can set the wireless related setting here.

Dual WLAN Device

Wireless

Tan ran s 1 wmrse s meaded seting hem

Figure 3-8-19

3.8.3.1 WIFI athO Setting

UGeneral
Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.
SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all points
in the network. It is case sensitive and maximum length is 32.
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Channel: Set the operating frequency/channel for user’s AP.

Hadio Power O =
Wirahess Made 0211 beg | =
S50 A1_APD
S5l Hide: {_+0On (& OF
Charmsa 9 -

Figure 3-8-20

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.
Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.
Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.
Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.
WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.
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Figure 3-8-21

UWDS MAC Address Setting
MAC Address: In WDS function, user should enter the MAC
address that indicates which AP to connect to.

WDS MAC Address Sefting

MAC Adkirass 1 [ Detete

A Ackiness 1 |E|_I|_l__t-|
ML Adkress 7 [ Deete |
1AL Ackdrans 4 |_|:|_'“"-"__I

Figure 3-8-22

Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.

WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.

Select Key: Check the radio box in front of the key you would like
to use for this AP.

SSID Security Mode

Auttheaniication WEP »
WEF Encryption =1 0pen. i Restrocted

= KEY C1REY L]
Seell Key il R

KEY #3 [ KEY &4

Figure 3-8-23
WPA-Personal: The method of authentication is similar to WEP,

user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is

162



granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and
TKIP.

Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption @

Group Key Update Interval 600 (30 ~65535)

Figure 3-8-24

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required. User should enter the IP and
port number of the Authentication Server and Shared Secret here.
In case if a backup server has been deployed in user’s network,
user can also enter the necessary information here.

SSID Security Mode
WPA-enterprise

Authentication

WPA MODE WPA =

Share Key |(8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 168 .11 .80 |:1812 | Shared Secret
Backup Radius Server (Optional)
Authenticatoin Server | | | | | | | | : | | Shared Secret I:l

Figure 3-8-25
UQosS
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:
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CWmin: Minimum Contention Window. The valid values for
‘CWmin' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.
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QoS Setting On AP
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Figure 3-8-26

3.8.3.2 WIFI ath4—ath7 Setting

UGeneral
Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that user wants to
use. The options available here are: 802.11a, 802.11b, 802.11g
and 802.11b+g.
SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is
32.
SSID Hide: This function is to hide the SSID in the wireless
network.
Channel: Set the operating frequency/channel for this device.

Radio Power On =
Wireless Maode 80211 beg | =
SSID A1_APD
S50 Hide {hOn & OF
Charmsa 9 -

Figure 3-8-27

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
'Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
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between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.

Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—~f). User can set maximum 4 keys,

but only one key will functional at one time.
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Figure 3-8-28

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key you would like

to use for this AP.
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Figure 3-8-29

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or WPA
& WPA2. (WPAZ2 is far superior to WPA, because the encryption of
method used is Advanced Encryption Standard (AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and TKIP.
Group Key Update Interval: Time interval for rekeying the GTK

broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption @

Group Key Update Interval 600 (30 ~65535)

Figure 3-8-30

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required.

User should enter the IP and port number of the Authentication
Server and Shared Secret here. In case if a backup server has
been deployed in user's network, user can also enter the
necessary information here.

SSID Security Mode

Authentication 'WPA-enterprise v |

WPA MODE WPA =

Share Key |(8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 168 .[1  l[so  |:[1812 | Shared Secret/secret |

Backup Radius Server (Optional)
Authenticatoin Server | | | | | | | | : | | Shared Secret I:l
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Figure 3-8-31

UQoSs
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin’ are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and

168



streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.

Wil % Enable '] Dizakle
MAX Assacaled Staton 3z {1~ 2007)
AP Ti-Best Efior CWmin | 2047 = CWMax 4095 ~ AIFS: 2 {1-255) Burst 0.0
AP Tx-Backgraund CWminc| 15 = CVWMax| 1023 = AIFS:-17 {1 ~255) Burst 0.0
AP Ti-Vidao CWminc|7 = CWMax |7 = AFS {1 ~255) Burst (15
AF Ta-Voioa Chvmin | 7 = ChMax | 15 = ARSI {1-255) Burst 3.0
STA Tw.Best Eflai Cmine | 7 = G 1023 = AIFS 2 1 = 255)

TEOP |64 | (1-255p32ms ACM: CEnable [®Disable
s CWmIn (15 * CWMax| 1023 = AFS: 7 {1~ 255

THOP. 1 {1~ 255p32ms ACM. (Enable '#1[Dhsable

CWmine | 7 = CWWMax |7 = AFS: 1 {1 -255)
i Fiho T™MOR (47 |(1~255pci9me ACM: (Enable (@ Disable
STA Te-Voiow Wi |7 5 CYMRx| 15 (S AFS[1 {1~ 255)

THEDP B4 | {1-255p32ms ACM Enable ®Disable

Figure 3-8-32
3.8.4 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.8.4.1 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.
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MAC address filtering
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Figure 3-8-33

3.8.5 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.8.5.1 Basic Setting

USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: Itis used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’s SNMP community settings on this screen.

Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this
community name is not implemented.

Community: Specify the name of community for the SNMP
manager.
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SNMP Community provides a simple protection by using the
community name to control the access to the SNMP. The
community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of User ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent
Enable € Dissble ' Enable

System Information

B Contact¥e |
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Figure 3-8-34

3.8.5.2 VACM Setting
User can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that user can use:

U Community to Security for V1/V2c
Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. User can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 users and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup
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Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)

Index: Index of Group. Tick the checkbox to enable the
recordset.

Group Name: A group name is given to a group of users and is
used when managing their access rights.

Security Model: Assign security model for group.

Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e

[rvchen:
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CaoLp hams =acimty Modal Syt karme
QeRTE LA YR -
ereTEAEm LUETL R P lalals bt

A it A
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Figure 3-8-35

UView

Create a view for user to let the groups have rights to view the
MIB tree.

Index: Index of View. Tick the checkbox to enable the recordset.
Include: Assign include or exclude in this record for certain
subtree.

Sub Tree: the OID value. For example: '1.3.6.1.2.1".
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Figure 3-8-36
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Inide SeEcurine Mads Senzuriny el Wirile Hodity
=1 gEnEmC - any = HoAuthHoFrw = gemeric pEneric (= BENEAC

2 gEnamEcUsm usm * AuthPme - - | w all w all -
13 genang L any = HofudhMoPm = ol w all - all -
14 GEnam w iy HofadhHoPym & o - all ot all B
Os5 [CLEL w any Mot thHoPrs = o w all 'v' al o

Figure 3-8-37

3.8.5.3 SNMP Trap
It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
IP Address & Port: The IP and Port of a device to receive traps.

Security Level: Assign security level in this record. The Options
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are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

Trap Active @ Disable © Enable

vliv2c Trap

0 ersion 1 ¥ Moz |ies |l R lpublic |
1 Disable ¥ | . N 1. | | I
2 I I I . I
3 Disable | | || || I | [ ]
4 Disable | || || Il i | [ ]

1o |genericr0 i | | | || | | || | MoAuthioPriv Vl
uf I I . NoAutioPry v
02 [geneiens ) — 0 NoutioPry v|
O3 | || || || | | NoAuthNoPriv ¥
4 |genericro V| | | | || || || | MaAuthMoPriv vl
Figure 3-8-38
U Trap Items
Enable/Disable which trap items to send.
| Teplews
Conld Star IDigakie @ Enshia
iNiarm Start I Disabde @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Auth Fail I Disable & Enahla
Login Disable & Ensble
Figure 3-8-39
3.8.6 Tools
UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.
Tools
Him E Loont 4 @ paisabla O Enakle
Figure 3-8-40
3.8.7 Log Out

User can manually logout by click on <Log Out=>.

Log Out
Figure 3-8-41
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3.9 OLSR_AP Mode
To set this device as a MESH device, the setting and functions as following:

V SYSTEM

® Administrator
Firmware
Configuration Tools
General Status
Power Control
WIFI Status
Log
System Time
Reboot

YV WAN
e WAN Settings
e Bandwidth Management

V LAN
e EthO settings
® AP WLAN Settings
e MESH WLAN Settings

V MESH
e OLSR-CONFIG
e OLSR-ADMIN
e OLSR-ROUTES
@ OLSR-LINKS

V WIRELESS
e WIFI AP Setting
e WIFI MESH Setting

V FILTER
e IP Filtering
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
e Tools

V Log Out
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3.9.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, WIFI Status, Log, System Time and
Reboot; screen as shown in Figure 3-9-1.

Dual WLAN Device

System Setting

Thie paga includes 2l the haac configurstian take far ks &rceee Paint. Tha optione ars is tha masu screen b dhe A

Figure 3-9-1

3.9.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-9-2. These settings allow user to configure
the Device Name, Language, Model, Password, Remote Management
and WIFI Loading Warning Threshold.
UDevice Name
This is a host name or system name for the device. The
maximum length is 20 characters. User can only input '0'~'9",
‘a'~'z', 'A'~'Z', " "or'-.

UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 3 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client Bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN AP device. Each SSID can
have its own VLAN ID.
AP_WDS_BRG: To set this device as a WDS device with AP
function.
AP4_WDS_ BRG: To set this device as WDS device with AP
function and support up to 4 SSID.
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Administrator Settings

Device Name
-, AT e

Languagn Salect

Language Engsh
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Moxial ) AP-CH-Bridge ! APCE-ROUTE ) CE-CB-ROUTE
JWLAN-AP (D) AP WDS BRE ) AP WDS BRG

)
i
1
)
)
)

Pasaword Settings
Cumant Pessword

Fassword {3 ~ 12 Chamaclers)
Ra-typs Pazswned

IfiE Tme O 30 {1 = D min Le=s
Enabila [ [ #ensbied, anly the Iolowng PC can manage this AP |
1P Auiiress ' .
WIF| Loading Warning Threshold
Threshold 15 25~ 25 Mofser )
Figure 3-9-2

UPassword Settings

If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if
the idle time passes timeout.

URemote Management

User can enable/disable the management of the Access Point
from a remote host. Just tick the <Enable> check box and enter
an IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25.

3.9.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-9-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or

FTP method to upgrade to the new version of firmware.
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Firmware Update

VErsdon; vi14
Date: N0-04-13
L ——
Using TFTF [ )
Using WEB | Bl |
Using TP [r=T]
Figure 3-9-3
UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.9.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-9-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup Settings/Restore
settings and Remote Backup Settings/Restore settings.
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Configuration Toolz
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Figure 3-9-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-9-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-9-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-9-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-9-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-9-9

Enter the necessary setting in next page, then click on <Backup

To Server> or <Restore From Server> to start the process.
Caonfiguration Backup/Restore

Senser Type Salect CITETE  CIFTR

TETP ar FTR Senser IF -

Furmware Filename (in Samver). Confga.tar
FTP Username
FTP Password :
| Bachkup Ta Saner | | Rastars From Saner

Figure 3-9-10

3.9.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, WAN Port, OLSR Status, ethO
LAN Port, MESH WIFI Status, AP WIFI 2 Status.
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Status

System Information
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3.9.1.5 Power Control

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlSiatus

PoE Powes Control {sihi) port) ' Enable 5 Disable

Figure 3-9-12
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3.9.1.6 WIFI Status

In this page user could see the WIFI information of this device, such
as: Interface information, Security information, Associated
AP/Station.

WIF| Status
VIIFI indarfacas | ﬁ
athid
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Linke Qualty: 0470 Sigmal vl .97 dBm Noize bovel. 97 dBm
B iwvubd wwid: 1613 P irvubed covpt; © Fux urvalid drag; 0
Tx emcesare remes - 11 Irabid mawc: O Mlizzed bemcon: O
Securty Mods - Dhsabie

Figure 3-9-13

3.9.1.7 Log

In this page user could see the system logs record of this device.
Logs
Syetem Loge

1 AP =zes pamiss srand[l844): [PEEQ sesr pid 5525 s Spalk- paswes e Emes 2
AP suth,potics Eooos 152,168, 5.10 login
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S:00 AP aser.info @ Suvsbe-servec/flesh=-secogp, 30 Sweb=secver,;f issb-serap . ah:
2102500 AP usar,info § ETHETLIN® arswseal Ho such file or dirsatocy
:00:00 AF user.izfo = RETHETLINK acawers: Ho such file or dizectocy
Se0@ AP user,info o dace DALH00Q0NAL0.00
Q:00 AP weser. info = Tee Apr 13 00:00:00 OTC 2010
0100207 AR usar fmds = Tarmingrad
2107 AP dasmon.inf BvEho-dsese
i02:07 AF deamcn.infs svehi-dsasco
F0%e0T AP dasmon.inlo avehl-dasno
2100007 AF desmon.inlo avaho-dasmo
z07 AF dssnon.infc avshi-dasnoo
07 AP dasmon.info avehi-desgos [25E0]
T AF de=mon.info avshi-dasnon [22307

3871 Reglscering new acdress regopd for
Bl : Bew raluvant istesface sc=l.IFvd Ic
831 Jolning mOHS EElciosat group an Lnc
]

3 Registering nev eddzess record for
1z Baw rmlsvant izcezface sts0.IPwd fo
Foining mlHS mulciossT group OO Anc

Interface ethl.IPwi no longer selew

Figure 3-9-14

3.9.1.8 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is Synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.

Server IP: User should enter the Internet time server IP address
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here.
Time Update for Every: User can set time update interval by
enter the days, hours, and minutes.

Time Setting
Setiag by T' fmm[um:Tm Server
Current Syxiem Time Tue Ape 13 004413 UTC 2010
| Manyal Setfeg |
Year ! Mooth  Tray 2010 fld e 13 e 000 — 20T
Honw = Mt : Secaond i} il - il
Hews from GIMT +8 % | Hours
Serve I 140,142 16,34
Server TP fir Flefierence 140,142 1634 or 12801323 21
Time Update for Every 1 s — 3130 hocams} — 13310 mmites([} — 58]

Figure 3-9-15

3.9.1.9 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Reboot Access Point

Ador you change the satting o in tha ewm that the Access Poin slops esponding coamectly or in soma warg stops Linctoning,
your can perform o Rebool. To perform the Reboot, click on the Reboot' button below, oo wil be asked 10 confimn your
decisin

[ Fetont |
Figure 3-9-16

3.9.2 WAN Configuration

3.9.2.1 WAN Settings

This function is to establish a connection with user’s WAN network and
also assign the IP to the host behind this AP.
UNetwork IP Parameters
User can change the network settings of this interface from WAN
configuration; it is including IP address, Subnet mask, Gateway
address and enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary / Secondary DNS Address: The domain-name-servers
option specifies a list of Domain Name System name servers
available to the client
IP Pool Starting / Ending Address: The IP Address range which
will be assigned.
Lease Time: How long does the IP address can be leased by DHCP
server.
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WAN Setting
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Figure 3-9-17

3.9.2.2 Bandwidth Management

This function allows user to set the limitation of total upload/download
bandwidth on WAN interface, and also can set the limitation of
upload/download bandwidth for each user or a group of users by IP
address.
UBandwidth Management

Bandwidth Management: Enable bandwidth limitation function.

Upload Bandwidth: The total upload bandwidth (in Mbps).

Download Bandwidth: The total download bandwidth (in Mbps).

UBandwidth Limitation
Action: To set the action type of bandwidth limitation. The
options available here are: disable, upload, download and
upload/download.
Start IP Address: To set the start IP of bandwidth limitation.
End IP Address: To set the end IP of bandwidth limitation.
Bandwidth Limitation: To set the bandwidth (in Kbps) of
bandwidth limitation.
User can press <Add> button to add IP address to the
Bandwidth Limitation list.
User can tick the check box and press <Del> button to delete the
IP address from the Bandwidth Limitation list.
Bandwidth Manegement

Bandwidth Klanagemamnt
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Figure 3-9-18
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3.9.3 LAN Configuration

The Access Point must have an IP address for the (wireless) local area
network. User can also enable DHCP service to assign IP address to the
wireless clients. (Please Note: The DHCP service for MESH network is
inhibited.)

3.9.3.1 EthO Settings
UNetwork IP Parameters
User can change the network settings of this interface from LAN
configuration; it is including IP address, Subnet mask and
enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary / Secondary DNS Address: The domain-name-servers
option specifies a list of Domain Name System name servers
available to the client
IP Pool Starting / Ending Address: The IP Address range which
will be assigned.
Lease Time: How long does the IP address can be leased by DHCP

server.
LAN Setting

MNetwork IP Paraimiers

P Addrass 1w .| 188 Al =il
Subrel Mask 288 1288 fans. )
OHCP Sapar [Enatin B8

DHCF Server Paimieies

Frimary DNS Address (] 1195 A i i
Secondary DN Address

P Paoc Siarting Address . : -0
P Pool Ending Address : : , 200
Lease Trre Hall hour

Figure 3-9-19

3.9.3.2 AP WLAN Settings
User can change the local network settings from LAN Configuration for
ath4 interface, which include the IP address, Subnet mask, Gateway,
and DHCP server related settings.
UNetwork IP Parameters
User can change the network settings of this interface from LAN
configuration; it is including IP address, Subnet mask, Gateway
address and enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary DNS Address: The domain-name-servers option
specifies a primary Domain Name System servers available to
the client.
Secondary DNS Address: In same case user can specifies a
secondary Domain Name System servers available to the client.
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IP Pool Starting/Ending Address: The range of IP addresses
which can be assigned to the client.
Lease Time: How long does the IP address can be leased by DHCP

server.
LAN Setting
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Figure 3-9-20

3.9.3.3 MESH WLAN Settings

User can configure the IP address for MESH athO interface in here. The
IP address for MESH athO must be in the same subnet with other
MESH device’s athO interface, and must be in different subnet with
WAN, AP WLAN IP address.
UNetwork IP Parameters
IP Address: The IP address of the AP on the MESH network.
Subnet Mask: The subnet mask of the IP address.

LAN Setting
Flvziweente 17 Plemmmckoas
F Addiesy 142 T .
nnot Mack o FLin .| 2L _|0
Figure 3-9-21
3.9.4 MESH

This page will show the mesh information. The options available here
are: OLSR-CONFIG, OLSR-ADMIN, OLSR-ROUTES, and OLSR-LINKS.

3.9.4.1 OLSR-CONFIG
In this page user can see all the MESH configuration information.
UVvariables
In here the table shows Pollrate, TC redundancy, MPR coverage, LQ
level LQ winsize, FISHEYE and Willingness information.

Ulnterface athO
In here the table shows IP, MASK, BCAST, MTU and STATUS
information.
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Figure 3-9-22

3.9.4.2 OLSR-ADMIN

In this page, user can set the MESH related settings that shows in

OLSR-CONFIG

UChange basic settings

Pollrate [0.0-m.n]: This option sets the interval in seconds, which
the mesh scheduler should be poll for events every 0.2 seconds if
the pollrate is set to 0.2. The default value is 0.5.
TC redundancy [0]1]2]: This value controls the TC redundancy
used by the local node in TC message generation. If set to O the
advertised link set of the node is limited to the MPR selectors. If
set to 1 the advertised link set of the node is the union of its MPR
set and its MPR selector set. If set to 2 the advertised link set of
the node is the full symmetric neighbor set of the node. The
default value is O.
MPR coverage [1-n]: This value decides how many MPRs a node
should attempt to select for every two hop neighbor. The default
value is 5.
LQ level [1-2]: This setting decides the Link Quality scheme to
use. If set to O, the link quality is not regarded and mesh system
runs in OLSR mode (RFC3626). If set to 1, the link quality is used
when calculating MPRs. If set to 2, the route will also be
calculated based on distributed link quality information. This
option should therefore only be set to 1 or 2 if such a setting is
used by all other nodes in the network. The default value is to 2.
Please note that if LQ level is set to 1 or 2, the mesh will not
compatible with RFC3626!
LQ winsize [1-n]: The total number of packets received up to now.
This value starts at O immediately after a link has come alive and
then counts each packet. It is capped at the link quality window
size. The default value is 100.
Willingness [0-7]: Nodes participating in an OLSR routed
network will announce their willingness to act as relays for
control traffic for their neighbors. This option specifies a fixed
willingness value to be announced by the local node. 4 is a
neutral option here, while O specifies that this node will never act
as a relay, and 7 specifies that this node will always act as such a
relay. If this option is not set in the configuration file, then mesh
system will try to retrieve information about the system power
and dynamically update willingness according to this info. The
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default value is 7.

Fisheye [Enable, Disable]: To increase stability in a mesh, TC
messages should be sent quite frequently. However, the network
would then suffer from the resulting overhead. The idea is to
frequently send TC messages to adjacent nodes, i.e. nodes that
are likely to be involved in routing loops, without flooding the
whole mesh with each sent TC message. The default value is
Enable.

UEnable local HNA entry
HNA entry [Enable, Disable]: Hosts in an OLSR routed network
can announce connectivity to external networks using HNA
messages. This function is used to set the IPv4 networks to be
announced by this host.

USecurity
The function uses this shared secret key for signature
generation and verification.
Security [Enable, Disable]: To enable or disable the security
function.
Security Key [0123456789abcdef]: For nodes to participate in
the OLSR routing domain they need to use the key used by the
other nodes. The key is 128-bits.

MESH Admin Setting
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Figure 3-9-23

3.9.4.3 OLSR-ROUTES
UOLSR routes in kernel

Destination Gateway Metric | ETX @ Interface @Type
192.168.2.15 192.168.2.15 1 3.25 athO HOST
0.0.0.0/0.0.0.0 192.168.2.15 1 3.25 athO HNA

Destination: The node that packet is sent to.

Gateway: The route packets via which gateway.

Metric: The 'distance’ to the target (usually counted in hops).
ETX: the ETX value for this link, calculated by ETX = 1 / (ILQ X
LQ).

Interface: the device interface the packets go through.
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Type: HOST means that it's belong to node’'s routing tables. HNA
means that node can connect to internet via this routing path.

T -
u LY / AT
Dual WLAN Device
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Figure 3-9-24

3.9.4.4 OLSR-LINKS
ULINKS

Local IP Remote IP LQ lost total NLQ ETX
192.168.0.2 192.168.0.1 1.000 0 100 1.000 1.00

This table contains the links to our neighbors. It contains the
following columns.

Local IP: The IP address of the interface that have contacted to
the neighbor.

Remote IP: The IP address of the neighbor.

LinkQuality: The quality of the link determined at our end.

lost: The number of lost packets among the ‘n’ packets most
recently sent by our neighbor via this link. ‘n’ is the link quality
window size.

total: the total number of packets received up to now. This value
starts at O immediately after a link has come to alive and then
counts each packet. It is capped at the link quality window size.
NLQ: this is our neighbor's view of the link quality. Previously we
have called this the Neighbor Link Quality. This value is extracted
from LQ HELLO messages received from our neighbors.

ETX: This is the ETX for this link, i.e. 1 / (NLQ x LQ).

UNEIGHBORS
IP address SYM MPR MPRS will 2_Hop_Neighbors
10.0.0.6 YES YES YES 7 10.0.0.7

This table contains a list of all our neighbors. It is closely related
to the link table in that we are connected to a neighbor via one or
more links. The table has the following columns.

IP address: The main IP address of the neighbor.

SYM: This states whether the link to this neighbor is considered
symmetric by link detection mechanism.

MPR (multi-point relay): This indicates whether we have selected
this neighbor to act as an MPR for us.
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MPRS (multi-point relay selector): This indicates whether the
neighbor node has selected us to act as an MPR for it.

will: The neighbor's willingness.

2 Hop_Neighbors: The IP address of 2 hops neighbors.

U Topology entries

Source_IP Dest_IP LQ ILQ ETX
0.0.0.6 92.168.0.2 .000 .000 .00
0.0.0.6 0.0.0.5 .000 .000 .00

This table displays the topology information that mesh system has
gathered from LQ TC messages. It states which nodes in the
network report links to which other nodes and what quality does
these links have. This table has the following columns.
Destination IP: The node to which the source node reports the
link.

LQ (link quality): The quality of the link as determined by the
source node. For the source node this is the Link Quality. For the
destination node this is the Neighbor Link Quality.

ILQ (inverse link quality): The quality of the link as determined by
the destination node. For the source node this is the Neighbor Link
Quality. For the destination node this is the Link Quality.

ETX: The ETX value for this link, calculated by ETX = 1 / (ILQ x

LQ).
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Figure 3-9-25

3.9.5 Wireless
User can set the wireless related setting here.
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Dual WLAN Device
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Figure 3-9-26

3.9.5.1 WIFI AP Setting

UGeneral
Radio Power: Turn this interface on or off.
Wireless Mode: Select which wireless mode that you want to use.
The options available here are: 802.11a, 802.11b, 802.119g and
802.11b+g.
SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is
32.
SSID Hide: This function is to hide the SSID in the wireless
network.
Channel: Set the operating frequency/channel for this device.

Hadio Power O =
Wireless Maode 80211 bhg | =
SSID A1_APD

SGID Hide {_+0On (& OF
Charmsa 9 -

Figure 3-9-27

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
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RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.

Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,

but only one key will functional at one time.
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Figure 3-9-28

USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key you would like
to use for this AP.
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SSID Security Mode
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Figure 3-9-29

WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and
TKIP.

Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption m

Group Key Update Interval 600 (30 ~65535)

Figure 3-9-30

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus support
the 802.1x authentication. To use this function, a separate RADIUS
server is required. User should enter the IP and port number of the
Authentication Server and Shared Secret here. In case if a backup
server has been deployed in user’s network, user can also enter the

necessary information here.
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Figure 3-9-31
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UQoSs
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.

Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin’ are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
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WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.

ACM: Admission control mandatory.

Wil (%) Enable ' Disable
WA Azsoc alad Stanon a2 [1~2007)
AP Tx-Bast Effort CWmin | 2047 =~ ChMax 4085 = AIFS: 2 {1-255) Burst 0.0
AP Tu-Background CWiminc| 15 = CWhax 1003« AIFS: 7 {1 ~255) Burst 0.0
AP Ta-Vidao Cwmine | 7 v e |7 » AFE [1~265) Bust 15
AP Ta-Voios CWimin 7 » C¥fMax 15 = ARSI 1 {1-255) Bust 3.0
STA Tw.Best Eflai Cmin | 7 = CWac | 1025 = P-.lFS' 2 (1~ 255)

THOP: |6 {1-255p32ms ACM: *_Enable % Disable
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Figure 3-9-32

3.9.5.2 WIFI MESH Setting
UGeneral

Radio Power: Turn this interface on or off.

Wireless Mode: Select which wireless mode that you want to use.
The options available here are: 802.11a, 802.11b, 802.119g and
802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is

32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the oieratinﬁ freﬂuenci/channel for this device.
Radio Power Cn =

Wireless Made 80211 beg | =

SSID A1_.ﬁ.F'|:I

SGI0 Hide L M0On & OfF

Charmed 9 -

Figure 3-9-33

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
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Beacon Period.

DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.

Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.

Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.

WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—f). User can set maximum 4 keys,
but only one key will functional at one time.

Advanced Setting
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USSID Security Mode

Authentication: User can choose which authentication type to
secure the wireless network. There are two options for
authentication: Disable, WEP.

WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to

authenticate as long as it conforms to any MAC address filter
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policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.

Select Key: Check the radio box in front of the key you would like
to use for this AP.

SSID Security Mode

Autheanicalion WEP =
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Figure 3-9-35

3.9.6 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.9.6.1 IP Filtering

User can block certain client PCs from accessing this AP based on its IP
address. If enabled, user should also configure the IP Filtering Address.
This option is only available in router and MESH modes.
UIP Filtering
Enable/Disable IP Filtering.

UIP Address
Enter the Network IP Address and press <Apply> to filter.

IP Filtering
1% Disable ) Enable

Category IP Address Debete
P Address 1 [ Detete J
IP Address 2 [ Delete |
P Address 3 @I
IP Address 4 [ Dete |
[F* Address £ I’_-I:-.;ET_:l
[P Address & IE]
[F Address T @|
[F Address IEI
1P Address 9 @l
1P Addess 1T [ Deete |
IP Address 11 Delats
1P Adbress 12 Dt
1P Addess 13: [ Duleta |
1P Adcress 14: r@"ﬁ
1P Address 15: Lt

Figure 3-9-36
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3.9.6.2 MAC Filtering
User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:
UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: All PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.

MAC address filtering

Filtering  type: Disabia | =

MAC address table

Ttesm MAL address Ex:22-22-22-23-22-22
MAC address1: Delale
MALC addrass 2 Cietati
MAC address 3 : Delate
MALC ackdrass 4 Ddale
MAC address 5 : Celate
MAC acddress 6 Cdalan
MAC address 7 : Citate
MALC ackdress 8: Dedala
MALC ackdress 3 Dot
MALC address 10 Cedale
MAT addness 11 Dedele
MAC address 122 =1
WAL address 13 Deterle:
MAC address 14 : Crslata
MAC address 15 Cedele |

Figure 3-9-37

3.9.7 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.9.7.1 Basic Setting
USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
Contact: Specify the contact name for this managed node as well
as information about how to contact this person.
Location: Itis used to define the location of the host on which the
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SNMP agent is running.

uviszvac
User can change user’'s SNMP community settings on this page.
Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this
community name is not implemented.
Community: Specify the name of community for the SNMP
manager.

SNMP Community provides a simple protection by using the
community name to control the access to the SNMP. The
community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of User ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings
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Figure 3-9-38

3.9.7.2 VACM Setting

You can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that you can use:
UCommunity to Security for V1/V2c

Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. You can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 users and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup
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Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)
Index: Index of Group. Tick the checkbox to enable the
recordset.
Group Name: A group name is given to a group of users and is
used when managing their access rights.
Security Model: Assign security model for group.
Security Name: Assign security name for group. This field will
obtain from the ‘Security Name’ of ‘Community to Security’ when
security model is v1 or v2c, or obtain from the ‘User ID’ of ‘usm’
when security model is usm.

SNMP VACM Settings
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Figure 3-9-39

UView
Create a view for user to let the groups have rights to view the
MIB tree.
Index: Index of View. Tick the checkbox to enable the recordset.
View Name: The name of view.
Include: Assign include or exclude in this record for certain

subtree.
Sub Tree: the OID value. For example: '1.3.6.1.2.1".
Views Name
El1 makid Include = 136121
Ez AN Ineluds 5 136141 505
s Include =
14 Inglude =
15 Include =
OE Inelude =2
T Include =
OE inciude [»
% Include =
0w Include (=
dli=h Include [
Oz Inciude (%
113 Includa =
14 Include =
1% Inelude =
1 Includn |+
a 17 Include (=

Figure 3-9-40
202



UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Iriee Seaturny Madel Senziiriny Level L Wik Hobty
=1 gEnEmC = any = HofathHoPrw = gemeric pEneric (= BENEAC
=z gRnancusm % usm * AuthPe - ol v all v al -
O3 genang - iy ® Mot hMoFny = =] w all w all -
14 GEnam w iy HodwthHoPmm & o w all e all o

S [anam; W amy ¥ Mot hMoFw = A W all 8 all o

Figure 3-9-41

3.9.7.3 SNMP Trap

It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
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IP Address & Port: The IP and Port of a device to receive traps.
Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.

SNMT Trap
Trap Active

(= Theable O Enable

wlivic Trap

L] Version 1 % 192 .13 il 21 82 mublic
1 Dizeble =
2 Dizable =
o Disable =
4 Digable =

w3 Trap

) gEnisicrg ModuthiNgPriv =
1 gemesicm ¥ Ploutiagt ko Prre |+
12 genmicE ¥ Pleuflart ko Prry |
O3 QENETCI ¥ PlouBart aPriv |
14 geneicrg W PeathboPrhy

Figure 3-9-42

UTrap Items
Enable/Disable which trap items to send.

Cald Starl Disable @ Enshla
iAiarm Start "I Disable @ Enable
Lirk Lip I Disable @ Enabla
Link Crom IDisabte & Enable
Auth Fail | Disable @ Enabla
Login Disabde = Enable
Figure 3-9-43
3.9.8 Tools

UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tonls
Him E Loont 4 @ paisabla O Enakle
Figure 3-9-44
3.9.9 Log Out

User can manually logout by click on <Log Out>.
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Log Out
Figure 3-9-45

3.10 AODV_AP Mode
To set this device as a MESH device, the setting and functions as following:

V SYSTEM

e Administrator
Firmware
Configuration Tools
General Status
Power Control
WIFI Status
Log
System Time
Reboot

YV WAN
e WAN Settings
e Bandwidth Management

V LAN
e EthO settings
® AP WLAN Settings
e MESH WLAN Settings

V MESH
e AODV-ADMIN

V WIRELESS
e WIFI AP Setting
e WIFI MESH Setting

V FILTER
e IP Filtering
e MAC Filtering

V SNMP
e Basic Setting
e VACM Setting
e Trap Setting

YV Tools
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e Tools

V Log Out

3.10.1 System

This page shows the current status and some basic settings of the
device, including Administrator, Firmware, Configuration Tools,
General Status, Power Control, WIFI Status, Log, System Time and
Reboot; screen as shown in Figure 3-10-1.

Dual WLAN Device

Syatem Setting

Thic papa mclatks al 116 ek 2 origiration baol s & 1hd Ace eds Pair. The offliare eein the man seae 1o thi ki

Figure 3-10-1

3.10.1.1 Administrator
By selecting the item of Administrator under System, User will see the
screen shown in Figure 3-10-2. These settings allow user to
configure the Device Name, Language, Model, Password, Remote
Management and WIFI Loading Warning Threshold.
UDevice Name
This is a host name or system name for the device. The
maximum length is 20 characters. User can only input '0'~'9",
‘a'~'z', '‘A'~'Z", " _"or'-'.
UModel
OLSR_AP: To set this device as an AP with layer 3 MESH function.
AODV_AP: To set this device as an AP with layer 2 MESH function.
AP-Bridge: To set this device as a normal AP.
AP-CB-Bridge: To set this device as an AP and Client bridge
device.
AP-CB-ROUTE: To set this device as a router device with AP and
CB functions.
CB-CB-ROUTE: To set this device as a router device with dual CB
functions.
VLAN-AP: To set this device as a VLAN device. Each AP can has
it's own VLAN ID.
AP_WDS_ BRG: To set this device as a WDS device.
AP4_WDS_BRG: To set this device as WDS and AP device.
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Administrator Settings

raide D ™ et o et |
La e Salect
Languege Erglish =
T DASR_AF 3 AODV_AP ) AP-Bidge
hicdal O pPCE-BMige T APCBROUTE ' CB-CB-ROUTE

ZOVLAN-AP D) AP OWDS BRG O APL WDE_ERG

Password Settings

Cuarent Passwond |

Pt {3 = 12 Characters]
Fia-typen Paraawand

Il Times Clinl G {1 ~ 9 minuies}

Remote Management
Enabie 1§ ¢ anabkad, ondy the following PS can wmanage this AP |
IP Addrass

Figure 3-10-2

UPassword Settings
If user wants to change the password for admin account, the user
should enter the current password, a new password and, re-type
the new password.

The Idle Time Out is the amount of time of inactivity allowed
before user proceeds next action. The user needs to re-login if
the idle time passes timeout.

URemote Management
User can enable/disable the management of the Access Point
from a remote host. Just click on <Enable> button and enter an
IP address of the remote host. Then, only the host with the
entered IP address can access this device.

UWIFI Loading Warning Threshold
The threshold value is used by network management system.
Network management software will monitor the WIFI loading,
when the loading is over this value, network management
software will change the color of the link line on network topology
to notify the user about condition of the link quality. The
threshold value is between 5 and 25

3.10.1.2 Firmware Update

By selecting the item of Firmware under System, User will see the
screen shown in Figure 3-10-3. This page shows current firmware
version and date. This page also allow user to using TFTP or WEB or
FTP method to upgrade to the new version of firmware.
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Firmware Update

Wierson; w14
Diate: 0413
Using TFTP [ )
Using WES (=T )
Using TP [r=T]

Figure 3-10-3

UUsing TFTP

On any computer in the network or a computer direct connect to
the AP. Install a TFTP Server utility, and put the firmware file
named ‘upgradeFW.tar’ in a folder.

Run TFTP utility and specify the folder in which the firmware file
located. Enter the TFTP server IP and click on <APPLY=> button.
At the end of the upgrade process, this device may not respond
to commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

UUsing WEB
Click on <Browse> button and select the correct firmware file
path and file name. Then, click on <APPLY=> button to start the
firmware upgrade process. At the end of the upgrade process,
the Access Point may not respond to commands while uploading
the firmware. This is normal behavior and do not turn off the
Access Point while firmware is upgrading.

UUsing FTP
On FTP server, there should have valid firmware which includes
fs-opn.img and/or kernel-opn.img. On the Firmware Update -
FTP page, enter the IP address of the FTP server, firmware name
and FTP user name and password. Then click on <APPLY>
button to start the firmware upgrade process. At the end of the
upgrade process, the Access Point may not respond to
commands before the device boots up. This is normal behavior
and do not turn off the Access Point while the firmware is
upgrading.

3.10.1.3 Configuration Tools

By selecting the item of Configuration Tools under System, the screen
will show in Figure 3-10-4. This page includes three selections:
Restore Factory Default Configuration, Local Backup settings/Restore
settings and Remote Backup Settings/Restore settings.
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Configuration Tools

Uz s "Tocup Sostings' el so sose thz Accezs Seicts cumems condgurclian sz 290 namice cemigasar @ wour P2, Yoo canthss cse the
Timatcom Sillings' ool I e e mareett cneigaatine <D Sccmee Poin Alacntieely, s o ee bi T crs o Sactz Dl o el i
wesmen the Acvnss Fasl oz s cngra sacas soibngs

Rewtarn Fackeny | ekt Comguranan [ Hae ]

| airzl Lk Setngs ¢ Heskern seftings [ H=- - ]

Remin ackup Settings | Heston: selings [ H=- - ]

Figure 3-10-4

URestore Factory Default Configuration:
To reset configuration settings to the factory default values, just
click on <NEXT> button beside ‘Restore Factory Default
Configuration’.
Restore Factory Default Configuration

Figure 3-10-5

Then click on <Restore> button on next page, now the system

will reset to factory default value.
Restore Factory Default

To restare the factory default settings of the Access Point, click on the Restore button. You will be asked to confirm your

decision.
Figure 3-10-6

ULocal Backup Settings/Restore settings
To backup or restore the configuration for this device. Click on
<NEXT=> button beside ‘Local Backup Settings/Restore settings’.
Local Backup Settings / Restore settings @

Figure 3-10-7

Click on <Backup Settings> button on next page to save the
settings of this device to a file named ‘configs.tar’ on user’s PC.

To restore the settings, click on <Browse> button and select the

correct file path and file name. Then, click on <Restore
Settings> button to start the restore settings process.
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Backup Settings

Please press the /'Backup Settings/' button to save current configuration data to your PC.

Backup Settings
Restore Settings

Enter the path and name of the backup file then press the /'Restore Settings/" button below. You will be prompted to confirm
the backup restoration.

| |[ Browse_ ]

Figure 3-10-8

URemote Backup Settings/Restore settings
User can also backup/restore the configuration of this device
remotely.
Click on <NEXT> button beside ‘Remote Backup
Settings/Restore settings’.
Remote Backup Settings / Restore settings @

Figure 3-10-9

Enter the necessary setting in next page, then click on <Backup

To Server> or <Restore From Server> to start the process.
Configuration BackupRestore

Server Type Selact L TFTR IFTR

TFTP o FTP Server [P

Firmwara Filenama {in server) conigs by

FTP Usemarmse

FTF Fassword

[ PacrupToSener | [ Restore From Sened |

Figure 3-10-10

3.10.1.4 General Status

In this page user could see the detail settings of this device, including
the System Information, Power Control, WAN Port, AODV Status, ethO
LAN Port, MESH WIFI Status, AP WIFI 2 Status.
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Figure 3-10-11

3.10.1.5 Power Control

In this page user can enable the ethO port to provide PoE power and
data forwarding function.

Power ControlSiatus

PoE Power Control {aihi port) ' Enable 5 Disable

Figure 3-10-12
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3.10.1.6 WIFI Status

In this page user could see the WIFI information of this device, such
as: Interface information, Security information, Associated
AP/Station.

WIFI Status
i}
WIF] Inkarfacas aihd
athid
[EEE: 802.11bg ESEID: AL AP Backnesmne: "
Mada: Master Frequency: 1 451 GHz Access Palat: 40 T-FROCFE
Eit Rme: 0 kh's Tx-Pawer: 16 dBm Sermithary: 1/1
Retey off BTE ol off Frapment the - off

Encroption key: off
Power Maagement : of

Linke Crsaliy: 0470 Sigrual vl .97 dim Noize bovel. 97 dBm
B iwvubd wwid: 1613 P irvubed covpt; © Fux urvalid drag; 0
Tx emcesare remes - 11 Irabid mawc: O Mlizzed bemcon: O
Securty Mods - Dhsabie

Figure 3-10-13

3.10.1.7 Log
In this page user could see the system logs record of this device.

Logs
Systam Logs
-
Apr 13 00p0210L AP opan.notios orond[79447 1 USER root pid 8BS omd Swesbeserwer e hcm
Apz= 11 0 o8 AF mzth. A root: 1EZ.1468.L1.10 logizm
Apr 13 4 3 RP s fo | Seeb-gervers Ciasb-aetup.Sh Sueh-serwar s L ah-asop.ah
dgs 13 90:90:99 AF wres-inde | RIMEILINE snxvesw: Mo pwsh filw o sdiwssesy
Apr 13 J0zo0:od AF wesy.info ! RIRETLINE enawaza: Mo suech file or dirsccoxy

Apr 13 O0r20 107 RP we=r.info 1 date D413000D2010.00

Aps 13 SA:00:50 AF weec.infoc : Tum Apc 12 40:80:-44 O 3410

Apr 13 ©0900106 AP wser.info | Terminaced

Az 13 200:20:33 AP damroc.notios sodvd: madn: Ie welit on ssibcor for 000 sdillisscosds.
Apr 13 ©0p%0193 AP despon,notice acdvd: acdv sookec init) Becetive boffer aize ss=c ©o 2
Apr 13 O0ro0 03 AP de=mon,notios sodvdl acdy sooket init) BAN send sooket baffer =ize
Apz 13 S0:04:53 AP wres.info ; BEEDE-O

dpr 13 G0ud 10 AP mser.infs | EEDT,

&Apz 13 00:=00:03 AF wras.info @ Killad

Apr 13 O0po0108 AP mesr.info | Terminaced

&Apr 13 Q0pd 0] AP we=r.info 1 date 041300002910.00

L3 ¥

Figure 3-10-14

3.10.1.8 System Time

USelect Setting Type
Setting by: User can set system time in two ways. One is manual
setting, the other one is Synchronize with an Internet Time
Server.

UManual Setting
User can manually enter the Year/ Month/ Day and Hour: Minute:
Second.

UUsing Internet Time Server
Hours from GMT: User can enter the Hours from GMT, for
example Taiwan is GMT +8 Hours.
Server IP: User should enter the Internet time server IP address
here.
Time Update for Every: User can set time update interval by

212



enter the days, hours, and minutes.

Time Setting

Setiag by T' fmm[um:Tm Server
Current Syxiem Time Tue Ape 13 004413 UTC 2010
| Manyal Setfeg |
Year ! Mooth  Tray 2010 fld e 13 e 000 — 20T
Honw = Mt : Secaond i} il - il
Hews from GIMT +8 % | Hours
Serve I 140,142 16,34
Server TP fir Flefierence 140,142 1634 or 12801323 21
Time Update for Every 1 s — 3130 hocams} — 13310 mmites([} — 58]

Figure 3-10-15

3.10.1.9 Reboot

User can perform reboot function in case of the device is not function
normally, or after user change some major settings for example:
change system model. The existing settings will not be changed. To
perform the reboot, click on the <Reboot> button and click on
<OK=> on pop-up screen to confirm user’s decision.

Rebool Access Point

Sy you change 1 satting or in the sl that the Access Point stops responding comectly or in some wr stops undlioning,
yois can pasfarm 8 Rebant To pafarm the Rebsael, chek on e Rabeat buttan balaw Yo wil be sekad in confm Jour

(Rebout |
Figure 3-10-15

3.10.2 WAN Configuration
3.10.2.1 WAN Settings
This function is to establish a connection with user’s WAN network and
also assign the IP to the host behind this AP.
UNetwork IP Parameters
User can change the network settings of this interface from WAN
configuration; it is including IP address, Subnet mask, Gateway
address and enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary / Secondary DNS Address: The domain-name-servers
option specifies a list of Domain Name System name servers
available to the client
IP Pool Starting / Ending Address: The IP Address range which
will be assigned.
Lease Time: How long does the IP address can be leased by DHCP
server.
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WAN Setting
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Figure 3-10-16

3.10.2.2 Bandwidth Management
This function allows user to set the limitation of total upload/download
bandwidth on WAN interface, and also can set the limitation of
upload/download bandwidth for each user or a group of users by IP
address.
UBandwidth Management
Bandwidth Management: Enable bandwidth limitation function.
Upload Bandwidth: The total upload bandwidth (in Mbps).
Download Bandwidth: The total download bandwidth (in Mbps).

UBandwidth Limitation
Action: To set the action type of bandwidth limitation. The
options available here are: disable, upload, download and
upload/download.
Start IP Address: To set the start IP of bandwidth limitation.
End IP Address: To set the end IP of bandwidth limitation.
Bandwidth Limitation: To set the bandwidth (in Kbps) of
bandwidth limitation.
User can press <Add> button to add IP address to the
Bandwidth Limitation list.
User can tick the check box and press <Del> button to delete the
IP address from the Bandwidth Limitation list.
Bandwidth Manegement

Bandwidth Klanagemamnt

Hastwdit eeragemnnT: Bl R Dbl
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|UsTonrhaad o000 0000 | 0
=)

Figure 3-10-17
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3.10.3 LAN Configuration

3.10.3.1 EthO Settings
UNetwork IP Parameters
User can change the network settings of this interface from LAN
configuration; it is including IP address, Subnet mask, and
enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary / Secondary DNS Address: The domain-name-servers
option specifies a list of Domain Name System name servers
available to the client
IP Pool Starting / Ending Address: The IP Address range which
will be assigned.
Lease Time: How long does the IP address can be leased by DHCP

server.
LAN Setting

MNetwork IP Paraimiers

P Addrass 1w .| 188 Al =il
Subrel Mask 288 1288 fans. )
OHCP Sapar [Enatin B8

DHCF Server Paimieies

Frimary DNS Address (] 1195 A i i
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P Pool Ending Address : : , 200
Lease Trre Hall hour

Figure 3-10-18

3.10.3.2 AP WLAN Settings
User can change the local network settings from LAN Configuration for
ath4 interface, which include the IP address, Subnet mask, and DHCP
server related settings.
UNetwork IP Parameters
User can change the network settings of this interface from LAN
configuration; it is including IP address, Subnet mask, Gateway
address and enable/disable the DHCP server Function.

UDHCP Server Parameters
Primary DNS Address: The domain-name-servers option
specifies a primary Domain Name System servers available to
the client.
Secondary DNS Address: In same case user can specifies a
secondary Domain Name System servers available to the client.
IP Pool Starting/Ending Address: The range of IP addresses
which can be assigned to the client.
Lease Time: How long does the IP address can be leased by DHCP
server.
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LAN Setting
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Figure 3-10-19

3.10.3.3 MESH WLAN Settings
User can configure the IP address for MESH athO interface in here. The
IP address for MESH athO must be in the same subnet with other
MESH device’s athO interface, and must be in different subnet with
WAN, AP WLAN IP address.
UNetwork IP Parameters
IP Address: The IP address of the AP on the MESH network.
Subnet Mask: The subnet mask of the IP address.
LAN Setting

b 0Setme
Metwonk: [P Parmmeters.
IF Addracs 1827 . 16E L =1
Subnet Mask 265 _|385 .25 _ib
(L J| L
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Figure 3-10-20
3.10.4 MESH

This page will show the mesh information.

3.10.4.1 AODV-ADMIN

This page allows user to set AODV Admin settings.
UAODV Parameters Setting
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Active Internet: It will provide interfaces to provide internet.
When set 'on’, the ethl will be the interface to internet. The
default gateway is set within WAN setting page. When set 'off’,
the default gateway will set on the AODV interface (athO).
RREQ Gratuitous: Force the gratuitous flag to be set on all
RREQs.

Active Hellos: Send HELLOs or not when forwarding data.
Unidir Hack: Detect and avoid unidirectional links.

Hello Interval: The time interval of sending HELLO packet.
Expanding Ring Search: Expanding ring search for RREQs On or
Off.

Local Repaire: Enable local repair (repair routing table).

Net Diameter: Net diameter, it measures the maximum possible
number of hops between two nodes in the network.

Node Travesal Time: It is a conservative estimate of the average
one hop traversal time for packets and should include queuing
delays, interrupt processing times and transfer times.

Active Route Timeout: It is the lifetime of an active route. The
unit is msec. Select the mobility of nodes on aodv network,
Static: active_route_timeout will set as 15000, Dynamic:
active_route_timeout=3000. Manual: user can enter the value
manually.

UAODV Advance Setting
Timeout Buffer: Its purpose is to provide a buffer for the timeout
so that if the RREP is delayed due to congestion, a timeout is less
likely to occur while the RREP is still en-route back to the source.
Wait On Reboot: Wait on reboot delay, then, begin to run rec/tx
packages.

3.10.5 Wireless
User can set the wireless related setting here.

Dual WLAN Device

Wireless

oal e G i winl s rabaat il saitire) bearie

Figure 3-10-21

3.10.5.1 WIFI AP Setting

UGeneral
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Radio Power: Turn this interface on or off.

Wireless Mode: Select which wireless mode that you want to use.
The options available here are: 802.11a, 802.11b, 802.119g and
802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is
32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the operating frequency/channel for this device.

Hadio Power D o=
Wireless Maode 80211 bhg | =
ESID A1_APD
S5l Hide L_On & OfF
Charmed Q@ -

Figure 3-10-22

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.
Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.
Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.
Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.
WEP Key Setting: It uses two kinds of WEP Encryption key length:
5-bytes and 13-bytes. The key format can either use 'ASCII' to
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set the key values (ie. 0—9, a—z) or use 'HEX' to set the key value
in hexadecimal. (ie. 0—9, a—~f). User can set maximum 4 keys,
but only one key will functional at one time.

Advanced Setting
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USSID Security Mode
Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.
WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.
Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all
the packets are transmitted with encryption.
Select Key: Check the radio box in front of the key that user
would like to use for this AP.

SSID Security Mode

Auttheaniication WEP »
WEF Encryption =1 0pen. i Restrocted

= KEY C1REY L]
Seledl Key i ; s
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Figure 3-10-24
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WPA-Personal: The method of authentication is similar to WEP,
user can define a ‘Pre-Shared Key’, once the key is confirmed and
satisfied on both the client and access point, then access is
granted. The encryption method used is referred to as the
Temporal Key Integrity Protocol (TKIP).

WPA MODE: In this setting, user can choose WPA or WPA2 or
WPA & WPA2. (WPA2 is far superior to WPA, because the
encryption of method used is Advanced Encryption Standard
(AES)).

Share Key: User should define the pre-share key in here; the
length of the key is 8-23 characters.

WPA Encryption: User can choose the encryption method of the
pre-shared key here; there are three options: Auto, AES and
TKIP.

Group Key Update Interval: Time interval for rekeying the GTK

(broadcast/multicast encryption keys) in seconds.
SSID Security Mode

Authentication \WPA-personal | v |

WPA MODE

Share Key 123456789 (8 ~ 63 characters)
WRPA Encryption @

Group Key Update Interval 600 (30 ~65535)

Figure 3-10-25

WPA-enterprise:

WPA-Enterprise includes all of the features of WPA-PSK plus
support the 802.1x authentication. To use this function, a
separate RADIUS server is required. User should enter the IP and
port number of the Authentication Server and Shared Secret here.
In case if a backup server has been deployed in user’s network,

user can also enter the necessary information here.
SSID Security Mode

Authentication 'WPA-enterprise v |

WPA MODE WPA =

Share Key |(8 ~ 63 characters)
WPA Encryption Auto

Group Key Update Interval 600 (30 ~ 6553%)

Primary Radius Server

Authenticatoin Server (192 168 .[1 |80 [:/1812 | Shared Secret
Backup Radius Server (Optional)
Authenticatoin Server | | | | | | | | : | | Shared Secret I:l

Figure 3-10-26

UQosSs
WMM: Enable/disable WMM support.
MAX Associated Station: Maximum number of stations allowed in
station table.
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Common Parameters:

CWmin: Minimum Contention Window. The valid values for
‘CWmin’ are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047, or
4095. The value for ‘CWmin’ must be lower than the value for
‘CWmax'.

CWmax: Maximum Contention Window. The Valid values for
‘CWmax' are 1, 3, 7, 15, 31, 63, 127, 255, 511, 1023, 2047 or
4095. The value for ‘CWmax’ must be higher than the value for
‘CWmin'.

AIFS: Arbitration Inter-Frame Spacing.

Burst: Maximum length (in milliseconds with precision of up to
0.1 ms) for bursting.

AP Parameters:

This affects traffic flowing from the access point to the client
station. These parameters are used by the access point when
transmitting frames to the clients.

AP Tx-Best Effort: Medium Priority. Medium throughput and delay.
Most traditional IP data is sent to this queue.

AP Tx-Background: Low Priority. High throughput. Bulk data that
requires maximum throughput and is not time-sensitive is sent
to this queue (FTP data, for example).

AP Tx-Video: High Priority. Minimum delay. Time-sensitive video
data is automatically sent to this queue.

AP Tx-Voice: High Priority. Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

STA Parameters:

These parameters are sent to WMM clients when they associate.
The parameters will be used by WMM clients for frames
transmitted to the access point.

STA Tx-Best Effort: Medium Priority, Medium throughput and
delay. Most traditional IP data will be sending to this queue.
STA Tx-Background: Low Priority, High throughput. Bulk data
that requires maximum throughput and it's not time-sensitive
will be sending to this queue (FTP data, for example).

STA Tx-Video: High Priority, Minimum delay. Time-sensitive
video data will be automatically sent to this queue.

STA Tx-Voice: High Priority, Time-sensitive data like VolP and
streaming media are automatically sent to this queue.

TXOP: Transmission Opportunity is an interval of time when a
WMM Client Station has the right to initiate transmissions onto
the wireless medium (WM). This value specifies (in milliseconds)
the Transmission Opportunity (TXOP) for Client Station; that is,
the interval of time when the WMM AP has the right to initiate
transmissions on the wireless network.
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ACM: Admission control mandatory.

QoS Setting On AP

Wil (%) Enable ' Disable
MK g5 alad Stanon a2 [1~2007)
AP Tx-Best Effort CAmIn | 2047 ~  G¥fYMax | 4095 ~ AIFS: 2 {1-255) Burst 0.0
AP Tx-Background Chminc | 15 = Chax 1023 ~ AIFS: 7 {1 ~255) Burst 0.0
AP Ta-Vidao Ch¥mine | 7 w e | T = | AFFE [1=~255) Bust 15
AP Tx-Voice Chvmin | 7 = ChMax | 15 = ARSI {1-255) Burst 3.0
CWimin |7 = CwMax| 1023~ AIFS: 2 {1~ 255)
STA Tx-Best Effon :
b TEOP: | B4 {1-255p32ms ACM: _'Enable #Disable
CWmin |15 = C¥Max | 1023 = AFS: 7 {1~ 255)
STA Tx-Background -~ =
*Racks THOP: 1 (1~ 255m32ms ACM, (Enable #1Drsable
i oWmin | 7 ¢ CwMax|T = ARSI {1 - 255)
i Fiho T™MOR (47 |(1~255pci9me ACM: (Enable (@ Disable
wmin|7 = 15 - -1 e
STA Th-Voice c n CWax | 15 AIFS: [1~255)

THOP: |04 (1-265p32ms ACM: CEnable 51Disabile

Figure 3-10-27

3.10.5.2 WIFI MESH Setting
UGeneral

Radio Power: Turn this interface on or off.

Wireless Mode: Select which wireless mode that you want to use.
The options available here are: 802.11a, 802.11b, 802.119g and
802.11b+g.

SSID: The SSID (service set identifier) is an identifier of an AP in
user’s wireless network. The SSID must be identical for all access
points in the network. It is case sensitive and maximum length is

32.

SSID Hide: This function is to hide the SSID in the wireless
network.

Channel: Set the oieratinﬁ freﬂuenci/channel for this device.
Radio Power Cn =

Wireless Made 80211 beg | =

SSID A1_.ﬁ.F'|:I

SGI0 Hide L_1On & OfF

Charma ] "

Figure 3-10-28

UAdvanced Settings
Peer Node Distance: Set the distance between this device and it’s
adjacent. If select 'manual’, the distance will be determined by
‘Slot time', 'ACK timeout' and 'CTS timeout' three values.
Beacon Period: This item contains the length of the beacon
interval. Enter a value between 20 and 1000 to specify the
Beacon Period.
DTIM Period: This item contains the number of Beacon intervals
between Delivery Traffic Indication Message (DTIM). Enter a
number between 1 and 255 to specify.
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Fragment Threshold: It is the maximum frame size that wireless
device can transmit without fragmenting the frame. Enter a value
between 256 and 2346 to specify the Fragment Threshold.
RTS/CTS Threshold: Packets larger than the value are
transmitted by the RTS/CTS handshake. Enter a value between 1
and 2346 to specify the value of the RTS /CTS Threshold.

Tx Power: To set the tx power as off to turn off the tx power, set
auto to let device determine the tx power value automatically, or
set manual to set the tx power value. The max value is depending
on the wireless module.

Rate: Set the bit rate for wireless interface to supporting multiple
bit rates. The value ‘Auto’ causes the device to use the bit rate
selected by the rate control module.

Layer 2 Isolation: Itis used in AP mode only. If enabled, all of the
clients connect to the same AP will not be able to access each
other.

WEP Key Setting: It uses two kinds of WEP Encryption key
length: 5-bytes and 13-bytes. The key format can either use
'ASCII" to set the key values (ie. 0—9, a—z) or use 'HEX' to set the
key value in hexadecimal. (ie. 0—9, a—f). User can set maximum

4 keys, but only one key will functional at one time.
Advanced Setting

Ao L]
Peer bode Distance )
Citanca | 100 m{ 100 ~ GE535)
Baaton Period 100 (20~ 1000}
OTIM Pariad 1 {1~ Z35)
Fragmentadon Threshso Z34i (268 « FR4E)
RTSACTS Threshnid Z345 (1~ ZRds)
Tx Prored AT i) -
Aae 54 % | Mbits [~] Fieed
Lear 2 solation Disable * Enabie
Eay §1 weses
WEP "'-:‘.":n' 5?_1.1_;' ey §Z eeesn
Kay #1. sesas
H'ty #4 swsan

Figure 3-10-29

USSID Security Mode

Authentication: User can choose which authentication type to
secure the wireless network. There are four options for
authentication: Disable, WEP, WPA-personal and
WPA-enterprise.

WEP: Short for Wired Equivalent Privacy, a security protocol for
wireless local area networks (WLANs) defined in the 802.11
standard.

Open or Restricted: An open system allows any client to
authenticate as long as it conforms to any MAC address filter
policies that may have been set. All authentication packets are
transmitted without encryption. If the 'Restricted’ selected, all

the packets are transmitted with encryption.
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Select Key: Check the radio box in front of the key that user

would like to use for this AP.
SSID Security Mode

Authanficalion 'WEP i
\WEP Encryplion ® Open. 1 Restrcted
Beteet Key = REY®# L EEY#EZ L)

KEY #3 ) KEY 44

Figure 3-10-30

3.10.6 Filtering

The MAC address filter can be used to filter network access by
machines based on the unique MAC addresses of their network
adapter(s). It is most useful to prevent unauthorized wireless devices
from connecting to user’s network. A MAC address is a unique ID
assigned by the manufacturer of the network adapter.

3.10.6.1 IP Filtering
User can block certain client PCs from accessing this AP based on its IP
address. If enabled, user should also configure the IP Filtering Address.
This option is only available in router and MESH modes.
UIP Filtering
Enable/Disable IP Filtering.

UIP Address
Enter the Network IP Address and press <Apply> to filter.

IF Filtering

Category IP Address Deleta
IP Address 1: [Deete |
TP Addeess 2: [ Btata |
IP Adidress 5: [ osista |
P Address 4: [ Dstme |
IP Address 5 [Delete |
IP Addeess 6 [ Cslta |
IP Address T: [siate |
P Adires 0
IP Ackiress § [ Deete |
IF Address 10: [Dwiece |
P Addess 1 [ Gales |
[P Addass 12: [ Dekets |
[P Address 13 [Dekete |
IF Address 14: [Duiete |
P Addrsas 15 Dakete

Figure 3-10-31
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3.10.7.2 MAC Filtering

User can block certain clients from accessing this AP based on its MAC
address. Use Filtering type to define the filtering scenario:

UGeneral
Disabled: Disable this filtering function. If this option is selected,
all PCs can access this AP.
Accept: All PCs are filtered out except those MAC addresses in the
following MAC address table. In other words, only those
interfaces/ PCs with MAC address in the MAC address table can
access this AP.
Reject: Only PCs/interfaces with MAC addresses in the following
MAC address table are '‘included' in the filtering list. In other
words, all PCs/interfaces can access this AP except those
interfaces/PCs with MAC address in the MAC address table.

MAC address filtering

Filtering type:  Dsable =

MALC address table

Ttesm MAL address Ex: 22-22-22-21=22-22
MAL address1: Celale
MALC aodress 2 @ Dederler
MAC address 3 @ Crelata
MAC address 4 ; Dretete
WMAC addrass 5 : Celala
WAL address b o Detats
WAL addrass 7 ¢ Celala
MAC addrass 8 & Li=lata
MAC address 8 @ Cietata
MALC address 10 Catala
MALC address 11 : | Cedate
MALC address 12 Ddaalan
MAL address 13 Delate
MAL address 14 I:_HBIE
MALC address 15: Cralata

Figure 3-10-32

3.10.7 SNMP

The Outdoor Wireless Access Point support SNMP V1/V2C/V3, this
page is to define the SNMP access control and SNMP traps.

3.10.7.1 Basic Setting

USNMP Agent
Check the <Enable> check box to turn on SNMP. Please Note:
Enable the SNMP will also enable the LLDP (Link Layer Discovery
Protocol) function. This function will be used if user wants to
remote management the AP and draw the network topography.

USystem Information
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Contact: Specify the contact name for this managed node as well
as information about how to contact this person.

Location: Itis used to define the location of the host on which the
SNMP agent is running.

uviszvac
User can change user’s SNMP community settings on this screen.
Access Right: Select an access right for the SNMP manager.
'Read’ is read only, 'Write' is read-write, and 'Deny' means this
community name is not implemented.
Community: Specify the name of community for the SNMP
manager.
SNMP Community provides a simple protection by using the
community name to control the access to the SNMP. The
community name can be thought of as a password. If user
doesn't have the correct community name, user can't retrieve
any data (get) or make any change (set). Multiple SNMP
managers may be organized in a specified community.

uv3
The SNMP V3 is a Security Enhancement for SNMP, it provides
secure access to devices by a combination of User ID,
authenticating and encrypting packets over the network.
User ID: A string representing the name of the user.
Security Level: User can select which security level that user
wants to use. The available options for this field are:
NoAuthNoPriv, AuthNoPriv or AuthPriv.
Auth Type (Authentication Protocol): An indication of which
authentication protocol is used. The available options for this
field are: MD5, and SHA.
Auth Passphrase (Authentication Key): A secret key used by the
authentication protocol for authenticating messages.
Privacy Protocol: An indication of which privacy protocol is used.
The available options for this field is: DES.
Priv Passphrase (Privacy Key): The secret key used by the
privacy protocol for encrypting and decrypting messages.
Access Right: Assign the access right for account. The options
are:
Unused - The account is disabled.
Read Only - The account has read only access rights.
Read Write — The account has read and writes access rights.
usm - This account will be an usm account and assign access
rights by VACM.
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SNMP Basic Settings

SHMP Agent

Enable € Dissble ' Enable

System Information

B Contact¥e |

Location II__am_here
V1/V2C
Index Access Right Community
t [Dery I
2 [Deny I
4 [Deny I
V3
index User ID Security Level ?;‘;"e Auth Passphrase E:‘(‘:t‘li“;ﬂ Priv Passphrase Access Right
1| |AuthPriv =] |MD5 =] | [DES =] [unused x|
2 | |AuthPriv =]|mDs ]| [DES =] Junused =]
3| |AuthPriv =] |mDs =] | [DES 7| funused =]
4 | |authPriv =]|MD5 7] [DES =] Junused 7]
5 | |AuthPriv =] |mD5 =] | [DES 7| [unused =]

Figure 3-10-33

3.10.8.2 VACM Setting

You can use the View-based Access Control Model (VACM) to define
whether access to a specified managed object is authorized. Access
control is done at the following points:
-When processing retrieval request messages from the SNMP
manager.
-When processing modification request messages from the SNMP
manager.
-When notification messages must be sent to the SNMP manager.

The following tokens for VACM access security that you can use:
UCommunity to Security for V1/V2c

Map the community name (COMMUNITY) into a security name.
The Community to Security token takes NAME SOURCE and
COMMUNITY options. You can use this token to give SNMPv3
security privileges to SNMPvl and SNMPv2 users and
communities
Index: Index of Community to Security. Tick the checkbox to
enable the recordset.
Security Name: is a name that will use by the group table.
IP source: Describes a host or network.
Community: The community name that is used.

UGroup
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Map the security names into group names. (For SNMP V3, the
security Name is the user ID in Basic setting.)

Index: Index of Group. Tick the checkbox to enable the
recordset.

Group Name: A group name is given to a group of users and is
used when managing their access rights.

Security Model: Assign security model for group.

Security Name: Assign security name for group. This field will
obtain from the 'Security Name’ of ‘Community to Security’
when security model is v1 or v2c, or obtain from the ‘User ID’ of
‘usm’ when security model is usm.

SNMP VACM Settings

ammunity to Security for V1R2e

i S Uity Mame SR ] Carmrramity
Fl 1 ity 127.00.1 fuibie

mf-

[Tl

4

s

CaoLp hams =acimty Modal Syt karme
11 QAT ¥l = I ¥
Bl 2 penmThaism s Lo b
L3 v mpi -
04 Wl I -
5 Wl s Ty L

Figure 3-10-34

UView
Create a view for user to let the groups have rights to view the
MIB tree.
Index: Index of View. Tick the checkbox to enable the recordset.
View Name: The name of view.
Include: Assign include or exclude in this record for certain

subtree.
Sub Tree: the OID value. For example: '1.3.6.1.2.1".
Views Name
El1 makid Include = 136121
Ez AN Ineluds 5 136141 505
s Include =
4 Include =
O3 Include =
OE Inelude =2
T Include =
OE inciude [»
% Include =
19 Inciude =
dli=h Include [
Oz Inciude (%
113 Includa =
14 Include =
1% Inelude =
1 Includn |+
a 17 Include (=

Figure 3-10-35
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UAccess
The Access table grants the groups access right to certain views.
Each group can have multiple access rights. The most secure
access right is chosen.
Index: Index of Access. Tick the checkbox to enable recordset.
Group: Returned and lookup the ‘Group Name’ from the Group
table.
Security model: Specified in the message's msgSecurityModel
parameter. The available options for this field are: any, v1, v2c
and usm.
Security level: Specified in the message's msgFlags parameter.
The available options for this field are: NoAuthNoPriv,
AuthNoPriv and AuthPriv.
Read: Specified in the message’'s msgSecurityModel parameter.
The available options for this field are: all, none, mib2 and the
‘View Name’ from View table.
Write: Authorized View Name for write access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.
Notify: Authorized View Name for notify access. The available
options for this field are: all, none, mib2 and the ‘View Name’
from View table.

Inide SeEcurine Mads Senzuriny el Wirile Hodity
=1 gEnEmC - any = HoAuthHoFrw = gemeric pEneric (= BENEAC

2 gEnamEcUsm usm * AuthPme - - | w all w all -
N3 genang L any = HofudhMoPm = ol w all - all -
14 GEnam w iy HofadhHoPym & o - all ot all B
Os5 [CLEL w any Mot thHoPrs = o w all 'v' al o

Figure 3-10-36

3.10.7.3 SNMP Trap
It is an SNMP application that uses the SNMP TRAP operation to send
information to a network management system.
USNMP Trap
Trap Active: To enable or disable SNMP Trap function.

Uvl/v2c Trap
Version: Indicate the traps will be sent in v1 or v2c or not send
(disable).
IP Address & Port: The IP and Port to receive traps.
Community: The community string to be used when sending
traps.

Uv3 Trap
Trap: Index of SNMP v3 traps. Tick the checkbox to enable
recordset.
User: The usm User ID.
IP Address & Port: The IP and Port of a device to receive traps.
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Security Level: Assign security level in this record. The Options
are: NoAuthNoPriv, AuthNoPriv, AuthPriv.
SIMP Trap
Trap Active 12 Theable C+ Enable

wlivic Trap

L] Version 1 % 192 .13 il 21 82 mublic
1 Dizeble =
2 Dizable =
o Disable =
4 Digable =

w3 Trap

o gEnisicrg ; i L Pt Py =
1 genesicrg % ! ! I MoButhbaPr %
Ci2 genesicr | ! | Moart b Prry [
O3 QENETCI ¥ . c o . PlouBart aPriv |
14 geneicrg W PeathboPrhy

Figure 3-10-37
UTrap Items
Enable/Disable which trap items to send.

Cold Start IDjsable 9 Ensbla
Warm Starl " Disable @ Enable
Lirk Lip I Disable @ Enabla
Limk Drawm I Disabde & Enable
Auth Fail I Disable @ Enahle
Login Disable & Ensble

Figure 3-10-38

3.10.8 Tools

UCommand Ping
It runs ping command to test the connection capability of this
device with the other Ethernet device.

Tools
Him3® E Loont 4 @ paisabla O Enakle

Figure 3-10-39

3.10.9 Log Out
User can manually logout by click on <Log Out=>.

Log Out

Figure 3-10-40
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Caution The Part 15 radio device operates on a non-interference
basis with other devices operating at this frequency when using
integrated antennas. Any changes or modification to the product
not expressly approved by Original Manufacture could void the
user's authority to operate this device.

Caution To meet regulatory restrictions and the safety of the installation, strongly
recommends this product to be professionally installed.
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