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10. DIRECT ETHERNET CONNECTION

If you connect the device directly to the PC with an Ethernet cable, you can reach the device on its
default IP 192.0.2.3, but you need to modify your Ethernet adapter settings manually.
1. In order to do so, please open "Network and Sharing Center" in Windows Control Panel and click

on "Change adapter settings” located on the left side.

5% Metwork and Sharing Center _ [u} %
&« o -‘f < Network and Internet > Network and Shaning Center v @ Search Control Panel Fel
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network Access type: Internet
settings Public network Connections: § Ethernet

Change your networking settings

%“. Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

| roubleshoot problems

Diagnose and repair netwerk p

, or get bleshooting information,

HomeGroup

Infrared

Internet Options

Windows Defender Firewall

2. Right-click on Ethernet, then select Properties. In the appearing menu double-click “Internet
Protocol Version 4 (TCP/IPv4)".

U Ethernet Properties X

MNetworking

¥ Network Connections

Connect using:

T Rx 5 Control Panel Network and Internet I Qualcomm Atheros AR8151 PCI-E Gigabit Ethemet Contro

Organize ~ Disable this network device Diagnose this «

This connection uses the following tems:

L-'. Ethernet . by Ethern &3 Cliert for Microsoft Networks ~
'\‘.‘:-_T Net G Disable - Disabl ’:]:_? File and Printer Sharing for Microsoft Networks
KT e = PANGI 13005 Packet Scheduler
- w Status [ irtermet Protocol Version 4 (TCP/1Pv4) [l
LE : Diagnose 4. Microsoft Network Adapter Multiplexor Protocol
‘“ﬂﬂ&ﬂ No . Microsoft LLDP Protocal Driver
X inte. ®J Bridge Connections 4 Intemet Protocol Version 6 (TCP/IPvE) v
< >
Create Shortcut
G Dl Install... Uninstall Properties
G Rename Description
Transmission Control Protocol/Intemet Protocol. The defautt
. wide area network protocol that provides communication
I G Properties I across diverse interconnected networks.

OK Cancel
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3. Select "Use the Following IP address’, and set:

e 1902.0.2.4 as"IP address"
e 2552552550 as "Subnet mask"
e 192.0.2.1 as "Default gateway"

ATCR/IP protokoll 4-es verzigja (TCP/IPvd) Properties *

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 92,0 ., 2 . 4
Subnet mask: 255 ,255.255. 0
Default gateway: 192, 0 .2 .1

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternative DNS server:

|

[validate settings upon exit Advanced...

Cancel

4. Click on [OK] to apply changes.
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11. USING HTTPS PROTOCOL WITH OSMOND DEVICES

The following procedure details the steps of establishing secure HTTP connection (HTTPS) when
using the Osmond device web interface. The main focus of the method described below is to avoid

using certificates from any third-party publisher for such purpose.
The entire process includes of three main steps:

1. Creating and managing certificates
2. Uploading certificate to Osmond devices and activating HTTPS

3. Importing root certificate to web browser

The procedure can be performed on both Linux and Windows operating systems as well. For both OS
types, SSL library must be installed. For more information on installing SSL to Windows 10, you may

refer to the following link: https://www.stechies.com/installing-openssl-windows-10-11/

1. Creating and managing certificates
1.1 Root CA certificate

Root-CA is used to sign device certificates. After importing to web browser as a trusted root

certificate, other certificates signed by Root CA are also considered as trusted.

1.1.1 Generating Root CA

- At first, a private key should be generated that is necessary for generating the certificate:

openssl genrsa -out CA.key 4096

- Then, generate the CA certificate:

openssl reqg -x509 -new -nodes -key CA.key -sha256 -days 1826 -out
CA.crt -subj "/CN=CompanyName Root
CA/C=HU/ST=Budapest/L=Budapest/O=CompanyShortName"
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1.2 Device Certificate
1.2.1 Generating device certificate (devicename.subdomain.company.hu)
The device private key and a ‘certificate signing request’ (devicename.key, devicename.csr)

openssl reqg -new -nodes -out devicename.csr -newkey rsa:4096 -
keyout n204109.key -subj
"/CN=devicename.subdomain.company.hu/C=HU/ST=Budapest/L=Budapest/O
=CompanyShortName"

The "devicename" is the hostname of your device.
The hostname of your device is OSMOND-N{serialnumber’}, e.g., OSMOND-N204109. The
serial number of your device is printed to the sticker located at the bottom of your scanner.

*Type the serial number without the very first character.

1.2.2 Signing the CSR with Root CA

- Linux:

cat > devicename.v3.ext << EOF
authorityKeyIdentifier=keyid, issuer
basicConstraints=CA:FALSE
keyUsage = digitalSignature, nonRepudiation,
keyEncipherment, dataEncipherment
subjectAltName = (@alt names
[alt names]
DNS.1 = devicename.subdomain.company.hu

EOF

- Windows:

copy con devicename.v3.ext
authorityKeyIdentifier=keyid, issuer
basicConstraints=CA:FALSE

keyUsage = digitalSignature, nonRepudiation, keyEncipherment,
dataEncipherment

subjectAltName = @alt names

[alt names]

DNS.1 = devicename.subdomain.company.hu

~7Z

openssl x509 -req -in devicename.csr -CA CA.crt -CAkey CA.key -
CAcreateserial -out devicename.crt -days 730 -sha256 -extfile
devicename.v3.ext

anual
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1.2.3 Creating the HTTPS certificate

The HTTPS certificate can be created by simply copying the device key and cert files together,

as follows:

- Linux:

cat devicename.crt devicename.key > devicename.ssl.cert

- Windows:

Get-Content devicename.crt, devicename.key | Set-Content
devicename.ssl.cert

Contents of the devicename.ssl.cert file:

MITFwTCCA6mgAwWIBAgIUedwVn/akwZrNUSuh7NM+VNtiFQgwDQYJKoZ ThvceNAQEL
BOAWVTETMBEGA1UEAwWTAPBgNVBAgM {MORE DATA} N94M/
Zh3RxAs1D45esm2KvdnYuzsONQk+YPkVhBM5n37CFV]FR] 6BsQ==

MIIJQQIBADANBgkghkiGOwOBAQEFAASCCSswggknAgEAACOICAQCWVILGL)gYUuBl
Fhwh3pe0GQg9/q {MORE DATA} k6eA0K1ZVA9FI4h/CBtldaOg4m
BtMaKi5j4QaIDWGefOZJEcs08NEJ
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2. Configuring HTTPS via Osmond device web interface
2.1 Uploading certificate and activating HTTPS via Osmond web interface

HTTPS can be activated and HTTPS cert can be uploaded via the NETWORK / WEB SERVER
menu of the Osmond device web interface. For more information, please refer to the WEB
SERVER chapter of the Osmond User Manual.

2.2 Uploading certificate via .json configuration file

For activating HTTPS and uploading HTTPS certificate via json configuration file, please refer

to the following sample:

//Properties
[
{
"webserver/isHttps" : "1"
by
{
"webserver/certificate/Rawbata" : "---——- BEGIN CERTIFICATE-----
MITFwTCCA6mgAwWIBAgIUed4wVn/akwZrNUSuh7NM+ wKQV {MORE DATA}
AKGA1UEBhMCSFUxXETAPBgNVBAgM CEJ1ZGFwZXNOMREwWDWYDVCNMjMw Q== —----- END
CERTIFICATE-—-—-—-— —-———-— BEGIN PRIVATE KEY-—---- MITJQQIBADANBgkghkiG
{MORE DATA} AoICAQCWvJILgGLjqYUuBlBFMZppLQCfkI/4TZcaHelIcZ9uT2M1EZrNWVS
1H3009NONwFANM6TI40KgdC712Sy Fhwh3pe0OGQg9/ FJ —----- END PRIVATE KEY---

Mind \n (0x0A) line endings in json file. Missing or invalid line endings cause update file to
be ignored by the device.
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3. Browser settings

In order to establish secure connection to Osmond device web interface via web browser, the root CA
must be imported to browser so the device cert. can be trusted. The following steps should be

performed once for any browser:

3.1 Firefox

Settings — — Privacy and Security — Certificates — View Certificates — Authorities — Import...

3.2 Google Chrome

Settings — Privacy and Security — Security — Manage Device Certificates — Trusted Root
Certification Authorities — Import...

For NetAPI use, the root CA must be added to the PC OS trusted source list on the PC running
the NetAPI application.
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12. INSTALLATION OF THE SSL CERTIFICATE

In this section the installation of the SSL certificate on Windows and Linux operating systems will be
discussed. The acquisition of the SSL certificate will not be detailed, but a website will be linked. By
clicking on this link, a certificate valid for 90 days can be requested for free according to the web page,

address of which is the following:

https://www.sslforfree.com/

12.1. INSTALLING THE SSL CERTIFICATE ON WINDOWS 10

1. Start the Internet Information Services (IIS) program:
- Open Start menu

- Enter:iis

All Apps Documents Web More »

Best match

Internet Information Services (11S) :
Manager =

App

ot Internet Information Services (IIS) Manager

App
L iis - See web results

ils manager )
1 Open

o]
O iis crypto

HE ) Run as administrator
O i .
-~ 1is express Open file location
o

iisreset = Pin to Start

2. Double-click on the Server Certificates icon located in the middle part of the window under the IIS

bar.

3. Select "Import..." from the Actions menu located on the right side.

~ ~ =
_ € b OSMOND-SMBUPLO » & o @ -

File  View Help

Connections . . Actions
gg' Server Certificates I_I
b Irpart.., [
JC= - .
! (,),fh’:OI\:D iMEI;PL? ARy Use this feature to request and manage certificates that the \Web server can use with websites configured for Create Certificate Request..,
T S':p \Fatian Faol 8L Complete Certificate Request..,
-[&| Sites
Filter: - Go ~ i Show All | Group by: Mo Grauping - Create Domain Certificate.., |
Marne Issued To Issued By Expiratio Create Self-Signed Certificate.., |
odrive-self-signed odrive-self-signed 11787202 iew..
K Rernove
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4. Inthe appearing window:

Enter the filename and the path of the certificate to the Certificate file (.pfx) field. Alternatively,

browse the certificate file by clicking on the [...] button.

e The file format must be .pfx. If the file has a different format, convert it to .pfx by using
OpenSSL (or other utility program).
For example:

Converting a certificate with .pem format to pfx format:
openssl pkcsl2 -inkey privkeyl.pem -in certl.pem -export -out

rootca.pfx

If the certificate is password protected, enter its password to the Password field.

Select "Personal’ under Select Certificate Store.

Impaort Certificate ? >

Certificate file { pfx):

|C:\smb_pruhashare\smbup.pﬁc |

Passward:

Select Certificate Store:

Personal w

Allowy this certificate to be exported

5. After performing these settings, click on the [OK] button.

6. Itis recommended to copy the certificate to the file system:

Open Command Prompt. Command Prompt can be accessed by entering ‘cmd” text to the

search bar at Start menu and clicking on the appearing Command Prompt line.

Create the library structure:
mkdir c:\Users\tesztg\ssl\certs\
mkdir c:\Users\tesztg\ssl\private\

Navigate to the certificates:

cd c:\smb_probashare

Copy the files of the certificate to the created library structure:
copy certl.pemc:\Users\tesztg\ssl\certs\

copy privkeyl.pemc:\Users\tesztg\ssl\certs\
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12.2. INSTALLING THE SSL CERTIFICATE ON UBUNTU

The following commands apply to Ubuntu 22.04. However, the SSL certificate can be installed to other
Linux versions with similar commands as well. The commands can be issued from a terminal.

In the example the certificate consists of two pem files:
certl.pem

privkeyl.pem

The certl.pemisthe certificate. The privkeyl .pemis the key. If the certificate is not in this format,

it is recommended to convert it to pem format with e.g., OpenSSL program.

1. Update Ubuntu:
sudo apt update
sudo apt upgrade -y

2. Install OpenSSL:
sudo apt-get install openssl

3. Itis recommended to navigate to the library containing the certificate.
For example:
cd /home/tesztg

4. Check if the cert library already contains files with the certl.pem and privkeyl .pemnames:
[ e /etc/ssl/certs/certl.pem] && echo "exists"

[ ~e /etc/ssl/private/privkeyl.pem] && echo "exists"

5. If the cert library already contains files with the certl.pem and privkeyl.pem names, then
rename the new ones:
mv certl.pemcert2.pem

mv privkeyl.pem privkey2.pem

In the further examples the original filenames will be used (certl . pem, privkeyl.pem).
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6. Copy the cert and the key files to the OpenSSL library:
sudo cp certl.pem /etc/ssl/certs

sudo cp privkeyl.pem /etc/ssl/private

7. Set therights:
sudo chmod 644 /etc/ssl/certs/certl.pem
sudo chown root:ssl-cert /etc/ssl/private/privkeyl.pem

sudo chmod 640 /etc/ssl/private/privkeyl.pem

8. Add the user to the SSL cert group in order to read the private keys:

sudo usermod -a -G ssl-cert tesztg
where:
ssl-cert isthe name of the group

tesztgis the name of the user

9. Restart the PC:

sudo reboot
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12.3. QUERYING THE INTERMEDIATE CERTIFICATE

The two files mentioned before, can contain all keys (public, private) and certificates (root,
intermediate, server).
1. The server — e.g., Apache?2 server — can be tested with the following command:
openssl s_client —-connect test.example.com:443 -servername
test.example.com
where:
test.example.com s the fully qualified domain name (FQDN) of the server

443 is the port through which the server is listening

2. If everything is OK, the following line is returned:

Verify return code: 0 (ok)

3. Butif the following line is returned, the intermediate certificate may be missing:

Verify return code: 21 (unable toverify the first certificate)

4. In order to query the intermediate certificate, run the following command:
openssl s_client —-connect test.example.com:443 -servername

test.example.com > logcertfile

This command creates a file named logcertfile.

5. After this, run one of the following commands according to your operating system:
- Incase of Linux:

openssl x509 -in logcertfile —noout -text | grep -i "issuer"

- In case of Windows:

openssl x509 -in logcertfile -noout -text | findstr /i "issuer"

This command returns the URI through which the intermediate certificate can be downloaded.
In the present example the output of the command above is the following:
Issuer: C=US, O=Let's Encrypt, CN=R3

CA Issuers - URI:http://r3.i.lencr.org/

With this:

curl --output intermediate.crthttp://r3.i.lencr.org/
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6. The created intermediate. crt certificate must be converted to PEM format:

openssl x509 -inform DER -in intermediate.crt -out intermediate.pem -text

7. The resulting intermediate.pem file must be copy to the server. If the file is already on the

server in another library, then the following commands can be issued from that given library:
sudo cp intermediate.pem /etc/ssl/certs/

sudo chmod 644 /etc/ssl/certs/intermediate.pem

8. Then, it must be set in the configuration file of the server. In case of Apache?2 server, set in the
conf extension file:

SSLCertificateChainFile /etc/ssl/certs/intermediate.pem

9. At last, restart the Apache2 server:

sudo systemctl restart apache2.service

12.4. MERGING THE INTERMEDIATE AND THE SERVER CERTIFICATES

If the several files of the same certificate are to be merged (e.g., merging the intermediate certificate
with the server and root certificates), then enter the following command:

sudo catcertl.pemintermediate.pem>certl full chain.pem

If the newly created file (certl full chain.pem) does not work, concatenate the files in a

different order. For example:

sudo cat intermediate.pemcertl.pem>certl full chain.pem

After that:
sudo chmod 644 /etc/ssl/certs/certl full chain.pem

In this case just pass the generated file to the Apache?2 server.

WSS servers also use such full chain file, because only one certificate file and one key file
can be passed.
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13. SETTING THE WS PROTOCOL ON OSMOND

The current version (1.8) of the Osmond firmware is capable of uploading the scanned data to a server
via multiple protocols.
In this section the settings of the WebSocket (WS) protocol will be explained.
The parameters are the following:
e |P address of the WS server: 192.168.1.2
e The shared folder on Windows (upload path): C:\ws_share

e The shared library on Linux: /home/tesztg/ws_share

13.1. WS SERVERS

In the Annex chapter three WS servers can be found. Their source codes are also available in the
ws_server_java, ws_server_python and ws_server_ruby libraries. One is written in Ruby, the other in
Python, and the third in Java. Each can be used for receiving and storing the compressed (zip)

packages of Osmond via WebSocket.

It is recommended to save the source code as a file named ws_server_ruby.rb, ws_server_python.py

or ws_server_java.java, because this description will refer to the servers by these names.
Each WS server has a configuration file. The names of these configuration files are the following:

ws_server_ruby.json, ws_server_python.json and ws_server_java.json. They can be found in the Annex

as well. Installing only one of the three servers to a PC is adequate.

258/452

e Recognition America Adaptive Recoanition Nordic REQUESTINFO@A

cognition Hungary . A ognition Singapore WW




OSMOND User Manual

13.2. INSTALLING AND SETTING THE WS SERVER ON WINDOWS 10

13.2.1. INSTALLING RUBY

1. Download and install Ruby 3 or newer version with Devkit (currently Ruby+Devkit 3.1.2-1 (x64) can
be accessed):

- Navigate to https://rubyinstaller.org/downloads/.
- Select "Add Ruby executables to your PATH" and "Associate .rb and .rbw files with this Ruby
installation” by ticking the checkboxes.

- Then, click on [Install].

|—~l'_=, Setup - Ruby 3.1.2-1-x84-ucrt with b EYS2 - >

Installation Destination and Optional Tasks w

Setup will install Ruby 3.1.2-1-x64-ucrt with MSY52 into the Following Folder. Click Install ta
~ continue or dick Browse to use a different one,

Flease avoid any folder name that contains spaces {e.g. Program Files),

Erowse, .,

add Ruby executables to vour PATH
Associate .rb and .rbw Files with this Ruby installation

TIP: Mause aver the above options for more detailed information,

Required free disk space: ~42.2 MB

Back. Install Cancel
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- Select "Ruby Rl and HTML documentation” and "MSYS2 and MINGW development toolchain”

by ticking the checkboxes.
rir‘ Setup - Ruby 3.1.2-1-xB84-ucrt with MSYS2 — *
Select Components
Which components should be installed? w

Select the components wou want to install; clear the components you do not want ko install, Click Mext
when you are ready ko continue,

Ruby-3.1.2 base files 39.2 MB
Ruby RI and HTML documentation 40,7 ME
M5Y¥52 development toolchain 2022-04-19 8174 MB

Ruby will be installed into C:\Ruby31-x64 and MSYS2Z will be installed inko C\Ruby31-xE4\msyséd, Please
run “ridk install” on the last installer page to initialize i, It can be updated later per “ridk instal® as well,

Current selection requires at least 900,2 MB of disk space,

Back. Cancel

- After the installation is finished, run "ridk install" too by selecting the "Run 'ridk install' to set

up MSYS2 and development toolchain." option.

[b Setup - Ruby 3.1.2-1-x64-ucrt with MSYS2 ]

Completing the Ruby 3.1.2-1-x64-ucrt
with MSYS2 Setup Wizard

Setup has finished installing Ruby 3.1.2-1-x64-ucrt with MSYS2 on your
computer, The application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

[ Run 'ridk install' to set up MSYS2 and development toolchain.
MSYS2 is required to install gems with C extensions.
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- In the appearing terminal select "3 — MSYS2 and MINGW development toolchain” by typing
3 and then pressing the [Enter] key.

BE ChWindowstsystern3Zicmd.exe — [m} 54

MIMG W deweiopment toolchain

1all be installed? If unsure pr

A-winpthr
up to date --
4-pkgcont-
ng
2 and MINGYW development toolchain

1llatien
{optional)

which components shall be installed? If unsure press ENTER [] o

2. Restart the PC.

3. Open Command Prompt. Command Prompt can be accessed by entering "cmnd" text to the search
bar at Start menu and clicking on the appearing Command Prompt line.

4. Install the websocket-eventmachine-server ruby package in the Command Prompt:

gem install websocket-eventmachine-server
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13.2.2. INSTALLING THE RUBY WS SERVER

1.

Create a library which will receive the packages. For example, use the following command in the

terminal:
mkdir C:\ws_share

Create a library where the WS server files are to be copied. For example, use the following

command in the terminal:

mkdir C:\temp\ws_server ruby

Copy the  ws_server_ruby.rb and the  ws_server_rubyjson files to the
C:\temp\ws_server_ ruby library. The ws_server_ruby.rb and the ws_server_ruby.json files

can be found in the Annex chapter.

In the ws_server_ruby.json file set the port number through which the server will be listening, and
the directory which will receive the uploaded zip files.
e 'ws_port": "2080"
It is recommended to set the port number to 2080.

e 'upload_directory": "C:\\ws_share"
On Windows, the upload_directory can be entered the following ways:
- C:\\ws_share

- C:/ws_share
Navigate to the WS server directory in command line:
cd C:\temp\ws_server_ ruby

Start the server:

ruby ws_server ruby.rb
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7. If a window pops up indicating that Firewall has blocked Ruby, click on the [Allow access] button

on this window. Thereby Ruby interpreter can accept the incoming connections.

B Windows Security Blert X

Windows Defender Firewall has blocked some features of this

2JHE

Windows Defender Firewall has blocked some Features of Ruby interpreter {CUL 3.1.2p20
[xE4-mingw-ucrt] an all public, private and domain netwarks,

“ Tanne: Rubey interpreter (CUT) 3.1, 2p20 [x&4-mingw-ucrt]
Publisher; htkp: v, ruby-lang.org)
Path: Ciruby31-xeibiniruby. exe

Allow R_ul:uy inkerpreter (CUI) 3.1.2p20 [x64-mingw-ucrt] to communicate on these

Domain networks, such as a workplace netwark,

Private networks, such as my home or work network,

[CJublic nekwarks, such as those in airparts and coffee shops (not recommended:
because these networks often have little or no security)

What are the risks of allowing an app through a Firewall?

D Allow access Cancel

8. Inorder to stop the server, use the Ctrl + C keyboard shortcut or simply close the terminal.
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13.2.3. INSTALLING PYTHON

1. Download and install Python 3 or newer version (currently Python 3.11.3 can be accessed):

- Navigate to https://www.python.org/downloads/.

- Select "Use admin privileges when installing py.exe" and "Add python.exe to PATH" by ticking
the checkboxes.

- Then, click on [Install Now].

% Python 3.11.0 (64-bit) Setup — X

Install Python 3.11.0 (64-bit)

Select Install Mow to install Python with default settings, or choose
Customize to enable or disable features.

% Install Now
Ch\Users\tesztg\AppData\Local\Programs\Python'\Python311

Includes IDLE, pip and documentation
Creates shortcuts and file associations

—» Customize installation
Choose location and features

pgthfo_n

Use admin privileges when installing py.exe

Add python.exe to PATH Cancel

windows

- Afterinstallation, it is recommended to restart the PC.

2. Open Command Prompt. Command Prompt can be accessed by entering "cmd" text to the search

bar at Start menu and clicking on the appearing Command Prompt line.

3. Install the websockets python package in the Command Prompt:

pip install websockets
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13.2.4. INSTALLING THE PYTHON WS SERVER

1.

Create a library which will receive the packages. For example, use the following command in the

terminal:
mkdir C:\ws_share

Create a library where the WS server files are to be copied. For example, use the following

command in the terminal:

mkdir C:\temp\ws_server python

Copy the ws_server_python.py and the ws_server_pythonjson files to the
C:\temp\ws_server_ python library. The ws_server_python.py and the ws_server_python.json

files can be found in the Annex chapter.

In the ws_server_python.json file set the port number through which the server will be listening,
and the directory which will receive the uploaded zip files.
e 'ws_port": "2080"
It is recommended to set the port number to 2080.

e 'upload_directory": "C:\\ws_share"
On Windows the upload_directory can be entered in the following ways:
- C:\\ws_share

- C:/ws_share

Navigate to the WS server directory in command line:

cd C:\temp\ws_server_ python

Start the server:

python ws_server python.py
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7. If awindow pops up indicating that Firewall has blocked Python, click on the [Allow access] button

on this window. Thereby Python interpreter can accept the incoming connections.

B Windows Security Blert X

Windows Defender Firewall has blocked some features of this

2JHE

Windows Defender Firewall has blocked some features of Python on all public, private and
domain networks,

F Tanne: Prythion
Publisher; Python Software Foundation

Path: C\usersitesztglappdatailocalprogramsipython
\python311ipython.exe

Allow Python ko communicate on these networks:

Domain networks, such as a workplace netwark,

[ Frivate networks, such as my home or work nebwork

[JPublic netwarks, such as those in airports and coffee shops (ot recommended
because these networks often hawve little or no security)

What are the risks of allowing an app through a Firewall?

D Allow access Cancel

8. Inorder to stop the server, use the Ctrl + C keyboard shortcut or simply close the terminal.
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In the following section the installation of OpendDK will be described. For running the WS server, any

version of Java can be used. The testing on Windows has been performed with the version 18 of

OpendDK.

1. Navigate to https://jdk.java.net/java-se-ri/18.

2. Download the OpendDK installer for Windows.

3. Decompress the zip file and copy its contents to the C:\Program Files\Java library:

— Open File Explorer with administrator rights:

e Open File Explorer by clicking on its icon on taskbar or from the Start menu.

e Browse the C:\Windows\explorer.exe file.

e Right click on the file.

e Inthe appearing quick menu select the "Run as administrator" menu item.

Share B

&« v
Marne
# Quick access
9 Desk Wfin5x S
eskto
P [85] bfswe.exe
* Dovvnloads

Ij bootstat.dat

=] Documents |5 Dteinstall.log

&= Pictures

Application Toaols

» ThisPC » Local Disk (T » Windows »

#

Date modified

1042972042 4:44 P
104672021 3:51 Ph
11/10/2022 607 P
3112022 3:00 Ph

PR CE A T

Open

Run as administrator

Share with Skype
Pin to Start

Edit with Notepad++
Share

Pin to taskbar

Type

File falder
Application
DAT File

Text Docurment

=

plication
plication
plication

kt Docurment
kt Docurment
H File
plication

et Docurment

r explorer
configs e HelpPan
J’ Music |E§E]hh.exe I G
stmb_probashare IJ jis.log
b =] Isasetup
Ws_SEPGEE_FUI = B
S [ mib.bin| &
@ OneDrive [ notepad =
[ PFROG:
[ This PC L
" =] Professic o
¥ Metwork el py.exe

| I T

Scan with Bitdefender Endpoint Security Tools

Restore previous versions

L Document

plication

P PR S

Size

S0 KB
66 KB
2KB
5,034 KB
1,051 KB
18 KR
41 kB
2KB

43 KB
197 KB
113 KB
KR
T20KB

Anien

— Inthe recently opened File Explorer browse the downloaded zip file. (The name of the current

version is "openjdk-18+36_windows-x64_bin.zip".)

— Double click on the zip file.
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— Rightclick on it, then in the appearing quick menu select "Copy".

Horme Share Wiewy Campressed Faolder Toals

&« v : » This PC » Local Disk {C:) » smb_probashare » openjdk-18+36_ windows-x64_hinzip » v | D
MHame Type Compressed size Pazsward ..
7 Quick access
jdk—= File falder

[ Desktap J Open
; Downloads Explore
@ Documents Cut
= Pictures Copy

configs Delete
J‘! rusic

Properties

stnb_probashare

wes_server_ruby

— Then, navigate to the C:\Program Files\ library.

— Rightclick on a neutral area, then select New / Folder menu item from the pop-up quick menu.

View >
Sort by >
Group by >
Refresh

Custormize this folder...

Paste

Paste shortcut
Git GUI Here
Git Bash Here

Give access to
=

New > | & Folder

Froperties

- After that, Windows creates a new directory. Rename it to "Java" and press [Enter].
— Double click on Java directory to enter the holder.

— Right click on a neutral area, then select Paste.

View >
Sort by >
Group by >
Refresh

Customize this folder...

Paste

Paste shortcut
Git GUI Here
Git Bash Here

Give access to >
New >
Properties
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— After decompression, copy to clipboard the path of the Java directory:
e Double click on the created directory (e.g., named jdk-18) to enter the holder.
e Click on a neutral area of the address bar of the File Explorer (e.g., to the right of the path
of the folder).

e Inthe appearing quick menu select "Copy".

] = | jdk-18

“ Home Share Wiew

€« C\Program Fileshava\jdk-18
Undo
Marne Type
s Quick access Cut
bin File folder
I Desktop * Copy
conf Faste File folder
4 Downloads # .
include Delete File folder
%] Documents of jmods File folder
. lect All
= Pictures o+ legal Eile folder
configs lib Right to left Reading order File folder
D Music | release Showr Unicode control characters File
smb_probashare Insert Unicode control character >
ws_server_ruby Open IME

Recanversion

& OneDrive

Open Control Panel. Control Panel can be accessed by entering its name to the search bar at Start
menu and clicking on the appearing Control Panel line.
Navigate to Control Panel / System and Security / System / Advanced system settings.

In the appearing window click on the [Environment Variables...] button.

Syster Properties X

Computer Mame  Hardware  Advanced  Spstem Protection  Femate

You mugt be logged on az an Administrator to make most of these changes.

Performance

Wizual effects, processor scheduling, memony usage, and virtual memon

Settings...
User Profiles
Desklop settings related to your sign-in

Settings...
Startup and Fecavery
Syztem startup, spstem failure, and debugging information

Seftings...

Errdironment Yariables. ..

0K Cancel Lpply
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7. In the pop-up window under System variables select the Path variable. Then, click on the [Edit..]
button.

System variables

Wariable Walue o

laia_HOME c\Program Files\avaljdk-18.0.1.1_2
MUMBER_OF_PROCESSORS 2

0% Windows WT

PATHEXT JCOM;.EXE; BAT:.CMD; VB S, MBE;.J 5. J5E; WSF, WSH;.MSC

PROCESSOR_ARCHITECTURE  AMDG4

PROCESEOR IDEMTIFIER Intel&d Familvy 6 Model 43 Steppina 7. Genuinelntel M
Mewr... Edit... Delete

8. Inthe appearing window click on the [New] button.
9. Paste the path copied to clipboard into a new row. Complete the copied path with the \bin

directory:
C:\ProgramFiles\Java\jdk-18\bin

10. Then, click on [OK].
11. After that, in the System variables section select the [New..] button.
12. In the pop-up window enter the following values:

— Variable name: JAVA_HOME

— Variable value: C:\Program Files\Java\jdk-18

Mews System Variable X

\atiable name: | 1845, HOME| |

Wariable value: | CMProgram Fileshavaljdk-18 |
Browvse Directary,. Browse File,., Cancel

13. Then, click on [OK].
14. After that, select the [OK] button again.

15. Close the window and restart Windows.
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16. Check if the installation is properly performed:
— Open Command Prompt. Command Prompt can be accessed by entering "cmd"” text to the
search bar at Start menu and pressing [Enter].

— Inthe Command Prompt enter the following command:

java -version

— If the returned value is openjdk version "18", then Java is properly installed.

B Cormmand Prampt

[Wersion 18.¢6
poration.

ed mode, sharing)
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13.2.6. INSTALLING THE JAVA WS SERVER

1.

Create a library which will receive the packages. For example, use the following command in the
terminal:
mkdir C:\ws_share

Create a library where the WS server files are to be copied. For example, use the following

command in the terminal:

mkdir C:\temp\ws_server java

Copy the  ws_server_javajar and the  ws_server_javajson files to the
C:\temp\ws_server java library. The ws_server_javajar and the ws_server_java.json files

can be found in the Annex chapter.

In the ws_server_java.json file set the port number through which the server will be listening, and
the directory which will receive the uploaded zip files.
e 'ws_port": "2080"
It is recommended to set the port number to 2080.

e 'upload_directory": "C:\\ws_share"
On Windows the upload_directory can be entered in the following ways:
—  C\\ws_share

— C:/ws_share
Navigate to the WS server directory in command line:
cd C:\temp\ws_server_ java

Start the server:

java -jar ws server java.jar
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7. If a window pops up indicating that Firewall has blocked Java, click on the [Allow access] button

on this window. Thereby Java interpreter can accept the incoming connections.

@ Windows Security Alert x

@ Windows Defender Firewall has blocked some features of this
app

windows Defender Firewall has blocked some Features of SpenlDk Platform binary onall public,
privake and dornain networks,

g“ Mame: CpenlDr Plakform binary
Publisher: Zirache Corporation

Path: Ciprogram filesijavaljdk-18binYjava.exe

Allows OpenlDk Plakform binary bo communicate on these networks:

[+] Domain networks, such as a workplace network

[#]Frivate netwarks, such as my home ar work netwark;

[]Public netwarks, such as those in airports and coffee shaps (ot recommended
because these networks often have little or no security)

what are the risks of allowing an app through a Firewall?

E;Jﬂllow access Cancel

8. In order to stop the WS server, use the Ctrl + C keyboard shortcut or type "exit" in the running

terminal.
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13.3. INSTALLING AND SETTING THE WS SERVER ON LINUX

13.3.1. INSTALLING RUBY

Under Linux install Ruby from command line. The commands may depend on the distribution.

The following commands apply to Ubuntu 22.04.

1.

Update Ubuntu:
sudo apt update
sudo apt upgrade -y

Install Ruby (it may have been already installed):
sudo apt install ruby-full

After installation, it is recommended to query the Ruby version:

ruby --version
If the returned value is 3 or greater, the version is correct.

Install the websocket-eventmachine-server ruby package in the command line:

sudo gem install websocket-eventmachine-server
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13.3.2. INSTALLING RUBY WS SERVER

1.

Create a library which will receive the packages. For example, use the following command in the
terminal:

mkdir /home/tesztg/ws_share

The user running the WS server, is the "tesztg" Therefore create the package directory in the home

directory of this user.

Create a library where the WS server files are to be copied. For example, use the following

command in the terminal:

mkdir /home/tesztg/ws_server ruby

Copy the  ws_server_ruby.rb and the  ws_server_rubyjson files to the
/home/tesztg/ws_server ruby library. The ws_server_ruby.rb and the ws_server_ruby.json

files can be found in the Annex chapter.

In the ws_server_ruby.json file set the port number through which the server will be listening, and
the directory which will receive the uploaded zip files.
e "ws_port" "2080"
It is recommended to set the port number of the WS server to 2080.

non

e 'upload_directory": "/home/tesztg/ws_share"
If the upload_directory is in the home directory of the user who runs the WS server, then
the tilde (~) character can be used for substituting the home directory of the user.
Therefore, the example above can be entered in the following way as well:

~/ws_share
Navigate to the WS server directory in command line:
cd /home/tesztg/ws_server ruby

Start the server:

ruby ws_server_ ruby.rb
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13.3.3. INSTALLING PYTHON

Most Linux distributions, including Ubuntu 22.04, install one of the Python versions during its
installation.

In order to perform the following steps, open a terminal.

1. Before querying the version, it is recommended to update the operating system:
sudo apt update
sudo apt upgrade -y

2. Query the Python version:
python3 -V

This queries the version of Python 3.
- Ifno error is returned, the Python version is correct.

- Iferroris returned, install Python 3:

sudo apt-get install python3

3. Install the websockets python package:

pip install websockets
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13.3.4. INSTALLING PYTHON WS SERVER

1.

Create a library which will receive the packages. For example, use the following command in the
terminal:

mkdir /home/tesztg/ws_share

The user running the WS server, is the "tesztg" Therefore create the package directory in the home

directory of this user.

Create a library where the WS server files are to be copied. For example, use the following

command in the terminal:

mkdir /home/tesztg/ws_server python

Copy the ws_server_python.py and the ws_server_python.json files to the
/home/tesztg/ws_server python library. The ws_server_python.py and the

ws_server_python.json files can be found in the Annex chapter.

In the ws_server_python.json file set the port number through which the server will be listening,
and the directory which will receive the uploaded zip files.
e "ws_port" "2080"
It is recommended to set the port number of the WS server to 2080.

non

e 'upload_directory": "/home/tesztg/ws_share"
If the upload_directory is in the home directory of the user who runs the WS server, then
the tilde (~) character can be used for substituting the home directory of the user.
Therefore, the example above can be entered in the following way as well:

~/ws_share

Navigate to the WS server directory in command line:

cd /home/tesztg/ws_server python

Start the server:

python3 ws_server python.py
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13.3.5. INSTALLING JAVA

Most Linux distributions, including Ubuntu 22.04, install one of the Java versions during its installation.
Ubuntu 22.04 currently contains the OpenJDK 11.0.17 by default.

In order to perform the following steps, open a terminal.

1. Before querying the version, it is recommended to update the operating system:
sudo apt update
sudo apt upgrade -y

2. Query the Java version:

java -version

Result of this query can take the following values:
e If the returned value is "Command ‘java’ not found’, then Java is not installed.
e If the returned value is a version number (e.g., 11.0.17), then Java is installed and no other

steps are needed.

3. If Javais not installed, enter the following command in the terminal:
sudo apt install default-jdk

4. After finishing the installation, check which version has been installed with the following

command:

java -version
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13.3.6. INSTALLING JAVA WS SERVER

1.

Create a library which will receive the packages. For example, use the following command in the

terminal:

mkdir /home/tesztg/ws_share

The user running the WS server, is the "tesztg" Therefore create the package directory in the home

directory of this user.

Create a library where the WS server files are to be copied. For example, use the following

command in the terminal:

mkdir /home/tesztg/ws_server java

Copy the  ws_server_javajar and the  ws_server_javajson files to the
/home/tesztg/ws_server java library. The ws_server_java.jar and the ws_server_java.json

files can be found in the Annex chapter.

In the ws_server_java.json file set the port number through which the server will be listening, and
the directory which will receive the uploaded zip files.
e "ws_port" "2080"
It is recommended to set the port number of the WS server to 2080.

e 'upload_directory" '/home/tesztg/ws_share'
If the upload_directory is in the home directory of the user who runs the WS server, then
the tilde (~) character can be used for substituting the home directory of the user.
Therefore, the example above can be entered in the following way as well:

~/ws_share

Navigate to the WS server directory in command line:

cd /home/tesztg/ws_server java

Start the server:

java -jarws_server java.jar
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7. In order to stop the WS server, use the Ctrl + C keyboard shortcut or type "exit" in the running
terminal.
e The WS server may not shut down immediately. In this case the server throws an error

message at the next startup:

java.net.BindException: Address already in use
e At this time query the running WS processes:
ps ax | grepws_ | grep -v grep

e The first number is the process ID. The ongoing Java process can be shut down by
knowing this number.
For example:

3630 pts/2 S1+ 0:00 java -jar ws_server java.jar

e Then,in this case:
kill 3630
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13.4. SETTING ON OSMOND

The parameters of the WS protocol can be set on the web interface of the Osmond device. By default,
the web interface is accessible on 192.0.2.3:3000, but it can be set to another address as well.

The IP address of the Osmond in the example is 192.168.6.244:3000.

1. After signing in to the web interface, click on the Main menu (the three horizontal stripes; at the
top left corner of the webpage) in order to open the menu items.

2. Navigate to ADMINISTRATION / RESULT UPLOAD.

3. Click on the [Edit] button belonging to WS protocol.

ADAPTIVE

READER APP /[ ADMINISTRATION [ RESULT UPLOAD v1.8.0011

& ADMINISTRATION

" SAVE

USERS No store

DATE AND TIME

Local database

LANGUAGE W5

Ul COLORS

WSS

ENGINES AND LICENSES o
FTP :2 & Edit

SFTP @ Edit

RESULT UPLOAD

LOG UPLOAD -
FTPS & Edit

SMTP w448 @ Edit

DATABASE UPLOAD

CONFIG UPLOAD
SMB & Edit
UPDATE SERVER
WebDav @ Edit

EMAIL NOTIFICATION

@ NETWORK

® APPLICATION
From To
® SCAN PROCESS

% MAINTENANCE

Subject Carbon copy [cc)

o aur
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4. On the appearing menu set the following:

- Host: IP address of the WS server, in this case: 192.168.1.2
- Port: Port of the WS server: 2080

Leave the other fields blank.

' SAVE

WS (WEBSOCKET

Host Port

2080

Access directory

192.168.1.2

Remote directory Reconnect attempts Upload frequency [seconds)

Close handshake timeout, 0: off [ms) Enable partial upload
240000
Send the version number of the loaded configuration

€ CANCEL m 'O RESET | « SAVE

Check the correct settings are applied by clicking on the [TEST] button.
Every test result must be passed (green).

6. If the test is passed, click on the [SAVE] button.
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7. Then, navigate to SCAN PROCESS / MAIN CONFIGURATION. In this menu item, under PACKAGE
UPLOAD OPTIONS / Communication type select WS (WebSocket) protocol.

8. Then, click on the [SAVE] button.

After performing these settings, the scanned documents are transferred to the upload server as a zip

file.

PACKAGE UPLOAD OPTIONS

AutoSend Package type

Auto v ZIP ~
Image type JPEG compression

.bmp A 90
Communication type Email notification

WS [WebSocket) v

SITE OPTIONS

OSMOND-MN203596 Web Interface

O RESET |  SAVE
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13.5. ANNEX

13.5.1. WS_SERVER_RUBY.RB

require
require

ws_port = (JSON.parse File.read )
upload_directory = File.expand_path (JSON.parse File.read
puts

puts #{upload_directory}

EM.run
file_name =
WebSocket::EventMachine::Server.start(:host => :port => ws_port) [ws|
ws.onopen
file_name =

ws.onmessage do |msg, type|
type.to_s ==
(JSON.parse msg.to_s)[ ].length >0
(JSON.parse msg.to_s)[ ].is_a?(Array)
(JSON.parse msg.to_s)[ 1 ].nil?
(JSON.parse msg.to_s)[ 1l ].length >0
(not file_name.nil?) (file_name.length == 0)
file_name = (JSON.parse msg.to_s)[ [ ].gsub(/:

type.to_s ==
(not file_name.nil?) (file_name.length > 0)
f2 = File.open("#{upload_directory}/#{file_name}
f2.write(msg)
f2.close
puts #{file_name}

ws.onclose
file_name =

13.5.2. WS_SERVER_RUBY.JSON
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asyncio
websockets
json

0s

ws_server_ruby_json = json.loads( (
ws_port = int(ws_server_ruby_json|[ )
upload_directory = os.path.expanduser(ws_server_ruby_json[

( )
( upload_directory)

echo(websocket):
file_name =

message in websocket:

( message, str):
data = json.loads(message)
data.keys():
(datal ] :
data[ ].keys():
(datal Il 1>
(file_name (len(file_name) == 0):
file_name = datal 1l ].replace(
( message ):
(file_name) >
(upload_directory + "/" + file_name
file.write(message)
( file_name)
file_name =
e:
( e)
( e.with_traceback())
websockets.exceptions.ConnectionClosedError:

MEINE
websockets.serve(echo ws_port
asyncio.Future()

asyncio.run(main())

13.5.4. WS_SERVER_PYTHON.JSON
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13.5.5. WS_SERVER_JAVA.JAVA

org.example

java.io.BufferedReader

java.io.lOException
java.io.InputStreamReader
java.net.InetSocketAddress
java.net.UnknownHostException
java.nio.ByteBuffer
java.nio.charset.StandardCharsets
java.nio.file.Files

java.nio.file.Path

java.nio.file.Paths

java.util.Collections
org.java_websocket.WebSocket
org.java_websocket.drafts.Draft
org.java_websocket.drafts.Draft_6455
org.java_websocket.handshake.ClientHandshake
org.java_websocket.server.WebSocketServer
org.json.JSONObject

java.io.*

Ws_server_java WebSocketServer {
String =

String
ws_server_java(int port) UnknownHostException {

( InetSocketAddress(port))

ws_server_java(InetSocketAddress address) {
(address)

ws_server_java(int port, Draft_6455 draft) {
( InetSocketAddress(port), Collections.<Draft>singletonList(draft))

}

@Override
onOpen(WebSocket conn, ClientHandshake handshake) {

}

@Override
onClose(WebSocket conn code, String reason remote) {

}

@Override
onMessage(WebSocket conn, String message) {
JSONObject message_json = JSONObject(message)
(message_json.has( N A
(message_json.get( ) JSONObject) {
(((JSONODbject)message_json.get( ILES
(((String)(((JSONObject)message_json.get( )).get( ))).length() > 0) {
){
= ((String)(((JSONObject)message_json.get( ))).replace(
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@Override
onMessage(WebSocket conn, ByteBuffer message) {

{

( length() > 0) {

OutputStream f2 = FileOutputStream(
f2.write(message.array())

f2.flush()

f2.close()

System.out.printin(

(Exception ex) {
System.out.printin( + ex.getMessage())
ex.printStackTrace()
System.exit(1)

String expand_path(String basic_path) {
(basic_path.startsWith("~" + File. ) {
basic_path = System.getProperty( ) + basic_path.substring(1)

basic_path

main(String[] args) InterruptedException, IOException {
{
String full_json_path = System.getProperty( )+
Path path_full_json_path = Paths.get(full_json_path)
('Files.exists(path_full_json_path)) {
System.out.printin( + full_json_path)
System.out.printin( )
System.exit(1)
}
String ws_server_java_str = String(Files.readAllBytes(path_full_json_path), StandardCharsets.
JSONObject ws_server_java_json = JSONObject(ws_server_java_str)
= Integer.parselnt((String)ws_server_java_json.get( )
= expand_path((String)ws_server_java_json.get(
('Files.exists(Paths.get( ) {
System.out.printin(
System.out.printin(
System.exit(1)
}
(Exception ex) {
System.out.println(ex.getMessage())
ex.printStackTrace()
System.exit(1)
}
WSs_server_java s = ws_server_java( )
s.start()
System.out.printin( + s.getPort())

BufferedReader sysin = BufferedReader( InputStreamReader(System.in))
(true) {
String in = sysin.readLine()
s.broadcast(in)

(in.equals( ) A
System.out.printin(
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@Override
onError(WebSocket conn, Exception ex) {
ex.printStackTrace()
(conn = ) {

@Override
onStart() {
System.out.printin(
setConnectionLostTimeout(0)
setConnectionLostTimeout(
}
}

13.5.6. WS_SERVER_JAVA.JSON
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13.5.7. THE STRUCTURE OF THE WS COMMUNICATION DATA CONTENT
1. SENDING THE SETTINGS

In case of setting the "Config (j_on) file upload", the first upload sent at startup will be the

configuration j_on file (it is not a JSON, however very similar). This is not a scanned data, but it is

transferred in ZIP format.

2. SEND DATA THROUGH WS/WSS PROTOCOL

Data transmission is a communication at the end of which the connection is terminated.

Osmond WS server

] open connection

Pl
message 1 [text] -
message 2 [binary]
|
message 3 [text] >
I ti
| close connection pol |

Simplified sequence diagram of the WS/WSS protocol
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3. MESSAGES OF WHICH THE COMMUNICATION CONSISTS
1. Message

TEXT message which can be of two types depending on the value of the "Send the version number
of the loaded configuration?":

e |[fitisenabled:

{

"jsonrpc":"2.0",

"method":"notify",

"params":{
"packageReady":"Sremote_directory/Sfilename",
"deviceName":"SdeviceName",
"serialNumber":"SserialNumber",
"nwRelease":"SnwRelease",
"configVersion":"SconfigVersion"

}
}

e [fitisnotenabled:

{

"jsonrpc":"2.0",

"method":"notify",

"params":{
"packageReady":"Sremote_directory/Sfilename",
"deviceName":"SdeviceName",
"serialNumber":"SserialNumber",
"nwRelease":"SnwRelease"

}
}

2. Message

BINARY type message which contains the file to be uploaded.
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3. Message
TEXT message which can be of two types depending on the value of the "Send the version number

of the loaded configuration?":

e |[fitisenabled:

{

"jsonrpc":"2.0",

"method":"notify",

"params":{
"packageReady":"Sremote_directory/Sfilename",

"deviceName":"SdeviceName",

"serialNumber":"SserialNumber",

"nwRelease":"SnwRelease",
"configVersion":"SconfigVersion",
"fileSent":"end_of_transmission"

}
}

e [fitis notenabled:

{

"jsonrpc":"2.0",

"method":"notify",

"params":{
"packageReady":"Sremote_directory/Sfilename",

"deviceName":"SdeviceName",

"serialNumber":"SserialNumber",

"nwRelease":"SnwRelease",
"fileSent":"end_of_transmission"

}
}

4. MEANING
e Sremote_directory contains the value of the "remote directory" specified in the configuration.
o Sfilename is the name of the file to be uploaded.
o SserialNumber is the serial number of the document reader device.
e SnwRelease contains the release date of the firmware.
e SconfigVersion contains the version number of the current configuration. (It is handed over

by the sender during transfer.)
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5. EXAMPLES

e When "Send the version number of the loaded configuration?" is disabled:

1.

{"jsonrpc":"2.0","method":"notify","params":{"packageReady":"dir/OSMOND-
N211786_2022-11-04T12.24.18Z_bcda358e.zip","deviceName":"OSMOND-
N","serialNumber":"211786","nwRelease":"8-RC-2022-11-03"}}

binary-data.
{"jsonrpc":"2.0","method":"notify","params":{"packageReady":"dir/OSMOND-
N211786_2022-11-04T12.24.18Z_bcda358e.zip","deviceName":"OSMOND-
N","serialNumber":"211786","nwRelease":"8-RC-2022-11-
03","fileSent":"end_of_transmission"}}

e When "Send the version number of the loaded configuration?" is enabled:

1.

{"jsonrpc":"2.0","method":"notify","params":{"packageReady":"dir/OSMOND-
N211786_2022-11-04T713.24.18Z_ad1131c0.zip","deviceName":"OSMOND-
N","serialNumber":"211786","nwRelease":"8-RC-2022-11-03","configVersion":"0.0.0.0"}}

binary-data.

{"jsonrpc":"2.0","method":"notify","params":{"packageReady":"dir/OSMOND-
N211786_2022-11-04T13.24.18Z_ad1131c0.zip","deviceName":"OSMOND-
N","serialNumber":"211786","nwRelease":"8-RC-2022-11-
03","configVersion":"0.0.0.0","fileSent":"end_of transmission"}}

6. FILENAME RULES

6.1.Meaning of the fields:

@ Important!

%READER is the device ID

%YYYY marks the year, which consists of 4 digits
%mm marks the month, which consists of 2 digits
%dd marks the day, which consists of 2 digits

%HH marks the hour, which consists of 2 digits
%MM marks the minutes, which consists of 2 digits
%SS marks the seconds, which consists of 2 digits

%RANDOMHEXANUMBER is an 8-character long random number in hexadecimal form.

The time is UTC-based.
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6.2.File names:

e The structure of the read data file name:

%READER_%YYYY-%mMm-%ddT%HH.%MM.%SSZ_%RANDOMHEXANUMBER zip

OSMOND-N211786_2022-11-04T13.24.18Z_ad1131c0.zip

e The structure of the configuration file name:

config_%READER_%YYYY%mMm%dd-%HH%MM%SS.zip

config_OSMOND-N211786_20221104-123446.zip
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14. SETTING THE FTP PROTOCOL ON OSMOND

The current version (1.8) of the Osmond firmware is capable of uploading the scanned data to a server
via multiple protocols.
In this section the settings of the FTP protocol will be explained.
The parameters are the following:
e [P address of the FTP server: 192.168.1.2
e [P address of the Osmond device: 192.168.6.244
e The user (registered Windows user with password): tesztg
e The password of the user: 123456
e The shared folder on Windows (upload path): C:\ftp_share

14.1. INSTALLING AND SETTING THE FTP SERVER ON WINDOWS 10

14.1.1. INSTALLING THE FTP SERVER

1. Navigate to Start menu / Control Panel / Programs / Turn Windows features on or off.
2. Select the following options by ticking their checkboxes:
- Internet Information Services / FTP Server / FTP Extensibility
- Internet Information Services / FTP Server / FTP Service
- Internet Information Services / FTP Server / Web Management Tools / IS Management

Console

Wiindows Features - O X
Turn Windows features on or off [ 2]

To turn a feature on, select its check box, To turn a feature off, clear its
check box, & filled box rmeans that only part of the feature is turned on,

Internet Explorer 11 ~
= m | Internet Information Services

= FTP Server
FTP Extensibility
FTP Service

Web Managermnent Tools
[ | 56 Managerment Cormpatibility
IS Management Consale
[ | 5 Management Scripts and Tools
[ | 15 Management Service
[ | wWorld Wide Web Services
1 Internet Infarmatinn Services Hostahle Wifeh Care

Cancel

3. Click on the [OK] button.
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14.1.2. SETTING FTP

1. Create the library, for example:

C:\ftp_share
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If the library is created with the user, with which the FTP is used — in this case "tesztg" — then

there is no need to share it.

Navigate to Start menu / Internet Information Services (IIS) Manager.
On the left panel click on the arrow to unfold additional items.

Right click on "Sites".

Select the "Add FTP Site..." option.

a > 0w

E?j Internet Information Services (I15) Manager
€ - & » OSMOND-SMBUPLO » Sites »
File  Wiew Help

Connections

~ Ug' Sites

L E .
w83 OSMOND-SMBUPLO (ARNcsa Filter: . o

‘_:i Application Pools
=P : |- D

&  AddWebsite..
faultWeb Site 1

%23  Refresh

[@ adarpsee. |

(2 Switch to Content View

ive Recognition America +— Adaptive Recoanition Nordic
gnition Hungary — \ition Singapore

REQUESTINFO
W
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6. Inthe appearing window specify the following parameters:
- FTP site name: in this case ftp_probe
- Physical path: in this case C:\ftp_share

| Add FTP Site ? x

|
| 4
ig Site Information

FTP site name:
[ftp_probe]

Content Directory
Physical path:
Ci\ftp_share

7. Then, click on the [Next] button.

8. Inthe next window select "No SSL". Leave the rest of the settings as default:
- [P address: "All Unassigned"
- Port:"21"
- Enabled "Start FTP site automatically”

2dd FTP Site ? X
q Binding and SSL Settings

Binding

IP Address: Port:

[a Unassigned MEE |

[ Enable Virtual Host Narmes:

Start FTP site automatically

SsL
@® Mo S50

O Allow 55L
(@) Require S50
S5L Certificate:
Mot Selected

Previous Mext Cancel

9. Then, click on [Next].
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10. In the next window set the following values:
- At Authentication select "Basic’
- At Authorization / Allow access to select "'Specified users'.
Under "Specified users" field, enter the username, in this case "tesztg"

- At Authorization / Permissions select "Read" and "Write".

Add FTP Site 7 x

0 Authentication and Authorization Information

Authentication
O Anonyrmous
Basic

Authorization

Allow access to!

Specified users ~
|tesztg
Permissions
Read
Write
Previous Cancel

11. Then, click on [Finish].
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14.1.3. SETTING THE FIREWALL
It is recommended to check the Windows Firewall settings:

1. Navigate to Control Panel / System and Security / Windows Defender Firewall / Allow an app or

feature through Windows Defender Firewall.

2. Enable "FTP server' under the appropriate network type by ticking the box.

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? E;Change settings
o For your security, some settings are managed by your system administrater,

Allowed apps and features:

Mame Domain  Private  Public  Group Policy *

File and Printer Sharing over SMBDirect O O No

Firefox (C:\Program Files\Mozilla Firefox)

FTP Server Mo

Get Help No

M Google Chrome No

W Groove Music Mo

[ HomeGroup O O O Mo

[i5CSl Service O O O Mo

[l Java(TM) Platform SE binary Mo

[java_cennection Mo

[0 Key Management Service O O O No

[ Mail and Calendar Mo o

Details... Remove

oK Cancel

Note

In case of making any modification, restart the PC.
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14.2. INSTALLING AND SETTING THE FTP SERVER ON LINUX

14.2.1. INSTALLING THE FTP SERVER

Under Linux install FTP server from command line. The commands may depend on the distribution.

The following commands apply to Ubuntu 22.04.

1. Update Ubuntu:
sudo apt update
sudo apt upgrade -y

2. Install FTP Daemon (Vsftpd):
sudo apt install vsftpd

3. Afterinstallation, it is recommended to check the daemon:

systemctl status vsftpd
4. If the returned message is "Active: active (running)’, then everything is OK.

5. Add a user to the system. This user will use the FTP server, thereby you can log in with this user:

sudo adduser tesztg

Specify the password of the user (e.g., 123456).
In addition, other values (e.g., full name, phone number) can be entered as well. Entering these

values is optional, they can be omitted.

6. Create the FTP library.
sudomkdir -p /home/tesztg/ftp_ share
sudo chmod -R 750 /home/tesztg/ftp_share
sudo chown tesztg: /home/tesztg/ftp share

7. The FTP user must be entered to the vsftpd.user list file:
sudo bash -c 'echo tesztg >> /etc/vsftpd.user list'
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14.2.2. SETTING THE FTP

1. Openthe /Jetc/vsftpd.conf file:

sudo vim /etc/vsftpd.conf

In the /ete/vsftpd. conf file:
anonymous_enable=NO
local_enable=YES
write_enable=YES
chroot_local_user=YES
pasv_min_port=30000
pasv_max_port=31000
userlist_enable=YES
userlist_file=/etc/vsftpd.user_list
userlist_deny=NO
allow_writeable_chroot=YES
user_sub_token=SUSER
local_root=/home/SUSER/ftp_share

After setting, save the file and quit:
In case of Vim text editor:
Press the [Esc] key and use the :wg command.

Other text editor can be used as well.

2. Restart the FTP Daemon.
sudo systemctl restart vsftpd

The FTP server can be tested from the server itself with the following command:
ftp 192.168.1.2

If it requires the username and password, and with these a log in is performed, then the FTP server

operates.
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14.2.3. SETTING THE FIREWALL

The ports used by FTP must be set in the firewall, then restart it, if the firewall is active. In general, the
ufw runs on Ubuntu. Its state can be queried with the sudo ufw status command.
If it is active, then:

- sudoufwallow20:21/tcp

- sudoufwallow 30000:31000/tcp

- sudoufwdisable

- sudo ufwenable
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14.3. SETTING ON OSMOND

First, the parameters of the FTP protocol must be set on the web interface of the Osmond device.
By default, the web interface is accessible on 192.0.2.3:3000, but it can be set to another address as

well. The IP address of the Osmond in the example is 192.168.6.244:3000.

1. After signing in to the web interface, click on the Main menu (the three horizontal stripes; at the
top left corner of the webpage) in order to open the menu items.

2. Navigate to ADMINISTRATION / RESULT UPLOAD.

3. Click on the [Edit] button belonging to FTP protocol.

ADAPTIVE

READER APP / ADMINISTRATION / RESULT UPLOAD v1.8.0011

& ADMINISTRATION

V SAVE

USERS No store
DATE AND TIME Local database "
Ul COLORS WSS
ENGINES AND LICENSES ETE
RESULT UPLOAD

SFTP
LOG UPLOAD B

FTPS & Edit
DATABASE UPLOAD
CONFIG UPLOAD
UPDATE SERVER

@ NETWORK
EMAIL NOTIFICATION

® APPLICATION

@ SCAN PROCESS

2% MAINTENANCE

Subject Carbon copy lcc)

¢ auir
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4. On the appearing menu set the following:

Host: IP address of the FTP server, in this case: 192.168.1.2

Port: Port of the FTP server: 21

Username: Name of the user, in this case: tesztg

Password: Password of the user, in this case: 123456

Remote directory: Name of the folder accessible from the server's root directory. This field
must be blank.

Reconnect attempts: The maximum number of the connections without error message, in
this case: 3

Upload frequency (seconds): The upload daemon checks if there is data to upload at specified

intervals, in this case: 2

' SAVE
FTP (FILE TRANSFER PROTOCOL.
Host Port
192.168.1.2 21
Username Password
tesgtg | ssssss @
Remote directory Reconnect attempts Upload frequency [seconds)
3 2
Enable active mode
€ CANCEL ? TEST D RESET + SAVE

5. Check the correct settings are applied by clicking on the [TEST] button.

Every test result must be passed (green).

6. If the test is passed, click on the [SAVE] button.
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7. Then, navigate to SCAN PROCESS / MAIN CONFIGURATION. In this menu item, under PACKAGE
UPLOAD OPTIONS / Communication type select FTP (File Transfer Protocol) protocol.

8. Then, click on the [SAVE] button.

After performing these settings, the scanned documents are transferred to the upload server as a zip

file.

PACKAGE UPLOAD OPTIONS

AutoSend Package type
Auto v ZIP v
Image type JPEG compression
.bmp v q0
Communication type Email notification
FTP (File Transfer Protocol] v
SITE OPTIONS

0SMOMND-N203596 Web Interface

) RESET | # SAVE
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14.4. TESTING THE SETUP

In case of error, the FTP server can be tested from command line with the following command:
curl -Tprobe file.txt ftp://tesztg:1234560@192.168.1.2

where:

probe file.txt is the name of the file which is to be uploaded. There is no format restriction, it
can be any file type.

tesztg is the name of the user, used for signing in to Windows as well.

123456 is the password belonging to the user.

192.168.1.2 is the IP address of the FTP server.

In case of error, the curl command will give a more detailed description than the web
interface of Osmond.
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14.5. TROUBLESHOOTING

14.5.1. OSMOND

If upload is not working, Osmond will collect the unsuccessful documents to the UNSUCCESSFUL
gueue until its limit is not reached. When UNSUCCESFUL limit is reached, the oldest element in queue
is overwritten by the result of the latest scan. Documents in unsuccessful status can be checked in

the APPLICATION / LIST QUEUE menu. In case of correct operation this row is empty.

READER APP |/ APPLICATION / LISTQUEUE v1.8.0011

ADMINISTRATION
© = REFRESH
® NETWORK ACTIVE 0
(® APPLICATION DEFERRED [MAX: 10] 0
TR UNSUCCESSFULL [MAX: 501 0
MARKED AS DELETED 0
EDIT APP
MARKED AS REDIRECT 0

CONFIG BACKUP

FILE UPLOAD

LIST QUEUE

® SCAN PROCESS

3 MAINTENANCE

& auir

If upload is not working, then the FTP server firewall (Windows or Linux) or another network
device may be blocking it.

306/452

Adaptive Recognition America +— Adaptive Recoanition Nordic REQUESTINFO@ADAPTIVERECOGNITION.COM

Ad gnition Hungary — lition Singapore W DAPTIVERECOGNITION.COM




OSMOND User Manual

14.5.2. LINUX

If the FTP Daemon (vsftpd) is not running, its operation can be affected with the following

commands:

e Start the Daemon:

sudo systemctl start vsftpd

e Restart the Daemon:

sudo systemctl restart vsftpd

e Stop the Daemon:

sudo systemctl stop vsftpd

e Enable the Daemon to start automatically on startup (if it is not set, then it is recommended):
sudo systemctl enable vsftpd

e Disable the Daemon to not start automatically on startup:
sudo systemctl disable vsftpd

e Query the status of the Daemon:
sudo systemctl status vsftpd
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15.

SETTING THE SMB (SMB1) PROTOCOL ON OSMOND

The current version (1.8) of the Osmond firmware uses the SMB1 protocol. By default, this protocol is

disabled on the current Windows versions, but it is still available.

In this section the settings of the SMB1 protocol will be explained.

The parameters are the following:

>ognition America 4+ A i coanition Nordic
ognition Hungary &= Adaptive Recognition Singapore

IP address of the SMB server: 192.168.1.2

IP address of the Osmond device: 192.168.6.244

The user (registered Windows user with password): tesztg

The password of the user: 123456

The shared folder on Windows (upload path): C:\smb_probashare
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15.1. SETTING SMB ON WINDOWS 10

15.1.1. SHARING THE LIBRARY ON THE NETWORK

1. Create the library, for example:
C:\smb_probashare

2. Right click on the library in the File Explorer, and from the appearing menu select "Properties”.
In the pop-up window select the "Sharing" tab.

4. On the "Sharing" tab click on the [Advanced Sharing...] button.

sib_probashare Properties >

General Sharfing  Security  Previous Versions  Customize

Metwiork, File and Folder Sharing

zmb_probazhare
Shared

Metwork, Path:
WMWOSMOND-SMBUPLONamb_probazhare

Share...

Advanced Sharing

Set custom permizsions, create multiple shares, and et ather
advanced zharing optionz.

I G.-‘-‘-.dvanced Sharing...

Cloze Cancel Apply
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5. Enable "Share this folder" by ticking the box
6. Click on the [Permissions] button.

Advanced Sharing

Share this falder

Settings
Share name:

smb_probashare
Add Remove
Lirnit: the nurnber of simultaneous users ko: 20 =

Corments:

Permissions Caching

Cancel Agly

7. Then, click on the [Add..] button.

Permissions for srb_probashare

Share Permizzions

Gfl:lul:l ar Wzer name:s:

AE verone

Add. Remove
Permizzions for Evemnone Allowy Dreny
Full Control | |
Change | |
Read L]

Cacel pply
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8. In the appearing window enter the name of the user on whose behalf the upload is performed.
For example: tesztg

9. Click on the [Check Names] button to make sure the entered name is compatible.

If the username cannot be found, then click on the [Locations...] button in order to select the

location to search. This can be useful on PCs within domain.

Select Users, Computers, Service Accounts, or Groups >

Select thiz object type:

|L|ser3, Groupz, or Built-in securnity principals | Object Types...

Fram thiz lacation:

| ar.local | Locations. ..

Enter the aobject names to select [examples]:
tesztd

Check Mames

Advanced... Cancel

10. Click on the [OK] button to return to Permissions window. Here, set the permissions of tesztg

user to the given library. Checking the box for "Full Controll" is advised.

Permissions for srb_probashare *

Share Permizzions

Gfl:lul:l ar Wzer name:s:

SR Everyone
b §tes2tq (0SMOND-SMBUPLOY

Add. Remove
Permizzions faor tesztg Allowy Dreny
Full Control ]
Change U
Read L]

Cacel pply
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11. Afterwards click the [Apply], then the [OK] buttons.
12. Click on the [OK] button again.
13. Then, click on the [Close] button.

The shared library appears on the network and can be accessed through SMB2 or SMB3 protocols.

15.1.2. ENABLING SMB1 PROTOCOL ON WINDOWS 10

By default, the SMB1 protocol is disabled on Windows 10, thereby it must be enabled:

1. Navigate to Start/Control Panel/Programs/Turn Windows features on or off.
2. Enable "SMB 1.0/CIFS File Sharing Support" by ticking the box.
3. Then, click on the [OK] button.

Yifindowes Features — 0 %
Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its
check box, &filled box rmeans that anly part of the feature is turned on,

hicrozoft KPS Document Writer ~
kAultiPoint Connectaor

H ®

Print and Docurment Services

Rernote Differential Compression APl Support
Services for MFS

Sirmple TCPIP services (e, echo, daytirme etc)
EMAB 1.04CIFS File Sharing Support
AR Direct

Telrnet Client

TFTP Client

Wirtual Machine Platform

Windmaes Henersisnr Platform

3]

[+
JOORIRE OO E =] E]

Cancel

4. Restart the PC.
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15.2. SETTING ON OSMOND

First, set the parameters of the SMB protocol on the web interface of the Osmond device. By default,
the web interface is accessible on 192.0.2.3:3000, but it can be set to another address as well.
The IP address of the Osmond in the example is 192.168.6.244:3000.

1. After signing in to the web interface, click on the Main menu (the three horizontal stripes; at the
top left corner of the webpage) in order to open the menu items.

2. Navigate to ADMINISTRATION / RESULT UPLOAD.

3. Click on the [Edit] button belonging to SMB protocol.

ADAPTIVE

READER APP / ADMINISTRATION / RESULT UPLOAD v1.8.0011

& ADMINISTRATION

<
w
5

USERS

No store
DATE AND TIME Local database ’/
LANGUAGE WS & Edit
Ul COLORS .
ENGINES AND LICENSES o

FTP 2 @ Edit
RESULT UPLOAD
LOG UPLOAD I
DATABASE UPLOAD

SMTP 46
CONFIG UPLOAD
UPDATE SERVER

WebDav & Edit

@ NETWORK

EMAIL NOTIFICATION

® APPLICATION

@ SCAN PROCESS

2% MAINTENANCE A .
Subject Carbon copy (ccl

¢ auir
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4. On the appearing menu set the following:

- Host: IP address of the SMB server, in this case: 192.168.1.2

- Username: Name of the user, in this case: tesztg

- Password: Password of the user, in this case: 123456 (This password is required for the
tesztg user to sign in to Windows as well.)

- Remote directory: The folder created on C: drive, in this case: smb_probashare

- Reconnect attempts: The maximum number of the connections without error message, in
this case: 2

- Upload frequency (seconds): The upload daemon checks if there is data to upload at specified

intervals, in this case: 5

+ SAVE
SMB [SAMBA]
Host
192.168.1.2
Username Password
tesztg | ssssss -
Remote directory Reconnect atternpts Upload frequency [seconds)
smb_probashare 2 5
€ CANCEL ? TEST D RESET « SAVE

5. Check the correct settings are applied by clicking on the [TEST] button.
Every test result must be passed (green), except for the last one, result of which can be the
following: "Warning: The resource referenced in the URL does not exist. (78)". This message can
be ignored.

6. If the test is passed, click on the [SAVE] button.
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7. Then, navigate to SCAN PROCESS / MAIN CONFIGURATION. In this menu item, under PACKAGE
UPLOAD OPTIONS / Communication type select SMB (Samba) protocol.
8. Then, click on the [SAVE] button.

PACKAGE UPLOAD OPTIONS

AutoSend Package type

Auto v ZIp v
Image type JPEG compression

.bmp ~ 90
Communication type Email notification

SME [Sambal v

SITE OPTIONS

0OSMOND-MN203596 Web Interface

) RESET " SAVE

After performing these settings, the scanned documents are transferred to the upload server as a zip

file.
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15.3. TESTING THE SETUP

In case of error, the SMB server can be tested from command line with the following command:
curl --upload-fileprobe file.txt -utesztg:123456
smb://192.168.1.2/smb_probashare/

where:

probe file. txt is the name of the file which is to be uploaded. There is no format restriction, it
can be any file type.

tesztg is the name of the user, used for signing in to Windows as well.

123456 is the password belonging to the user.

192.168.1.2 is the IP address of the SMB server.

smb_probashare is the shared folder, actually a path, without marking the C: drive.

In case of error, the curl command will give a more detailed description than the web
interface of Osmond.
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15.4. TROUBLESHOOTING

If upload is not working, Osmond will collect the unsuccessful documents to the UNSUCCESSFUL
queue until its limit is not reached. When UNSUCCESFUL limit is reached, the oldest element in queue
is overwritten by the result of the latest scan. Documents in unsuccessful status can be checked in

the APPLICATION / LIST QUEUE menu. In case of correct operation this row is empty.

READERAPP / APPLICATION / LISTQUEUE v1.8.0011

ADMINISTRATION
@ 2 REFRESH
® NETWORK ACTIVE 0
(® APPLICATION DEFERRED [MAX: 101 0
SR UNSUCCESSFULL [MAX: 501 0
MARKED AS DELETED 0
EDIT APP
MARKED AS REDIRECT 0

CONFIG BACKUP

FILE UPLOAD

LIST QUEUE

@ SCAN PROCESS

¥ MAINTENANCE

¢ our
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If upload is not working, then the Windows Firewall or another network device may be blocking it.

Setting the Windows 10 Firewall:

1. Navigate to Control Panel/System and Security/Windows Defender Firewall.
2. Click on [Advanced settings] located in the left section.
3. Inthe appearing window click on [Inbound Rules] located in the left section.
4. Enable the rules for the ports 139 and 445 to the profile which the PC is belonging to:
Right click on the given rule, then click on the [Enable Rule] option:
e File and Printer Sharing (SMB-In)

W Windows Defender Firewall with Advanced Security
File Action View Help
K ANl NEY
P Windows Defender Firewsall wit]
E21 Inbound Rules
Outbound Rules
Hi Connection Security Rules

Inbound Rules

5., Monitoring 9 (SME-In) File and g s ) Any y Aoy Ay
File and Printer Sharing (SMIB-In) File and Printer Sharing Private.. No System  Any Local subet TP 45 Any Any
Hetlogan Service (NP-In) Metlogan Service a1 Mo flow Mo System  Any By TP a5 Ay Any
Rernote Event Log Managerment (NP-In)__Remote Event Log Manage.,  Private., Ho Alow o Sustem_ Any Local subret TP 415 Ay Any

e File and Printer Sharing (NB-Session-In)

P Windows Defender Firewsall with Advanced Security
File Action View Help

< x5 = HE

P Windows Defender Firewall wit IR S| 00
les

Name Action  Ovemide  Program  Local Address  Remote Address  Protocol  LocalPort  RemotePort  Authorized Users

Mlow  No System Any Local subnet uop 138 Any
Alow  No System Any Local subnet TP 139 Any

s

1 Security Rules || @ Nebwork Discovery (NB-Data

File and Printer Sharing (NB-
e o

Alow  No System Any Any P 139 Any Any

SNMP Trap Service (UDP In) SNMP Trap Domain  No Alow  No %ystem..  Any Any uop 162
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16.

SETTING THE WEBDAV PROTOCOL ON OSMOND

The current version (1.8) of the Osmond firmware is capable of uploading the scanned data to a server

via multiple protocols.

In this section the settings of the WebDav protocol will be explained.

The parameters are the following:

>ognition America 4+ A i coanition Nordic

IP address of the WebDav server: 192.168.1.2

IP address of the Osmond device: 192.168.6.244

The user (registered Windows user with password): tesztg

The password of the user: 123456

The shared folder on Windows (upload path): C:\webdav_share

The shared directory on Linux: /home/tesztg/webdav_share
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16.1. INSTALLING AND SETTING THE WEBDAV SERVER ON WINDOWS 10

16.1.1. INSTALLING THE WEBDAV SERVER

1. Open a PowerShell terminal with administrator rights:
— Open Start menu.
— Enter "powershell".

— Select the appearing Windows PowerShell application and click on the "Run as Administrator”
option displayed on the right. (If the "Run as Administrator" text does not appear, then right

click on the Windows PowerShell application and select "Run as Administrator".)

All Apps Documents Web More
Best match

> Windows PowerShell >
. App C_ ]

Apps
o Windows PowerShell

& Windows PowerShell ISE App

&  Windows PowerShell (x86)

& Windows PowerShell ISE (x86) T Open
Search the web Run as Administrator
power bi - See web results ® Run ISE as Administrator

powerapps % Windows PowerShell ISE

power automate
power

powerball numbers
power bi desktop

power options

Settings (7+)

2. Create a library which will receive the uploads:

mkdir c:\webdav_share
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3. Copy the following command to the terminal, and press [Enter]:

$feats =@ ("IIS-WebServerRole","IIS-WebServer","IIS-

CommonHttpFeatures","IIS-HttpErrors","IIS-Security","IIS-

RequestFiltering","IIS-WebServerManagementTools" ,6 "IIS-

anual

DigestAuthentication”" ,"IIS-StaticContent","IIS-DefaultDocument","IIS-

DirectoryBrowsing","IIS-WebDAV",6 "IIS-BasicAuthentication","IIS-

ManagementConsole") ; foreach ($feat in $feats) {Enable-

WindowsOptionalFeature -Online -FeatureName $feat}; &

"$env:windir\system32\inetsrv\InetMgr.exe";

— This command installs the Internet Information Services (IIS) modules which are required for

the installation and setup of WebDav.

— Starts the IIS Manager.

16.1.2. SETTING WEBDAV

1. After running the command, the ISS Manager (Internet Information Services (1IS) Manager) opens.

2. Under Connections (located on the left) click on the arrow next to the computer name to unfold

additional items.

Then, click on the arrow next to the Sites to unfold its submenu.

4. Inthe appearing menu right click on the "Default Web Site" option.

In the appearing quick menu select the "Add Virtual Directory..." menu item.

File  Wiew Help
Connections

s
by

w83 OSMOND

.;3 Application Pools

v lw Sites

D Defapleiiinb Sikn -

@ fpy 2

2

Explore

Edit Permissions... De

Doc
Add Application...

Ir_

Add Virtual Directory.. |

XE

nition Singapore

Edit Bindings...
Manage Website »

Refresh

Remowve
Add FTP Publishing...
Rename

Suvitch to Content Wiew

REQUESTIN
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6. Type "webdav_share" to the Alias field.
7. Enter the name of the shared folder (or browse it by clicking on the [..] button) to the Physical path

field:

c\webdav_share

8. Click on the [OK] button.

lanual

OSMOND User |

Add Wirtual Directary ?
Site name:  Default'Web Site
Path: !
Alias:

|webdav_share

Example: images

Bhysical path:
|C:\webdav_share|

Pass-through authentication
Connect as., Test Settings..

Cancel

9. Under the Connections tree located on the left side of the IIS Manager window click on the [Default

Web Site] option.
10. Under the Actions tree located on the right side of the IS Manager window click on the [Bindings..]
button.
File  Wiew  Help
Connections ) Actions
> 9 Default Web Site Home
] 2 Explore
v ﬁ!_EI CE.fMON.D . Filter: . Bo ~ G Show All | Group by: Area - B~ Edit Permissions...
i A.ppllcatlun Fools Edit Site
v (8l St s .
T webdav_share .!EBEL 'ﬁ' é’iﬂ Q:E J’J“ =] Basic Settings...
, & ftp_probe Authentic.. Default Directary  Error Pages Handler HTTP AIME Ty Wiew Spplications
Document  Browsing Mappings Respan.., ViewNituaiDie

11. In the appearing window click on the [Add..] button.

-+
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12. In the appearing Add Site Binding window select "http" under the Type parameter.
13. Under IP address keep the default option: "All Unassigned".

14. Enter the value "1080" to the Port field.

15. Click on the [OK] button.

Add Site Binding 7 X
Type: IP address: Paort:
http «| [&Il Unassigned ~|[10e0 |
Host name:

Example: waaw.contoso.com or marketing.contoso.com

16. In the Site Bindings window click on the [Close] button.

Site Bindings ? X
Type Huost Marme Port IP Address Binding Informa.. Add..,
http 80 *
Edit...
http 1080 *
Remowe
Browvse
Close
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17.

18.

19.

20.
21.

22.

23.
24.

25.

Under the Connections tree located on the left side of the IS Manager window click on the [Default
Web Site] option.

Double click on the [SSL Settings] icon located in the middle part of the window.

In the appearing window the "Require SSL" function must be disabled.

Under Client certificates the “Ignore" option must be selected.

If the default settings have been modified, click on [Apply] under the Actions tree.

File  View Help

. Alerts
¥ 0 SSL Settings :
al /A The site does not have a
v Gi ?EMONP-SMBUPLO (AR\csaba.s This page lets you modify the S5L settings for the content of a website or application. z:;l:::t?:i;tg;g_ﬂpg) e
L=t Application Pools .
v @ Sites Require S5L connections.
~ & Default ‘Web Site Actions
& | webdav_share
& ftp_probe Ignore ‘
Accept _"‘\ N
Require @ Hep

Under the Connections tree located on the left side of the 1IS Manager window click on the [Default
Web Site] option.

Double click on the [Authentication] icon located in the middle part of the window.

Select the Anonymous Authentication bar and click on the [Disable] text located under the Actions
tree on the right side.

Select the Basic Authentication bar and click on the [Enable] text located under the Actions tree on
the right side.

@ Authentication

Group byt Mo Grouping <

Marme Status Response Type

I Anonyrmous Authentication Disahled I
ASPMET Impersonation Disabled

| Basic Authertication Enabled HTTP 401 Challenge |
Digest Authentication Disabled HTTP 401 Challenge
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26.

27.
28.
29.
30.
31.

32.
33.

Under the Connections tree located on the left side of the IS Manager window click on the [Default
Web Site] option.
Double click on the [WebDAV Authoring Rules] icon located in the middle part of the window.
Under the Actions tree located on the right side of the window click on the [Enable WebDAV] option.
Then, click on [Add Authoring Rule].
In the "Allow access t0" section select the "All content” option.
In the "Allow access to this content to" section:

- Select the "Specified users" option and

- Enter the "tesztg" username to the text field below.
In the "Permissions” section select the "Read" and the "Write" options by ticking their boxes.
Click on the [OK] button.

Edit Authaoring Rule ? *

Allowy access to:

(® &l content

() Specified content:

Example: *.bas, wswc.axd

Allowy access to this content to:

) Al users

() Specified roles or user groups:
Admin, Guest

@) Specified users:

|tesztg |
Userl, User2

Permissions
Read
[ Source
Wifrite
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34. Under the Connections tree located on the left side of the IIS Manager window click on the [Default

Web Site] option.
35. Double click on the [Directory Browsing] icon located in the middle part of the window.
36. Click on the [Enable] text located under the Actions tree on the right side.

37. Thereafter, the data located in the middle part of the window becomes active. Each value must be

selected by ticking their boxes.
38. Then, click on the [Apply] button located under the Actions tree on the right side.

File  “iew  Help
tions | ‘i Directory B . Alerts
| Irecto rowsin
ry g (D The changes have been

successfully saved,

I

v ‘53 QSMOND-SMBUPLO (OSMOI|

Use this feature to specify the information that displays in a directory listing.

-} Application Poals Actions
v . @ Sites B Time
€D Default Web Site & size
Q ftp_probe 4
[ Extension Disabl
Jlisable
B Date @ Help
4] Long date

39. Under the Connections tree located on the left side of the IIS Manager window click on the [Default

Web Site] option.
40. Then, under the Manage Website tree located on the right side of the IIS Manager window click on

the [Restart] button.

It is recommended to restart the PC as well.
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16.1.3. SETTING THE FIREWALL

It is recommended to check the Windows Firewall settings:

1.
2.
3.

4.
o.

Navigate to Control Panel / System and Security / Windows Defender Firewall / Advanced settings.
Right click on [Inbound rules] located in the left section.

Select New Rule... from the appearing quick menu.

& Windows Defender Firewall with Advanced Security
File  Action View Help

o @ = HEE

& Windows Defender Firswall wit] BT LT (5

3 Inbound Rigas

&3 Outbound Mew Rule...
s Connection . i MProg
—— Filter by Profile >
. Monitoring ) v MNProg
Filter by State ¥ 3atfa
Filter by Group > Dlatfa
Niew ectiol
e
Refresh e
Export List... e
e
Help ssktop

In the pop-up window select Port.

Then, click on the [Next >] button.

Steps:

» PRule Type what type of rule would you like to create?

@ Frotocol and Ports

@ Action ) Program

@ Frolile Fiule that controls connections for a program.
@ MName @® Port

Fiule that control: connections for a TCP or UDP port,

O Predefined:
@Firewall&Fl.dl.-80200

Fiule that control: connections for a Windows experience.

() Custom
Custom rule.
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6. At "Does this rule apply to TCP or UDP?" select TCP.

7. At "Does this rule apply to all local ports or specific local ports?" select "Specific local ports" and
enter the value 1080 to the text field.

8. Then, click on the [Next >] button.

Steps:

@ RueType Does this rule apply to TCP or UDP?
» Protocol and Ports @ TCP

@ Action O uppP

@ Profile

@ MName

Does this rule apply to all local ports or specific local ports?

() All local ports
@ Specific local ports: |I[Iﬂd
Example: 80, 443, 5000-5010

9. On the following window select "Allow the connection" option and click on the [Next >] button.

Steps:

@ Fule Type ‘what action should be taken when a connection matches the specified conditions?

@ Protocol and Ports
(® Allow the connection

S action Thiz includes connections that are protected with IPsec as well az those are not,
@ Frofile

(C) Allow the connection if it is secure
@ Name

Thiz includes only connections that have been authenticated by uzing IPzec. Connections
will be gecured uzing the settings in IPzec properties and rules in the Connection Security
Rule node.

(O Block the connection

10. On next window select "Domain” and "Private” options by ticking their checkboxes.

11. Then, click on the [Next >] button.

Steps
@ Rule Type When does this rule apply?
@ Protocol and Ports
@ Action [ Domain
@ Folile Apphies when a is toits domain.
@ Name [ Private
Apphies when a computer is connected to a private network location, such as a home
or work place.
[] Public

Apphes when a computer is connected to a public network location.

12. On the following window type "WebDav" to the "Name:" text field.
13. Then, click on the [Finish] button.
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16.2. INSTALLING AND SETTING THE WEBDAV SERVER ON LINUX

16.2.1. INSTALLING THE WEBDAV SERVER

On Linux the WebDAV protocol is provided by the Apache2 server. Under Linux install and set up the
Apache2 server from command line. The commands may depend on the distribution.

The following commands apply to Ubuntu 22.04.

16.2.2. INSTALLING THE APACHE WEBSERVER

1. Update Ubuntu:
sudo apt update
sudo apt upgrade -y

2. Install the Apache webserver:

sudo apt-get install apache2 -y

3. Then, start the Apache webserver:

sudo systemctl start apache2

4. Enable the Apache server to start automatically on every startup:

sudo systemctl enable apache2

5. The status of the webserver can be checked with the following command:

sudo systemctl status apache2

If the returned message is "Active: active (running)", then the server is running. For example:
Active: since Thu 2022-11-03 18:51:07 CET; 5min ago
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16.2.3. SETTING THE APACHE WEBSERVER

1. Create the WebDav library:
sudo mkdir /home/tesztg/webdav

sudo chown -Rwww-data:www-data /home/tesztg/webdav

2. Then, create a library for the WebDav database:
sudo mkdir -p /usr/local/apache/var/

sudo chown www-data:www-data /usr/local/apache/var

3. Modify the Apache configuration file. Any text editor can be used for the modification except for

nano.
sudo nano /etc/apache2/sites-available/webdav.conf

DavLockDB /usr/local/apache/var/DavLock

<VirtualHost *:1080>
ServerAdmin webmaster@localhost
DocumentRoot /home/tesztg/webdav

ErrorLog ${APACHE LOG DIR}/error.log
CustomLog ${APACHE LOG DIR}/access.log combined

Alias /webdav share /home/tesztg/webdav
<Directory /home/tesztg/webdav>
DAV On
Options Indexes MultiViews
AllowOverride None
Order allow,deny
allow from all
DirectoryIndex disabled
AuthType Digest
AuthName "webdav"
AuthUserFile /usr/local/apache/var/users.password
Require valid-user
</Directory>
</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

4. Enable WebDav:
sudo 1ln-s /etc/apache2/sites-available/webdav.conf

/etc/apache2/sites-enabled/webdav.conf
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5. Enable the WebDav modules:
sudo a2enmoddav

sudo a2enmoddav_fs

6. Set the global server name.
If it has a name (e.g., webdav.example.com), enter it. In other case enter the localhost. After the
line # Global configuration type the following to the /etc/apache2/apache2. conf file:

ServerName localhost

7. The Apache server must be listening through the port 1080 as well. In order to set this:
Below the line Listen 80 enter the following to the /etc/apache2/ports. conf file:
Listen 1080

8. Create a file which will store the WebDav users and their passwords:

sudo touch /usr/local/apache/var/users.password

9. Then, set the rights. Apache must be able to read and write this file.

sudo chown www-data:www-data /usr/local/apache/var/users.password

10. Add the tesztg user to WebDav:

sudo htdigest /usr/local/apache/var/users.password webdav tesztg

- Set the password as well.

11. Enable the auth_digest module:

sudo a2enmod auth_digest

12. Restart the Apache server (this will check the configuration files too.):

sudo apachectl configtest && service apache2 restart

16.2.4. SETTING THE FIREWALL

The ports used by WebDav must be set in the firewall, then restart it, if the firewall is active. On Ubuntu
the ufw is the default firewall. Its state can be queried with the sudo ufw status command.

If it is active, then:
- sudoufwallow1080/tcp
- sudoufwdisable

- sudo ufwenable
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16.3. SETTING ON OSMOND

First, the parameters of the WebDav protocol must be set on the web interface of the Osmond device.
By default, the web interface is accessible on 192.0.2.3:3000, but it can be set to another address as
well. The IP address of the Osmond in the example is 192.168.6.244:3000.

1. After signing in to the web interface, click on the Main menu (the three horizontal stripes; at the
top left corner of the webpage) in order to open the menu items.

2. Navigate to ADMINISTRATION / RESULT UPLOAD.

3. Click on the [Edit] button belonging to WebDav protocol.

ADAPTIVE

READER APP [/ ADMINISTRATION / RESULT UPLOAD v1.8.0011

& ADMINISTRATION

<
w
A

USERS No store
DATE AND TIME Local database "
Ul COLORS o
ENGINES AND LICENSES o
RESULT UPLOAD
LOG UPLOAD o
DATABASE UPLOAD
CONFIG UPLOAD
SMB
UPDATE SERVER

@ NETWORK
EMAIL NOTIFICATION

® APPLICATION

® SCAN PROCESS

¢ MAINTENANCE

Subject Carbon copy [cc)

¢ auir
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4. On the appearing menu set the following:

- Host: IP address of the WebDav server, in this case: 192.168.1.2

- Protocol: http://

- Port: Port of the WebDav server: 1080

- Access directory: This field must be blank.

- Username: Name of the user, in this case: tesztg

- Password: Password of the user, in this case: 123456

- Remote directory: Name of the folder accessible from the server's root directory, in this case:
webdav_share

- Reconnect attempts: The maximum number of the connections without error message, in
this case: 3

- Upload frequency (seconds): The upload daemon checks if there is data to upload at

specified intervals, in this case: 2

« SAVE

WEBDAYV [WEB DISTRIBUTED AUTHORING AND VERSIONING]
Host Protocol Port Access directory
192.168.1.2 http:// v 1080
Username Password
tesgtg | sssess @

Certificate authority

X BROWSE | W Delete file

Certificate

. BROWSE | W Delete file

Client private key
X BROWSE By deleting the certificate, its private key is also deleted.

Remote directory Reconnect attempts Upload frequency [seconds)

webdav_share 3 2

€ CANCEL ? TEST "D RESET « SAVE

5. Check the correct settings are applied by clicking on the [TEST] button.

Every test result must be passed (green).

6. If the test is passed, click on the [SAVE] button.
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7. Then, navigate to SCAN PROCESS / MAIN CONFIGURATION. In this menu item, under PACKAGE
UPLOAD OPTIONS / Communication type select WebDav (Web Distributed Authoring and

Versioning) protocol.

8. Then, click on the [SAVE] button.

After performing these settings, the scanned documents are transferred to the upload server as a zip

file.

PACKAGE UPLOAD OPTIONS

AutoSend Package type
Auto v ZIP v
Image type JPEG compression
.bmp v q0
Communication type Email notification
WebDav (Web Distributed Authoring and Versioning) v
SITE OPTIONS

OSMOND-M203596 Web Interface

D RESET | W SAVE
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16.4. TESTING THE SETUP

16.4.1. WINDOWS

Check the WebDav server is running or is accessible by using the File Explorer.
1. Enter the address of the WebDav server to the address bar of the File Explorer:
\\192.168.1.2@1080\webdav_share

Metwark e

€« < |k W192,188.1.2@1080wvebday_share| v | 3

2. Then, press [Enter].
3. After successful connection, Windows requests the username and password.

4. Then, the content of the WebDav directory appears, and can be browsed as a file system.

Haome Share Ry

&« “ s Metwork s 1921681.2@1080 » webdav share » v D
Mame Date modified Tepe Size
# Quick access
I Desktop Mew falder T1FFF2022 427 P Ffle falder
Mews falder (21 T1FFF2022 421 P File falder
¥ Downloads Mews falder (3) 11/7/2022 221 M File folder

[£ Docurnents

16.4.2. LINUX

On Linux the Firefox browser can be used to sign in.

1. Enter the address of the WebDav server to the address bar of Firefox:
192.168.1.2:1080/webdav_share/

2. Then, press [Enter].

3. After successful connection, enter the username and password.

4. Then, the page appears:

Index of /webdav_share

Name Last modified Size Description

& Parent Directory -
03 New Folder/ 2022-11-07 15:46 -
3 New folder (2)/ 2022-11-07 16:21 -
C3New folder (3)/ 2022-11-07 16:21 -
Z3 New folder/ 2022-11-07 16:21 -

Apache/2.4.52 (Ubuntu) Server at 192.168.1.2 Port 1080
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16.5. TROUBLESHOOTING

16.5.1. OSMOND

If upload is not working, Osmond will collect the unsuccessful documents to the UNSUCCESSFUL
gueue until its limit is not reached. When UNSUCCESFUL limit is reached, the oldest element in queue
is overwritten by the result of the latest scan. Documents in unsuccessful status can be checked in

the APPLICATION / LIST QUEUE menu. In case of correct operation this row is empty.

READER APP |/ APPLICATION / LISTQUEUE v1.8.0011

ADMINISTRATION
© = REFRESH
® NETWORK ACTIVE 0
(® APPLICATION DEFERRED [MAX: 10] 0
TR UNSUCCESSFULL [MAX: 501 0
MARKED AS DELETED 0
EDIT APP
MARKED AS REDIRECT 0

CONFIG BACKUP

FILE UPLOAD

LIST QUEUE

® SCAN PROCESS

3 MAINTENANCE

& auir

If upload is not working, then the WebDav server firewall (Windows or Linux) or another
network device may be blocking it.
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16.5.2. LINUX

On Linux the WebDav protocol is provided by the Apache?2. Its operation can be affected with the

following commands:

e Check the configuration of Apache?2:
apachectl configtest

e Start the Apache2:

sudo systemctl start apache2

e Restart the Apache2:

sudo systemctl restart apache2

e Stop the Apache?2:

sudo systemctl stop apache2

e Enable the Apache?2 to start automatically on startup (if it is not set, then it is recommended):

sudo systemctl enable apache2

e Disable the Apache2 to not start automatically on startup:

sudo systemctl disable apache2

e Query the status of the Apache2:

sudo systemctl status apache2
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17.

SETTING THE WEBDAV SECURE PROTOCOL ON OSMON

The current version (1.8) of the Osmond firmware is capable of uploading the scanned data to a server

via multiple protocols.

In this section the settings of the WebDav secure protocol will be explained.

The parameters are the following:

IP address of the WebDav server: 192.168.1.2

Fully qualified domain name (FQDN) of the WebDav server: tesztg.example.hu
IP address of the Osmond device: 192.168.6.244

The user (registered Windows user with password): tesztg

The password of the user: 123456

The shared folder on Windows (upload path): C:\webdav_secure_share

The shared directory on Linux: /var/www/webdav_secure_share
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17.1. INSTALLING AND SETTING THE WEBDAV SERVER ON WINDOWS 10

17.1.1. INSTALLING THE WEBDAV SERVER

1. Open a PowerShell terminal with administrator rights:
— Open Start menu.

— Enter "powershell".

— Select the appearing Windows PowerShell application and click on the "Run as Administrator”
option displayed on the right. (If the "Run as Administrator" text does not appear, then right

click on the Windows PowerShell application and select "Run as Administrator".)

All Apps Documents Web More
Best match

> Windows PowerShell >

App
Apps

Windows PowerShell
& Windows PowerShell ISE

App

2 Windows PowerShell (x86)
&  Windows PowerShell ISE (x86) T Open
Search the web Run as Administrator
O power bi - See web results & Run ISE as Administrator
___D powerapps & Windows PowerShell ISE
£ power automate

power

powerball numbers

power bi desktop

power options

Settings (7+)

2. Create a library which will receive the uploads:

mkdir c:\webdav_secure_ share
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3. Copy the following command to the terminal, and press [Enter]:
$feats =@ ("IIS-WebServerRole","IIS-WebServer","IIS-

CommonHttpFeatures","IIS-HttpErrors","IIS-Security","IIS-

RequestFiltering","IIS-WebServerManagementTools" ,6 "IIS-

DigestAuthentication”" ,"IIS-StaticContent","IIS-DefaultDocument","IIS-

DirectoryBrowsing", "IIS-WebDAV",

"IIS-BasicAuthentication","IIS-

ManagementConsole") ; foreach ($feat in $feats) {Enable-

WindowsOptionalFeature -Online -FeatureName $feat}; &

"$env:windir\system32\inetsrv\InetMgr.exe";

— This command installs the Internet Information Services (IIS) modules which are required for

the installation and setup of WebDav.

— Starts the IIS Manager.

17.1.2. SETTING THE WEBDAV SERVER

1. After running the command, the ISS Manager (Internet Information Services (1IS) Manager) opens.

2. Under Connections (located on the left) click on the arrow next to the computer name to unfold

additional items.

Then, click on the arrow next to the Sites to unfold its submenu.

4. Inthe appearing menu right click on the "Default Web Site" option.

In the appearing quick menu select the "Add Virtual Directory..." menu item.

File  View  Help
A q Defaul
-85 0SMOND
Ve 2 T Filter:
L} Application Poals
w . @ Sites 115
. @ Defart ditak, Tita -
. D ftp_p Explore
Edit Permissions... e
Coc
P Add Application..,
I,_'_ Add Virtual Directory.., I
Edit Bindings...
Manage Website »
i3 Refresh
K Remove

Add FTP Publishing...

Renarme

- Switch to Content View

anual
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6. Type "webdav_secure_share" to the Alias field.

field:

OSMOND User M

7. Enter the name of the shared folder (or browse it by clicking on the [..] button) to the Physical path

c\webdav_secure_share

8. Click on the [OK] button.

Add Wirtual Directory

Site name:  DefaultWeb Site

Path: i/

Alias

|webda\.-'_secure_share

Example: images

Physical path:

|C:\Webdav_secure_share

Pass-through authentication

Connect as.., Test Settings...

[o]:4 Cancel

9. Under the Connections tree located on the left side of the IIS Manager window click on the [Default

Web Site] option.

10. Under the Actions tree located on the right side of the IIS Manager window click on the [Bindings..]

button.
WY Internet Information Services (IIS) Manager - [m| X
C @ » OSMOND-SMEUPLO » Sites » Defaultiieb Site » & s @
File  Wiew Help
Connections . Actions
2= @ Default Web Site Home
] B Explore
L= - — ; -
_:| C‘EMONP SMBUPLO (ARNcsaba.sers Filter: . Go % Show All | Group by: Area . v Edit Permissions..,
- A.ppllcatlon Pools 0 " Edit Site
v .4 .
- e = Bindings...
9 Default \Web Site | = - = S5 _
| webdav_share -:‘ 4 L/ = ] <|':—1 ) — [E] Basic Settings...
. 2] webdav_secure_share Authentic... DDefauIt g\rect.ory Ertor Pages Nlﬁ-lam:i.ler . HTTP Wiew Applications
- ftp_probe peument rewsng appings sepe Wien Virtual Directories
! 5 e ! —
J'J“- Q,‘:%ﬂ i‘"’& = % Manage Website £
MIME Types  Modules Output Request S5l Settings  “WebDay w FRestart
Caching Filtering Authaori., »

11. In the appearing window click on the [Add..] button.
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12. In the appearing Add Site Binding window select "https" under the Type parameter.

13. Under IP address keep the default option: "All Unassigned".

14. Enter the value "1443" to the Port field.

15. Under SSL certificate select your own SSL certificate. (Self-signed certificates are not appropriate
because Osmond will not accept them.)

16. Click on the [OK] button.

Add Site Binding 7 x
Type: IP address: Part:
https v |All Unassigned v a3 |
Host name:

[] Require Server Marme Indication

[] Disable TLS 1.3 cover TCP (] Dizable QUIC
[] Disable Legacy TLS [] Disable HTTP/2
[ Disable QCSP Stapling

S5L certificate:

stbup.ostmondn.ark.bu o Select,., Wiew,,,

17. In the Site Bindings window click on the [Close] button.

Site Bindings ? *

Type Huost Marne Part IP Address Binding Informa... Add...

http a0 * ;
Edit...

http 1080 *

https 1443 Rermove
Browyse
Close
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18. Under the Connections tree located on the left side of the IS Manager window click on the [Default
Web Site] option.

19. Double click on the [SSL Settings] icon located in the middle part of the window.

20. In the appearing window the "Require SSL" function must be enabled.

21. Under Client certificates select the "Ignore" option.

22. If the default settings have been modified, click on [Apply] under the Actions tree.

File  View  Help

Connections ) Actions
= q SSL Settings =
- 5 Apply
= R =
3 CE,?\:O“:D iMB'uij? (AR saba. sere This page lets wou modify the 351 settings for the content of a website or application, B Cancel
[ 2F Application Pools =
v [ Sites Require S50 @ Hep

v & Default Weh Site
i a | webdav_share

Client certificates:

H o eebday_secure_share @® Ignare
L@ ftp_probe O Accept
O Require

23. Under the Connections tree located on the left side of the 1IS Manager window click on the [Default
Web Site] option.

24. Double click on the [Authentication] icon located in the middle part of the window.

25. Select the Anonymous Authentication bar and click on the [Disable] text located under the Actions
tree on the right side.

26. Select the Basic Authentication bar and click on the [Enable] text located under the Actions tree on
the right side.

@ Authentication

Group by: Mo Grouping -

Marme Status Response Type

I Anonyrous Authentication Disabled I
ASPMET Irmpersonation Disabled

I Basic Authentication Enabled HTTP 401 Challenge I
Digest Authentication Disabled HTTP 401 Challenge
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27. Under the Connections tree located on the left side of the IS Manager window click on the [Default
Web Site] option.
28. Double click on the [WebDAV Authoring Rules] icon located in the middle part of the window.
29. Under the Actions tree located on the right side of the window click on the [Enable WebDAV] option.
30. Then, click on [Add Authoring Rule].
31. In the "Allow access to" section select the "All content” option.
32. In the "Allow access to this content to" section:
— Select the "Specified users" option and
— Enter the "tesztg" username to the text field below.
33. In the "Permissions” section select the "Read" and the "Write" options by ticking their boxes.
34. Click on the [OK] button.

Edit Authaoring Rule ? *

Allowy access to:

(® &l content

() Specified content:

Exarmple: *.bas, wswee.axd

Allowy access to this content to:

() Al users

(O Specified roles or user groups:
Admin, Guest

@) Specified users:

|tesztg |
Userl, User2

Permissions

Read
[ source
Wifrite

35. Under the Connections tree located on the left side of the IIS Manager window click on the [Default
Web Site] option.
36. Then, under the Manage Website tree located on the right side of the IIS Manager window click on

the [Restart] button.
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17.1.3. SETTING THE FIREWALL

It is recommended to check the Windows Firewall settings:

1.
2.

Navigate to Control Panel / System and Security / Windows Defender Firewall / Advanced settings.
Right click on [Inbound rules] located in the left section.

Select New Rule... from the appearing quick menu.

& Windows Defender Firewall with Advanced Security
File  Action View Help

o @ = HEE

& Windows Defender Firswall wit] BT LT (5

B3 Inbound Rilas

&3 Outbound Mew Rule...
Ba Connection . ] MProg
—— Filter by Profile >
. Monitoring ) v MNProg
Filter by State ¥ 3atfa
Filter by Group > Dlatfa
Niew ectiol
e
Refresh e
Export List... e
e
Help ssktop

In the pop-up window select Port.

Then, click on the [Next >] button.

Steps:

» PRule Type Wwhat type of rule would pou like to create?

@ Protocol and Ports

@ Action ) Program

@ Profile Fiule that controls connections for a program.
@ Mame @ Port

Rule that controlz connections for a TCP or UDP part.

O Predefined:
@FirewallsPl.dll.-80200

Fiule that control: connections for a Windows experience.

() Custom
Custom rule.
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6. At "Does this rule apply to TCP or UDP?" select TCP.
7. At "Does this rule apply to all local ports or specific local ports?" select "Specific local ports”

and enter the value 1443 to the text field.
8. Then, click on the [Next >] button.

Steps:

s Fule Type [oes this rule apply to TCP or UDP?
» Protocol and Ports @® TCP

@ Action ) upp

@ Profile

@ Mame

Does this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: 1443
E=ample: B0, 443, 5000-5010

9. On the following window select "Allow the connection" option and click on the [Next >] button.

Steps:

s Fiule Type ‘what action should be taken when a connection matches the specified conditions?

» Protocol and Ports
(® Allow the connection

(Gl Thiz includes connections that are pratected with |Psec as well as thoge are not.
»  Profile

() Allow the connection if it is secure
» Mame

Thiz includes only connections that have been authenticated by uzsing IPsec. Connections
will be gecured using the settings in IPzec properties and rules in the Connection Security
Fiule node

() Block the connection

10. On next window select "Domain” and "Private” options by ticking their checkboxes.

11. Then, click on the [Next >] button.

Steps:

» Fule Type ‘wihen does this rule apply?
» Protocol and Ports
@ Action Domain

s Profile Applies when a computer is connected to its corporate domain,

s Mame Private
Applies when a computer iz connected to a private network location, such az a home
or work, place.

[] Public
Applies when a computer iz connected to & public network. location.

12. On the following window type "WebDavSecure" to the "Name:" text field.

13. Then, click on the [Finish] button.
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17.2. INSTALLING AND SETTING THE WEBDAV SERVER ON LINUX

17.2.1. INSTALLING THE WEBDAV SERVER

On Linux the WebDAV protocol is provided by the Apache2 server. Under Linux install and set up the
Apache2 server from command line. The commands may depend on the distribution.

The following commands apply to Ubuntu 22.04.

17.2.2. INSTALLING THE APACHE WEBSERVER

1. Update Ubuntu:
sudo apt update
sudo apt upgrade -y

2. Reboot the server if update has been performed.

sudo reboot

3. Install the Apache webserver:

sudo apt-get install apache2 -y

4. Then, start the Apache webserver:

sudo systemctl start apache2

5. Enable the Apache server to start automatically on every startup:

sudo systemctl enable apache2

6. The status of the webserver can be checked with the following command:

sudo systemctl status apache2

If the returned message is "Active: active (running)', then the server is running. For example:
Active: since Thu 2022-11-03 18:51:07 CET, 5min ago
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17.2.3. SETTING THE APACHE WEBSERVER

1.

The hostname must be set to the hostname located in the fully qualified domain name (FQDN).
In the example the FQDN is "tesztg.example.hu’, where the hostname is "tesztg". To set this, the
following command can be used:

sudo hostname tesztg

Then, set the fully qualified domain name (FQDN):

sudo hostnamectl set-hostname tesztg.example.hu

Check the performed setting is correct by entering the following command:

sudo hostnamectl

Create the WebDav library:
sudo mkdir /var/www/webdav_secure share

sudo chown -Rwww-data:www-data /var/www/webdav_secure_share

Then, create a library for the WebDav database:
sudo mkdir -p /usr/local/apache/var/

sudo chown www-data:www-data /usr/local/apache/var
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6. Create the WebDav configuration file. Any text editor can be used except for nano.
sudo nano /etc/apache2/sites-available/webdav_secure.conf

DavLockDB /usr/local/apache/var/DavLock

<IfModule mod ssl.c>
<VirtualHost *:1443>

ServerAdmin webmaster@localhost
DocumentRoot /var/www/webdav secure share

ErrorLog ${APACHE LOG DIR}/error.log
CustomLog S{APACHE_LOG_DIR}/access.log combined

Alias /webdav_secure share /var/www/webdav secure share
SSLEngine on
SSLCertificateFile /etc/ssl/certs/certl.crt
SSLCertificateChainFile /etc/ssl/certs/intermediate.pem
SSLCertificateKeyFile /etc/ssl/private/privkeyl.pem
<Directory /var/www/webdav secure share>
DAV On
Options Indexes MultiViews
AllowOverride None
Order allow,deny
allow from all
DirectoryIndex disabled
AuthType Basic
AuthName "webdav"
AuthUserFile /usr/local/apache/var/users.password
Require valid-user
</Directory>
</VirtualHost>
</IfModule>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

7. Inthe configuration file above, the line:
SSLCertificateChainFile /etc/ssl/certs/intermediate.pem

is only needed when there is a file containing intermediate certificate.

8. Enable WebDav:

sudo a2ensite webdav_secure
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9. Enable the WebDav modules:
sudo a2enmod dav
sudo a2enmoddav_fs
sudo a2enmod ssl
sudo a2ensite default-ssl

sudo a2enmod auth digest

10. Set the global server name.
If it has a name (e.g., webdav.example.com), enter it. In other case enter the localhost. After the
line # Global configuration type the following to the /etc/apache2/apache2. conf file:

ServerName tesztg.osmondn.arh.hu

11. The Apache server must be listening through the port 1443 as well. In order to set this:
complete  the sections IfModule ssl_module and IfModule mod_gnutls.c of
the/etc/apache2/ports. conf file with the following line:
Listen 1443
The complete ports . conf file:

Listen 80

<IfModule ssl module>
Listen 443
Listen 1443

</IfModule>

<IfModule mod gnutls.c>
Listen 443
Listen 1443
</IfModule>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

12. Create a file which will store the WebDav users and their passwords:

sudo touch /usr/local/apache/var/users.password

13. Then, set the rights. Apache must be able to read and write this file.

sudo chown www-data:www-data /usr/local/apache/var/users.password
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14. Add the tesztg user to WebDav:

sudo htpasswd -c /usr/local/apache/var/users.password tesztg

- The -c parameter is only required for adding the first user. When adding other users:

sudo htpasswd /usr/local/apache/var/users.password tesztg

15. Enable the auth_digest module:

sudo a2enmod auth digest

16. Restart the Apache server (this will check the configuration files too.):

sudo apachectl configtest && service apache2 restart

17.24. SETTING THE FIREWALL
The ports used by WebDav must be set in the firewall, then restart it, if the firewall is active. On Ubuntu

the ufw is the default firewall. Its state can be queried with the sudo ufw status command.

If it is active, then:

- sudoufwallow1443/tcp
- sudoufwdisable

- sudo ufwenable
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17.3. SETTING ON OSMOND

First, the parameters of the WebDav protocol must be set on the web interface of the Osmond device.
By default, the web interface is accessible on 192.0.2.3:3000, but it can be set to another address as
well. The IP address of the Osmond in the example is 192.168.6.244:3000.

1. After signing in to the web interface, click on the Main menu (the three horizontal stripes; at the
top left corner of the webpage) in order to open the menu items.

2. Navigate to ADMINISTRATION / RESULT UPLOAD.

3. Click on the [Edit] button belonging to WebDav protocol.

ADAPTIVE

READER APP / ADMINISTRATION / RESULT UPLOAD v1.8.0011

@ ADMINISTRATION

USERS No store

DATE AND TIME ol datahae
Local database

LANGUAGE WS
Ul COLORS Wes
ENGINES AND LICENSES —
RESULT UPLOAD

SFTP
LOG UPLOAD

FTPS
DATABASE UPLDAD

SMTP w465
CONFIG UPLOAD

SMB

UPDATE SERVER
WebDav

<
FREEEEEAAEH

® NETWORK
EMAIL NOTIFICATION

® APPLICATION

® SCAN PROCESS

% MAINTENANCE

Subject Carbon copy [cc]

& auir
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4. On the appearing menu set the following:

- Host: IP address of the WebDav server or the fully qualified domain name (FQDN), depending
on which one the certificate was issued for. In this case the certificate is issued for the FQDN,
therefore: tesztg.example.hu

- Protocol: https://

- Port: Port of the WebDav server: 1433

- Access directory: This field must be blank.

- Username: Name of the user, in this case: tesztg

- Password: Password of the user, in this case: 123456

- Remote directory: Name of the folder accessible from the server's root directory, in this case:
webdav_secure_share

- Reconnect attempts: The maximum number of the connections without error message, in
this case: 2

- Upload frequency (seconds): The upload daemon checks if there is data to upload at

specified intervals, in this case: 3

" SAvE

WEBDAYV WEB DISTRIBUTED AUTHORING AND VERSIONING)
Host Protocal Port Access directory
tesztg.example.hu https:// v 1443
Username Password
tesztg | ssssss @

Certificate authority

X BROWSE | ¥ Delete file

Certificate

£ BROWSE | W Delete file

Client private key
X. BROWSE By deleting the certificate, its private key is also deleted.

Remote directory Reconnect attempts Upload frequency [seconds]

webdav_secure_share 2 3

€ CANCEL | ? TEST @ " SAVE

5. Check the correct settings are applied by clicking on the [TEST] button.
The last test step usually fails, even if the settings are correct. This error (22) message can be

ignored.

a Test: connection
Error: HTTP returned error. (22)
TEST IS OVER!
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6. If the test is passed, click on the [SAVE] button.

7. Then, navigate to SCAN PROCESS / MAIN CONFIGURATION. In this menu item, under PACKAGE
UPLOAD OPTIONS / Communication type select WebDav (Web Distributed Authoring and
Versioning) protocol.

8. Then, click on the [SAVE] button.

PACKAGE UPLOAD OPTIONS

AutoSend Package type
Auto v ZIP v
Image type JPEG compression
.bmp v q0
Communication type Email notification
WebDav (Web Distributed Authoring and Versioning) v
SITE OPTIONS

OSMOND-M203596 Web Interface

D RESET | # SAVE

After performing these settings, the scanned documents are transferred to the upload server as a zip

file.
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17.4. TESTING THE SETUP

17.4.1. WINDOWS

Check the WebDav server is running and is accessible by using the File Explorer.

1. Enter the address of the WebDav server (in this case: FQDN) to the address bar of the File Explorer:
\\tesztg.example.com@SSL@1443\webdav_secure_share

Camputer Wi

&« v ‘g Wheszhyg example, comi@ SSLE 1443 webday_secure_share| ~ | =

2. Then, press [Enter].
3. After successful connection, Windows requests the username and password.

4. Then, the content of the WebDav directory appears, and can be browsed as a file system.

Haome Share ‘i

« v |‘_ » Metwark » tesztg.exarnple.com@SSL@I443 » webdav_secure_share » o=
Marne Date rmodified Type Size
# Quick access
B Deskt i OSMOMD-M212352_2022-11-16T160.40.55..,  11/16/2022 5:41 PR Compressed (Zipp.., 8,665 kB
eskto
e § OSMOMD-MZ212352_2022-11-16T17.42.32.,,  11/16/2022 ;a2 Pha Cormpressed (Zipp.., 8,600 KB
¥ Downloads i OSMOND-N212352_2022-11-16T18.06.38.,  11/16/2022 .06 PM Cornpressed (zipp.. 8,665 KB

|£| Docurnents

17.4.2. LINUX

On Linux the Dolphin file manager can be used to sign in.
1. Enter the address of the WebDav server to the address bar:

webdavs://tesztg.example.com:1443/webdav_secure_share/
2. Then, press [Enter].

After successful connection, enter the username and password.

4. Then, the page appears:

Index of /webdav _share

Name Last modified Size Description

¥ Parent Directory -
[Z3 New Folder/ 2022-11-07 15:46 -
(L3 New folder (2)/ 2022-11-07 16:21 -
3 New folder (3)/ 2022-11-07 16:21 -
23 New folder/ 2022-11-07 16:21 -

Apache/2.4.52 (Ubuntu) Server at 192.168.1.2 Port 1080
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17.5. TROUBLESHOOTING

17.5.1. OSMOND

If upload is not working, Osmond will collect the unsuccessful documents to the UNSUCCESSFUL
gueue until its limit is not reached. When UNSUCCESFUL limit is reached, the oldest element in queue
is overwritten by the result of the latest scan. Documents in unsuccessful status can be checked in

the APPLICATION / LIST QUEUE menu. In case of correct operation this row is empty.

READER APP / APPLICATION / LIST QUEUE v1.8.0011

& ADMINISTRATION

@ NETWORK — .
® APPLICATION DEFERRED (MAX: 10) 0
UNSUCCESSFULL (MAX: 50) 0

START APP

MARKED AS DELETED
EDIT APP

MARKED AS REDIRECT
CONFIG BACKUP

0
0
HISTORY 2 REFRESH

FILE UPLOAD

LIST QUEUE

& SCAN PROCESS

3¢ MAINTENANCE

® aut

If upload is not working, then the WebDav server firewall (Windows or Linux) or another
network device may be blocking it.
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17.5.2. CHECKING THE SERVER

The server can be checked by using the following command. This command tries to upload a file to
the server:

curl -v -T 'main.txt' --user tesztg:123456
https://tesztg.example.com:1443/webdav_secure_share/

where:

main. txt is the name of the file to be uploaded

tesztgis the name of the user

123456 is the password of the user

tesztg.example.com is the fully qualified domain name (FQDN) of the server

1443 is the port through which the server is listening

17.5.3. CHECKING THE CERTIFICATE

The certificate can be checked by using the following command:
openssl s client -connect tesztg.example.com:1443 -servername

tesztg.example.com

If the certificate is adequate, the returned message is the following:

Verify return code: 0 (ok)

17.5.4. MISSING INTERMEDIATE CERTIFICATE

If the intermediate certificate is missing, the cur1 command returns the following message:

curl: (60) SSLcertificate problem: unable to get local issuer certificate

When checking the certificate, the openssl returns the following message if the certificate is missing:

Verify return code: 21 (unable to verify the first certificate)

In this case you must get the intermediate certificate. One way to get the certificate is described in

the Installation of the SSL Certificate chapter.
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17.5.5. LINUX

On Linux the WebDav protocol is provided by the Apache?2. Its operation can be affected with the

following commands:

e Check the configuration of Apache?2:
apachectl configtest

e Start the Apache2:

sudo systemctl start apache2

e Restart the Apache2:

sudo systemctl restart apache2

e Stop the Apache?2:

sudo systemctl stop apache2

e Enable the Apache?2 to start automatically on startup (if it is not set, then it is recommended):

sudo systemctl enable apache2

e Disable the Apache? to not start automatically on startup:

sudo systemctl disable apache2

e Query the status of the Apache2:

sudo systemctl status apache2
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18. SETTING THE CONFIGURATION AND SOFTWARE UPDATE ON
OSMOND DEVICE THROUGH NETWORK

The Osmond firmware version 1.8 and above versions allow sending configuration updates (e.g.,
changing settings) and firmware updates from a remote update server to one or more Osmond N

devices via network.

The default update server is "update.adaptiverecognition.com”. For more information on it,
contact ADAPTIVE RECOGNITION support or sales team.

In this section the creation of the environment required for this, as well as the settings and the process

of the different types of updates (config or software) will be described.

18.1. THE STRUCTURE OF THE UPDATE SERVER

The following are required for the update server:

1. A web server capable of serving via HTTP/HTTPS connection
The section will show the usage and installation of a python-based web server. In practice, web
servers based on any technology can be used, which are capable of serving via HTTP/HTTPS

connection.

2. get'file

See Description of the Configuration File (get file).

3. Update file and the associated signature file (.chk)
The update can be of two types:
— Software updates which contain the update of the software modules of the device (zip file).
They are exclusively originated from the manufacturer.

— Configuration updates, see Configuration File (config_new1.conf).

They can be created by anyone.

4. Signing script and keys required for signing
The device only accepts digitally signed updates. Unsigned updates are not downloaded to the
device. The signature originates either from the manufacturer or the customer. When the
configuration update is signed by the customer, the public key of the customer must be on the
device. For more information on it, contact ADAPTIVE RECOGNITION support team.
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18.2. INSTALLING AND SETTING THE UPDATE SERVER ON WINDOWS 10

18.2.1. INSTALLING PYTHON
1. Download and install Python 3 or newer version (currently Python 3.11.3 can be accessed):

- Navigate to https://www.python.org/downloads/.
- Select "Use admin privileges when installing py.exe" and "Add python.exe to PATH" by ticking

the checkboxes.
- Then, click on [Install Now].

% Python 3.11.0 (63-bith Setup

) Install Python 3.11.0 (64-bit)
Select Install Now to install Python with default settings, or choose
Customize to enable or disable features.
% Install Now

Ch\Users\tesztghAppDatatLocal\Programs\Python'\Python311

Includes IDLE, pip and documentation
Creates shortcuts and file associations

—> Customize installation
Choose location and features

puthfon Use admin privileges when installing py.exe

or

- 41 Add python.exe to PATH Cancel
windows

- Afterinstallation, it is recommended to restart the PC.

2. Open Command Prompt. Command Prompt can be accessed by entering "cmd" text to the search

bar at Start menu and clicking on the appearing Command Prompt line.
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18.2.2. INSTALLING THE UPDATE SERVER

1. Create the library of the update server:

- Navigate to Start menu / Windows System / File Explorer.
- In the appearing window navigate to C: \Users\user library, where the user is the name
of the user.

- Rightclick on a neutral area, then select New / Folder menu item from the pop-up quick menu.

View >
Sort by >
Group by >
Refresh

Paste

Paste shortcut

Undo Delete Ctrl+Z
Git GUI Here

Git Bash Here

Give access to >
Mew > Folder
Properties

- Rename the created library to: update_server

2. Opentheupdate_ server library.
3. Create or copy the configuration file to the update_server library. For example, copy the one

located at Annex / Configuration File (config_new1.conf) chapter.

- Right click, then select New / Text Document from the appearing quick menu.
- Name the file to config_new1.conf

- If an alert message pops up, click on the [Yes] button on the message box.

Renarne

I If you change a file name extensicn, the file might become unusable.

Are you sure you want to change it?

Yes Mo
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- Right click on the file name and select the Edit menu item. In the absence of this, click on the

Open with menu item and browse the Notepad application.

How do you want to open this file?

m MNotepad

- Look for an app in the Microsoft Store

More apps -

&/ Always use this app to open .conf files

- Tothis location copy the content of the configuration file located in the Annex / Configuration

File (config_new1.conf) chapter.

- Then, click on File / Save in the Notepad application.

| *config_newd.conf - Notepad

File Edit Format View Help
Mew Ctrl+N
Mew Wind o Ctrl +3hift+h

CREn Cre0  cTimeDiffCheck™: "1
Save Ctrl+5
Sawve As.., Ctrl +Shift+5
ntpServer”: "2.europe.pool.ntp.org”
Page Setup...
Print... Ctrl+P
Exit timeZone™: "Europe/Budapest™
X
]
//End

- Atlast, close the window by clicking on the "x" located in the upper right corner.

4. Sign the config_new1.conf file (see Signing the Configuration File chapter).
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5. Copy the config_new1.conf and config_new1.conf.chk files to the
C:\Users\user\update_ server library.

- The former config_new1.conf must be overwritten with the returned one.

" Replace or Skip Files — *

Copying 2 items from smb_probashare to upload_server

The destination already has a file named
“config_new1.conf"

v Replace the file in the destination
2 Skip this file

(L2 Compare info for both files

Muore details

6. Create or copy the 'get' file to the update server library (see Annex / Description of the

Configuration File (get file) chapter):

- Right click in the File Explorer, then select New / Text Document from the appearing quick
menu.
- Name the file to: get

- If an alert message pops up, click on the [Yes] button on the message box.

Renarme

| If you change a file name extension, the file might become unusable.

Are you sure you want to change it?

Yes MNo

- Right click on the file name and select the Edit menu item. In the absence of this, click on the

Open with menu item and browse the Notepad application.

How do you want to open this file?

g Notepad

. Look for an app in the Microsoft Store

More apps

&/ Always use this app to open .conf files
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- To this location copy the following line and press the [Enter] key at the end of the line in order
to start a new line:

*|*|*|*|*|config newl.conf

- Then, click on File / Save in the Notepad application.

| *get - Notepad
File Edit Format ‘iew Help

MNew Ctrl+N
Mew Window Ctrl+Shift+MN
Open... Ctrl+0
Save Ctrl+3
Save As... Ctrl+5hift+5
Page Setup...

Print... Ctrl+P
Exit

- Atlast, close the window by clicking on the "x" located in the upper right corner.

- The content of the update_ server library can be seen in the following image:

Marne Date modified Type Size
Mj config_newl.conf 5/11,2023 5:09 PR COMF File 1KE
|_'| config_newT.conf.chk 5/11,2023 5:09 PR Recovered File Fra.., 1KE
7 get 54122023 5160 PM File 1KB
9
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7. Start the Python web server:

Open Start menu / Windows System / Command Prompt
Navigate to the update server in the Command Prompt:

cd update_ server

Start the Python web server:

python -mhttp.server 3280

where: 3280 is the port through which the update server is listening

If a window pops up indicating that Firewall has blocked the Python server, click on the [Allow

access] button on this window.

B Windows Security Slert X

@ Windows Defender Firewall has blocked some features of this
app

‘Windows Defender Firewal has blocked some Features of Python on all public, private and
domain networks,

E Mame: Python
Publisher: Python Software Foundation

Path: Cfusersitesziglappdatailocaliprogramsipython
\python31 1python.exe

Allow Python bo communicate on these networks:

Domain networks, such as a workplace network

[APrivate netwoarks, such as my home or work netwarki

[JPublic networks, such as those in airports and coffee shops {not recommended
because these networks often have little or no security)

what are the risks of allowing an app through s firewall?

E; Allow access Cancel

The availability of the server can be tested by entering its address to the address bar of the
browser:

http://192.168.1.3:3280

where:

192.168.1.3 is the IP address of the update server on which the python server is started,
3280 is the port through which the update server is listening
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18.2.3. SETTING THE FIREWALL

If the server cannot be accessed from another PC, check the Windows Firewall settings.

1. Navigate to Control Panel / System and Security / Windows Defender Firewall / Advanced settings.
2. Click on [Inbound rules] located in the left section.
3. If the python.exe is listed, which is valid for all local ports, or at least port 3280 with TCP protocol,

and a green check mark is displayed next to its name, then the setting of Firewall is appropriate.

s x5 = HE
ﬂ Windows Defender Firewall wit] BT 00 T 12

Inbaund Rul ~
I lInboured ule: Narme Group Profile Enabled Action Override Program Local Address Remote Address Protocol Local Port Rerr]
&Y Outbound Rules
4 Cannection Security Rules @ Proximity shari... Proximity Sharing Al s Allow  Nao %System... TCP
%, Manitaring O g Domai.. ‘es Allowy Mo Cihusersh,
o Domai.. Yes Aoy No Ci

Mo FaSystem.,

@ Remote Assist.. Remate dssistance  Domai...  Yes Allow Mo Yosystern.. Ay Any

Any Any
Ary Any

Remote Assistance  Domain

4. If the python.exe is not listed, right click on the Inbound Rules, then select New Rule... from the

appearing quick menu.

@ “Windows Defender Firewall with Advanced Security
File  Action View Help

o= 55 = HE

_ﬂ Windows Defender Firewall witl

Inbound Rules

£ Inbound Ryl
% Outbound Mews Rule...
i i MProg
A Connection . ) ¢
= Filter by Profile »
B Monitaring ) v MProg
Filter by State * Jatfo
Filter by Group > Datfo
View y ectiol
e
Refresh "
Export List... &
e
il sktog

5. Inthe pop-up window select Port, then click on the [Next >] button.

Steps:
» Ruls Type ‘What type of rule would you like to create?
@ Protocol and Ports
@ Action ) Program
Puafile Fiule that control: connections for a program.
@ Mame @ Port

Fiule that control: connections for a TCP or UDP port,

O Predefined:
@FirewallaPl.dl.-80200

Fiule that controls connections for a Windows experience,

() Custom

Custom rule.
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6. At "Does this rule apply to TCP or UDP?" select TCP.
7. At "Does this rule apply to all local ports or specific local ports?" select "Specific local ports" and
enter the value 3280 to the text field. Then click on the [Next >] button.

Steps:

s Rule Typs Does this rule apply to TCP or UDP?
s Protocol and Ports @® TCP

@ Action ) UDP

@ Profile

@ Mame

Does this rule apply ta all local ports or specific local ports?

() Al local ports
(@ Specific local ports: |328E‘
Example: 80, 443, 5000-5010

8. On the following window select "Allow the connection" option and click on the [Next >] button.

Steps:
@ Rule Type ‘What action should be taken when a i hes the ified conditions?
@ Protocol and Ports
. (®) Allow the connection

) GELED This inchadk ions that are i with IPsec as well as those are not.
@ Profile

N () Allow the connection if it is secure
@ Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the seltings in IPsec properties and ules in the Connection Security
Rule node.

() Block the connection

9. On next window select "Domain" and "Private" options by ticking their checkboxes.
The "Public" option is not recommended, only if the PC is connected to a public network.
Then click on the [Next >] button.

Steps:
@ Rule Type ‘When does this rule apphy?
@ Protocol and Ports
@ Action [ Domain
@ Profd Apphes when a is itoits domain.
@ Mame [ Private
Applies when a computer is connected to a private network location, such as a home
of work place.
[] Public

Apples when a computer is connected to a public network location.
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10. On the following window type "update_server" to the "Name:" text field. Then, click on the [Finish]

button.

Steps:

Rule Type
Protocaol and Ports
Action

Profile iome

Description {optional):

E & & & &

Name

11. The new rule ("update_server") appears in the list.

LY
@ Windows Defender Firewall wit|
B3 Inbound Rules
&5 Outbound Rules
2‘!. Connection Security Rules

Inbound Rules

Group Profile Enabled Action Owerride Program Local Address Rermote Address

Allow

E| Monitoring U =7 @{Microsoft.Bing... it
9 @{Microsoft.D... @{Microsoft.Desk... Domai.. Yes Ll e MNa Ay By Ay Any Any Ao
8 @MicrasoftD... @{Microsoft.Desk... Domai.. Yes Ll e MNa Ay By Ay Any Any Ao
0 mIMicrnsoft, IMicensnft.Micr, Dormai hi:Td Ll oo Mo Ay L Lrvg Ay A A

12. Restart the PC.
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18.3. INSTALLING AND SETTING THE UPDATE SERVER ON LINUX

18.3.1. INSTALLING PYTHON

Most Linux distributions, including Ubuntu 22.04, install one of the Python versions during its
installation.

In order to perform the following steps, open a terminal.

1. Before querying the version, it is recommended to update the operating system:
sudo apt update
sudo apt upgrade -y

2. Restart the PC.

3. Query the Python version:
python3 -V

This queries the version of Python 3.
- Ifno error is returned, the Python version is correct.
- Iferroris returned, install Python 3:

sudo apt-get install python3
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18.3.2. INSTALLING THE UPDATE SERVER

Install the update server from command line:

1.

Create the library of the update server:

mkdir /home/user/update_server

where the user is the name of the user

Enter the update_server library:

cd /home/user/update_server

where the user is the name of the user

Create or copy the configuration file to the update server library. For example, copy the one

located at Annex / Configuration File (config_new1.conf) chapter.

nano config newl.conf

Copy the content of the configuration file located in the Annex / Configuration File

(config_new1.conf) chapter.

Then use the Ctrl + X keyboard shortcut
At "Save modified buffer?" press 'Y (Yes)
Then press the Enter key

Sign the config_newl. conf file (see Signing the Configuration File chapter).

To this location copy the signed config_new1.conf and config_new1.conf.chk files:

cp /home/user/update_server sign/config newl.conf .

cp /home/user/update_server sign/config newl.conf.chk .

Create or copy the 'get' file to the update server library (see Annex / Description of the

Configuration File (get file) chapter):

nano get

Copy the content of the 'get' file located in the Annex / Description of the Configuration File

(get file) chapter:

*|*|*|*|*|config newl.json

Then use the Ctrl + X keyboard shortcut
At "Save modified buffer?" press Y (Yes)
Then press the Enter key
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7. The content of the update_server library can be seen in the following image:

total 20
drwxrwxr-x 2 user user 4096
drwxr-x--- 17 user user 4096

-TW-Trw-r-- 1 user user 224 ] : config_newl. json
-TW-rw-r-- 1 user user 547 ] A config_newl. json.chk
-TW-Tw-r-- 1 user user 547 ] 114 iet

. S

8. Start the Python web server:
python3 -mhttp.server 3280

where: 3280 is the port through which the update server is listening

9. The availability of the server can be tested by entering its address to the address bar of the
browser:
http://192.168.1.3:3280
where:
192.168.1.3 is the IP address of the update server on which the python server is started,
3280 is the port through which the update server is listening

18.3.3. SETTING THE FIREWALL

The port used by the update server must be set in the firewall, then restart it, if the firewall is active.
In general, the ufw runs on Ubuntu. Its state can be queried with the sudo ufw status command.

If it is active, then:
- sudoufwallow 3280/tcp
- sudoufwdisable

- sudo ufwenable
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18.4. SETTING ON OSMOND

The parameters of the update server can be set on the web interface of the Osmond device. By default,
the web interface is accessible on 192.0.2.3:3000, but it can be set to another address as well.
The IP address of the Osmond in the example is 192.168.6.244:3000.

1. After signing in to the web interface, click on the Main menu (the three horizontal stripes; at the
top left corner of the webpage) in order to open the menu items.

2. Navigate to ADMINISTRATION / UPDATE SERVER.

3. Click on the [Edit] button belonging to Server 1.

READER APP / ADMINISTRATION / UPDATE SERVER v1.8.0011

& ADMINISTRATION

USERS

Server 1 HTT 192.168.1 ;":‘;?i

YRR UPDATE BASIC SETTINGS

LANGUAGE

Server number Download speed Update time
Ul COLORS

1 1G hourly

ENGINES AND LICENSES
RESULT UPLOAD

D RESET | ' SAVE
LOG UPLOAD

DATABASE UPLOAD

CONFIG UPLOAD

UPDATE SERVER
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4. On the appearing menu set the following:

Protocol: HTTP (Hypertext Transfer Protocol)

Host: IP address of the update server, in this case: 192.168.1.2
Port: Port of the update server: 3280

Remote directory: Name of the folder accessible from the server's root directory: /get

Username: Name of the user. This field must be blank.

Password: Password of the user. This field must be blank.

" SAVE

Protocol Host Port Remote directory
HTTP [Hyperte: v 192.168.1.2 3280 /get
Username Password

®

€ CANCEL O RESET + SAVE

5. |If all fields are filled in, click on the [SAVE] button.
Wait until the UPDATE SERVER CONFIGURATION window appears:

READER APP / ADMINISTRATION / UPDATE SERVER v1.8.0011

@ ADMINISTRATION

USERS

Server 1H 192.168.1.2:3280 m

PV I UPDATE BASIC SETTINGS

LANGUAGE
Server number Download speed Update time

Ul COLORS
1 16 hourly

ENGINES AND LICENSES
RESULT UPLOAD

D RESET | # SAVE
LOG UPLOAD
DATABASE UPLOAD

CONFIG UPLOAD

UPDATE SERVER
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6. Onthe UPDATE SERVER CONFIGURATION window specify the following:

- Server number: The number of the update servers, in this case: 1
- Download speed: The speed of the download, in this case: 1G

- Update time: in this case: hourly

7. Then, click on the [SAVE] button.

Server 1 HTTP 192.168.1.2:3280 HE M1

UPDATE BASIC SETTINGS

server number Download speed Update time

1 16 hourly

D RESET | # SAVE

For more information, see ADMINISTRATION / UPDATE SERVER chapter.
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18.5. NOTES FOR THE UPDATE SERVER

1. Osmond stores the name of the configuration file, therefore update with the same configuration
file name is only possible once. If the settings must be reupdated, rename the ‘conf' file to e.g.,
config_new2.conf, config_new3.conf, etc.

2. If you rename the configuration file, do not forget to rewrite its name in the 'get' file as well.

3. Multiple update servers can be set. In this case the Osmond device queries them in the specified
order. If it finds a relevant update, Osmond applies it and does not continue the search.

4. With the described settings Osmond checks hourly and, on every startup, that whether there is a
new configuration file on the server.

The value of the Update time can be the following:
- 'daily’
- 'hourly'
- 'weekly'

- ‘'cron'e.g., "0 */2 ***"to check for updates in every two hours

18.6. TESTING THE SETUP

In case of error the update server can be tested from command line with the following command:
curl -XGET 192.168.1.2:3280/get

where:
192.168.1.2is the IP address of the update server
3280 is the port through which the update server is listening

This command returns the text located in the 'get’ file. If the text is not returned, use the curl
command which can give a more detailed description of the error, especially when it is ran with
detailed logging:

curl -XGET -vvv192.168.1.2:3280/get

375/452

ve Recoanition Nordic REQUESTINF

ecognition Singapore v




OSMOND User Manual

18.7. ANNEX

18.7.1. CONFIGURATION FILE (CONFIG_NEW1.CONF)

The configuration file contains those fields and their values that are to be set. Its format is similar to
JSON, but it begins and ends with a note line (//). The first note is the name of the table, fields of which
are included in the list, below the table name. The last note is the "End" element which indicates the

end of the list.

For example:
//Properties
[
{
" UpdateServer/1/host" : "192.168.1.2"
br
{
" UpdateServer/1l/protocol" : "HTTP"
br
{
" run/configVersion" : "1.0.0.1"
}
]
//End

The example above sets the IP address, the protocol and the version number of the given

configuration of the Update Server 1.
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18.7.2. SIGNING THE CONFIGURATION FILE

1. Perform the signing in a library, different than the update server (update_server). Therefore, create

alibrary named as update_server_sign in the user account

2. Copy the following files to the update _server sign library:
— *conffile (e.g, config newl.conf)
This file contains the configuration. It can be created with text editor as described in

Annex / Configuration File (config_new1.conf) chapter.

— genchkfile.py
This file performs the signing of the configuration file. Free to use software which should be
requested from ADAPTIVE RECOGNITION Support Team.

— private.key
This file is the private key.
— public.key
This file is the public key.
— device.pub
This is the public key of the device.

3. Open aterminal and enter to the update_server_sign library.

4. Sign the configuration file:

./genchkfile.py config newl.conf
where:
config newl.conf is the text-based configuration file. Its name is optional, but the .conf
extension should be kept.
The created files:
— config newl.conf
This is the signed configuration file. It does not match the text-based configuration file.
— config newl.conf~
This is the original text-based configuration file.
— config newl.conf.chk

This is the signature.
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18.7.3. DESCRIPTION OF THE CONFIGURATION FILE (GET FILE)

The 'get' file describes which device gets which configuration file. This is a text file in which one line
is divided into 5 sections. The sections are separated by pipe characters (|).

The structure of one line is the following:

<firmware version>|<device type, always prmcmini>|<device serial number>|<device architecture,

always arm64>|<label, e.g., TEST>|<file name or file names separated by commas, if there are more>

For example:
1.7.01*1208663|*|*|config for 1.7.conft

The meaning of the example:

The device with the serial number 208663 must download the config_for_1.7.conf file, if the version
number of its firmware is 1.7.0. In the sections the asterisk symbol (*) denotes an arbitrary sequence
of character.

Thus, a line valid for all devices is the following:

*|*|*|*|*|config newl.conf

After download, the updates are performed either immediately or on the next startup. This can be
adjusted with the |F switch located at the end of the line in the 'get’ file. If it is present, the update is

performed immediately after download.

@ Important!

After each update execution, the device restarts automatically. The new settings or software
version are only valid after restart.
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18.7.4. CONFIGURATION FIELDS

//Properties
[
{
"UpdateServerMain/update time" : "17 */2 * * * "
} 4
{
"UpdateServer/1/host™ : "192.168.0.121"
} 4
{
"UpdateServer/l/remote directory" : "get"
by
{
"UpdateServer/1l/protocol™ : "HTTPS"
I
{
"UpdateServer/1l/password" : "test"
} 4
{
"ResultUpload/WSS/access directory" : "test directory"
} 4
{
"ResultUpload/WSS/host" : "test wss host"
I
{
"ResultUpload/WSS/authority/RawbData" : "—-—-—-—- BEGIN
CERTIFICATE-———-
\nMIIEwDCCAQgCCQDKi /UZZC3p8DANBgkghkiGIw0OBAQsFADAIMSAwHgGYDVQQDDBAQ\ {MORE
DATA} azbvCi3VvXK7Rb3uK5VePOMrU\nK88gH3Q6NmxvLJIn/Zbn0jb/0Zm8=\n----- END
CERTIFICATE----- \n"
} 4
{
"ResultUpload/WSS/authority/UploadName" : "test ca.crt"
I
{
"ResultUpload/WSS/certificate/RawData" : "—-—-——- BEGIN
CERTIFICATE-———-

\nMITIE3TCCAsSUCAQEWDQYJKoZIhvcNAQELBQAWI JEGMBAGAIUEAWWXUFAGIERPZW5z \ndGVul
FNJYW5uZXIgQOEwWHhcNMjAwWNZEOMTg1NzQ1WhcNMjEwNzEOMTg1NzQ1WiBH\ {MORE DATA}
\nc48bLiAil/hPkrEfv]jyppaHmxKACcZ4HGewlUg8LuCAfmeJKbMXPtkAv31iogql2GH\ndQ==

}l
{
"ResultUpload/WSS/certificate/UploadName"
"testcertfilename.crt"
b
{

"ResultUpload/WSS/private key/RawData" : "----- BEGIN
PRIVATE KEY----- \nMIIJQwIBADANBgkghkiG9wOBAQEFAASCCSOwggkpAgEAAROICAQC/
{MORE DATA} \nu5e8FrAWnzxcTTaswHU+202015T4d7E=\n----- END PRIVATE KEY-----

\n"
by
{
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"ResultUpload/WSS/private key/UploadName"

"testkeyfilename.key"

by
{

by
{

"ResultUpload/WSS/reconnect attempts" : "6"
"ResultUpload/WSS/upload frequency" : "6"
"UpdateServer/l/username" : "testupdateserver username"
"LogUpload/ipAddress" : "test loguploadaddress"
"LogUpload/port"™ : "6666"

"LogUpload/protocol™ : "tcp"
"LogUpload/isRealtimeUpload" : "1"

"queue/check interval™ : "88"

"queue/minimal available space" : "88"
"queue/package limit" : "8"
"queue/corrupted package limit"™ : "1l6"
"queue/queue warning interval" : "24"
"queue/should send gqueue warning" : "1"

"queue/is delete deferred uploads" : ""

"queue/is delete corrupted uploads" : ""

"run/configVersion" : "1.9.1.9"

"ResultUpload/WSS/close handshake timeout": "32765"
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19. PASSPORT READER PROPERTY LIST

The property list contains the short descriptions of the passport reader properties according to the

following:

Property Path and Name
Every property has a path and a name. When referring to a property (e.g., in the Full Page Reader

application) the path must be specified as well.

If you write in the gxsd.dat file, pay attention to type between the <pr> and </pr> elements.

Value type/Values
The property types are specified to help to make managing them easier. Use values of the specified

type when setting property values.

For boolean values use O or 1.
For integer values use decimal numbers only.

Accessibility
- F (File): means the initialization from the gxsd.dat file.
It can be found:
e in the ProgramData/gx hidden directory on Windows systems,

e inthevar/gx directory on Linux systems.

- R (Read): means that the getProperty method can be called in the program.

- W (Write): means that the setProperty method can be called in the program.

Default Value

The values marked bold represent the values applied by default.

Description

In the following sections the short description of the properties will be provided.
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All properties located under the docimageprops and log tabs are described in the
GX Reference Manual. Most of these advanced properties are not required to be adjusted in
typical user applications.

All properties located under document/maqc tab are described in the MRZ Quality Assurance
Reference Manual. Most of these advanced properties are not required to be adjusted in
typical user applications.

The following properties can only be set when the device is already in use:
e properties starting with ctrl/
e preview_light
e testdoc_mode
e uvwarm_quality

e freerun_mode

When connecting the device again, these properties will be reset.

382/452

> Recognition America +— A ecognition Nordic

ecognition Hungary - ognition Singapore




OSMOND User Manual

19.1. DETAILED PROPERTY DESCRIPTIONS

Value type/ .
Property Path and Name o Default Value Description
Accessibility
Integer .
act_page . The ordinal number of the last scanned page.
_ String . .
api_date . The date required for the PRSoftware license.
autosave/enddate String Date after which the automatic saving is
F/R/W discontinued. E.g., 2020-12-02
Enables the automatic encrypted saving. Such
files can be decrypted if the appropriate private
key is available.
0 NOTE: The autosave/path property must be set
_ Integer t00.
autosave/filter min: 0
F/R/W max: 2 Possible values:
0 — The automatic encrypted saving is turned off.
T — The saving of every image after scanning.
2 — The saving of the images recommended by
the engine.
Number of days, after which the images are
_ Integer _ deleted automatically.
autosave/keeptime min: 1 . .
F/R/W NOTE: Check and Delete algorithm only runs with
the saving next in line.
The automatic saving saves up to this number of
images. It always deletes the oldest ones, if it is
_ Integer , needed. The files saved manually are not counted
autosave/maxfilenum cIRIW min: 1 into this value.
NOTE: Check and Delete algorithm only runs with
the saving next in line.
The path of the automatic encrypted saving. Such
Path files can be decrypted if the appropriate private
F/R/W NOTE: The autosave/filter property must be set
too.
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autosave/skin_text Boolean False In case of "autosave/filter" = 2, it enables or
P- F/R/W disables the system to generate txt files.

NOTE: This property applies only to 1D and
PDF417 barcodes.

The barcode/contrast property controls the
1.5f contrast compensation level.
Float The default value is 1.5. Changing this value
barcode/contrast EIR/W min:-3.f | affects the barcode reading accuracy.

max: 10.f If it is set to -2, an automatic contrast adjustment
is launched.
If set to -3, an appropriate contrast setting is
searched, but not preserved (used for the actual
reading process only).

There are some special cases when the
barcode/deglinter property can be useful. It
reduces the noise caused by the damages of the
covering foil. It is specially developed to eliminate
the light horizontal thin lines produced by the
glinting of the broken foil. The deglinting process
Boolean works only if the height of the noise line is

barcode/deglinter False significantly smaller than the size of the barcode
F/R/W signs.

Note, that this property applies only to 1D and
Boolean PDF417 barcodes. Basically, barcodes can be
barcode/enable_vertical False read only in horizontal direction. This behavior can
F/R/W be changed with the barcode/enable_vertical

property.

This property is needed for reading a particular
. Boolean barcode located in the inner side of the Mexican
barcode/interchar_space False

F/R/W documents.

(Code 39 with large gap between characters.)
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The barcode reading process can be sped up by
specifying this property. The order in which
certain barcode types are read can be specified.
The not needed types can be omitted.

String <recog_order value="51789a"/>

barcode/recog_order EIR/W 1 = for all 1D codes

5 - PDF417

7 — DataMatrix
8 — QR code

9 - AZTEC
a-UPU

Path It returns the name and path of the used

calib_file R calibration file.

Path of the calibration file. If not specified, the
calibration file is searched at the following default
locations:

e A directory specified by the calib_path
property.
e S%SystemRoot%\system32\gx\pr

Path directory on Windows systems,

calib_path F/R/W e /usr/share/gx/pr directory on Linux

systems.

e SCommonProgramFiles$%\gx\pr
directory on Windows systems

e Programdata\gx\pr on Windows
operating systems

e /var/gx/pr directory on Linux systems.

Boolean If 1, it provides gray output images.
ctrl/always_gray False . e S
F/R/W Recommended for time-critical applications.

) Boolean
ctrl/autoread_calib True Internal property.
F/R/W

Obsolete.

Integer Enables the low-resolution image capturing.
ctrl/capture_mode_mask 0 Certain bits represent corresponding lights.
R/W Instead of this property, use the capture_style

property.
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This property is specially developed for capturing
Boolean dark documents (e.g., front cover of certain
ctrl/detdark False passports). By setting this property to 1, the
F/R/W motion detector of the device will detect dark
documents as well.

‘ In case of composite USB/network device, it
String returns the IP address of the device. In place of #

R ordinal number or connector type can be written.
E.g., ethO.

ctrl/ip or ctrl/ip/#

The area examined by the motion detection can
be specified in thousandths using the following

methods:
String .
ctrl/mdarea Example:

F/IR/W "400" — the middle 40% x 40% area

"left,top-right,bottom" — the area specified by the
left, top, right, bottom values (in thousandths).

Boolean This property is applicable for PRMc devices. The
ctrl/photo/adjust False software  correction of the accidental
FIR/W displacement of the photo image.

NOTE: This value is applicable only for Combo
Scan devices in order to control the speed of
image capturing and transferring to the PC.

1000/50 The higher this value is, the slower the image
ctrl/raw_delay Integer in 10 transfer will be.

- F/R/W : Adjust this value according to the performance of
max: 1600 | your PC: Low values are preferred on fast PC-s,

while high values are applicable on slow ones.

Default value: 1000 or 50 depending on the device
type.

The default resolution of the captured images can
0 be set with this property (in pixel/meter). Setting
Integer the resolution to lower values results in smaller
ctrl/resolution min: 0 image size, which e.g., eases the insertion into a
IRIWT hax: 100000 | database. . _

If it is set to 0, the default resolution of the device
will be applied.
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NOTE: The number of the window is to be written
in place of #, deviating from the regular, numbered

0 from 1.
Integer . . . o
ctrl/resolution_# min: 0 This property is applicable for multi-window
F/W . devices (e.g., devices equipped with photo
max: 100000 camera).
Single step setup of all resolutions belonging to a
single window of a multi-window device.
Integer 0 The devices with cover colored white are
ctrl/shield min: -1 indicated with this property, in order to recognize
F/R/W max: 4 semi-transparent documents.
Integer 0 Resolution of the captured image under the light
resolution min: 0 specified in the Path. This value is provided in
F/R/W max: 100000 pixel/meter.
ctrl/white/
ctrl/infra/ .
ctrl/uv/ Integer The' capture_style _property can  set different
capture_style 0 settings that modify certain elements of the
ctrl/coax/ F/R/W captured image.
ctrl/edge/
i Boolean Defines, that the applied device supports the
R Reflection Removal on the given light.
Helps to discover the program freezes. If it is
debug/failures Boolean False f[umed on, at every reading the (encrypted) image
F/R/W is saved temporarily then deleted. It can increase
significantly the processing time.
The debug/floats property enables/disables the
tracking of invalid floating-point operations.
Boolean When it is set to 1, the system disables the
debug/floats False floating-point exceptions for each API call and
F/R/W restores the state before exiting the function.
This property also enables saving images in case
of OCR error.
Boolean This property applies only to Windows operating
debug/memory False systems. Enables memory test when entering or
F/R/W leaving the API code.
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The debug/path property specifies the directory
for saving debug info if some internal image
processing exception occurs. The occurrence of

Path such errors is shown by the creation of one or
debug/path more debug files containing images that caused
FIR/W the specific exception and/or error descriptions.

Please send back these files to our support team
in order to help us improving the recognition
engine.

The debug/recog property enables/disables the

Boolean tracking of image processing errors in some
debug/recog False well-known situations.
F/R/W The system saves data when the failure is exactly

known. E.g., checksum failed.

File format of the images which are saved in ZIP
archives:

1=BMP format (GX_BMP)
2=JPEG format (ISO/IEC 10918-1) (GX_JPEG)

GX_JPEG | 3=JPEG-2000 Code stream syntax ISO/IEC
15444-1 (GX_JPEG2K_JPC)

docimageformat Integer | min: GX BMP | 4_ jpEG2000 P2 format syntax  ISO/IEC
F/R/W hax 15444-1 (GX_JPEG2K_JP2)

GX_WSQ 5=RAW format (uncompressed pixel data without
header) (GX_RAW)

6=PNG format — Portable Network Graphics
(GX_PNG)

7=WSQ format — Wavelet Scalar Quantization
(GX_WSQ)

Saving parameters for the images which are
saved in ZIP archives.

docimageprops/ This path contains not a single, but multiple

#imageprops# F/R/W

properties, which are described in the GX
Reference Manual.
‘ Integer 0 0 — First algorithm
docrect/algorithm min: 0 1 — Second algorithm
F/R/W 2 — Both, if the first one is not successful

max: 2
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This property enables the recalculation of
MOD_DR_YES | "document views" by the result of the OCR
functions. This option is necessary for e.g.,

min: recognition of upside-down documents.
) Integer MOD_DR_NO | |t is recommended to leave it turned on (M).
docrect/modify .
F/R/W max. 0 — Turned off

MOD_DR_ | 1 - Using new frame
ROTATION+ | 2 — Only using the rotation
MOD_DR_LS | 4 - Landscape in case of ID cards. It can be
combined with 0, 1, 2 values.

Location of the automatic database. Such
database contains sample images for

Path authentication.

document/database IR /W Default:
e Windows: $ProgramFiles%\gx\docdb"
e Linux: /var/gx/docdb

document/fonttypes String Returns a comma separated list of fonts usable

yp R for manual OCR.
During MRZ reading, the occasional 0-O character
reading error (mix-up) is restored by pattern fitting
0 algorithm.
The property offers the option to skip the steps of
Integer , .
document/icao_0o min: 0 the algorithm.
FIRIW max: 3 0 — Checksum based exchange

T — Use of the direct OCR result
2 — Database based exchange
3 — Exchange, considering the environment

Properties for logging.

This path contains not a single, but multiple
F/R/W properties, which are described in the GX
Reference Manual.

document/log/#logprops#
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With the help of the logging option of the
document processing module, performance logs
can be created by setting the log/logprocess
property to timing'.

Example:

<default>
<pr>
<document>
<log>
String <logprocess
document/log/logprocess value="timing"/>
F/R/W <file
value="prdoc.log"/>
<filter value="6"/>
<format
value="Sh:5m:Ss
($1:SL)
[$Si] > SM\r\n"/>
</log>
</document>
</pr>
</default>

This path contains not a single, but multiple
document/maqc/#qcprops# properties, which are described in the MRZ Quality
F/R/W Assurance Reference Manual.

In the case of the dates which do not contain the
Integer 0 century, the algorithm tries to figure it out from the
document/tip_century min: 0 year and current date.

FIRIW max. 1 0 — Turned off

1 — Default algorithm

Tip algorithms related to names. At present it
works only with Australian documents.
document/tip_names integer . 0 — Turned off

P F/R/W min: 0 1 — Division of the name parts

max: 3 2 — Transformation of lowercase/uppercase

NOTE: The values can be combined.

0 If the confidence of a character is less than this
document/ Integer - value then the character is replaced to
weak_char_confidence F/R/W min: 0 ,weak_char_value”. In most cases, this value can
max: 1000 | be applied for MRZ lines only.

Integer # The value that replaces characters with
min: 0x21 confidence value below weak_char_confidence.

Default value: #e.g., 65="A"

document/

weak_char_value F/R/W
max: 0x7e
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finqer/cformat Integer . Makes the saved fingerprint image more
g F/R/W min: 0 contrasted.

max: 1

Boolean Enables hand swapping test. This test only gives
finger/check_hand True signal when the four fingers of the scanned hand
F/R/W are present.

Float I Test upright position of the fingers. The value is

finger/check_upright min: -1.f the maximal allowed angle of fingers in radian.
FIR/W max: 4.f A negative value turns off the test.

Sets the size of the fingerprint images.

e Fix size: xsizeysize

e Alloption:
minx[-maxx][,miny[-maxy]][,prox/proy]

F/R/W e Minimal size: 80 pixels

e Maximal size: 2048 pixels

e Default size: 256 pixels

e Default ratio: 2/3

] _ _ String
finger/image_size

Use common quality for all fingers instead of
finaer/slap_qualit Boolean False individual qualities for each finger for collecting
g p-quality F/R/W the best fingertips. Used when a slap image (that

contains all fingers in one image) is required.

The codes of the fields that should be hidden, are
to be written into the hide_fieldimage property
separated by commas or semicolons.
E.g., 2400 — VIZ face photo.

The local value 1000 can be omitted. In such
cases the system covers the VIZ as well as the
MRZ fields.

Naturally, only the fields read by the engine can be
String covered. E.g., the VIZ face photo will not be
hide_fieldimage covered upon running GetMRZ. Neither the
F/R/W barcodes nor the RFID images should be covered.
The text or binary data are left unmodified, similar
to field images cut earlier. The coverage does not
work on the Photo camera as well as it may work
improperly on multi-camera devices (e.g,
Big-eye). But upon setting the property, the
algorithm runs on the already existing complete
images and the document images are
regenerated.
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Path, where the system is searching for the
license_path Path licenses in order to upload automatically upon
- F/R/W starting the device. Searches for them in the
rwdata dir regardless of the property.
Properties for logging.
log/#logprops# This path contains not a single, but multiple
F/R/W properties, which are described in the GX
Reference Manual.
By logging the prapi module, the user can keep
track of the device handling events like motion
detection results, image capture events or device
initialization events. In order to enable logging, set
the log/logprocess property to one or more of the
following values (separated by commas):
e apierror - logging api errors independent of
the user application
e timing - logging process timings
e initialization - logging the events of the device
initialization
¢ motdetonchange - logs motion detection only
String upon change
log/logprocess IR /W Example:
<default>
<pr>
<log>
<logprocess
value="apierror,initialization"/>
<file
value="prapi.log"/>
<filter value="6"/>
<format value="S$h:Sm:Ss
(S1:SL
[$1i] > SM\r\n"/>
</log>
</pr>
</default>
Path
module_dir R The path of the pr modules.
Path Name of the OCR module to use. It can be edited.
ocr_module If the module cannot be opened then the program
F/R/W tries to use the default procr module.
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. . Boolean If set to 1, only images are loaded in case of
omit_task_loading F/R/W False LoadDocument, without results.
Sets the autostart mode of the PC/SC upon the
csc/autostart Boolean False connection of the device.
P F The pcsccontrol.exe file must be run in order to
set autostart mode.
1700
csc/max_air_speed Integer - The maximum communication speed of the
P -SP F min: 0 autostarted PC/SC control,
max: 1700
The lighting conditions of the preview image can
be set by the preview_light property.
Infra Possible values:
ow liah Integer 1 1 - Visible light
preview_lignt F/R/W min. 2 - Infrared light

max: Oxff | 3 yltraviolet light

4 - Visible coaxial light
5-0VD image

6 - Photo image

848
o Integer o ) ,
rfid/air_speed min: 106 Speed of communication with the RFID chip.
F/R/W
max: 848

If 1, fast RFID reading mode is enabled.
This property may cause RFID reading errors in
case of reading documents that do not comply
_ Boolean with certain RFID standards, but they indicate
rfid/extended_length FIRIW True incorrectly that they do. In these cases, the

extended_length should be set to 0.

NOTE: This property is to be turned off in case of
certain flawed cards.

Properties for logging.

This path contains not a single, but multiple
F/R/W properties, which are described in the GX
Reference Manual.

rfid/log/#logprops#
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The prrfid module log can be used for logging the
communication and work flow between the card
and the device. It is useful during the development
or the testing process when communication
tracing is necessary. It should not be used in
production systems because it may contain
personal data in this way violating security norms.
The log/logprocess property for the prrfid module
can be set to one or more of the following values
(separated by commas):

e cardinfo - logging information about the RFID
card capabilities

e timing - logging process timings

e initialization - logging the events of the device
initialization

e rfidstream - logging binary data of the
communication

rfid/log/logprocess String e cryptodata - logging cryptographic data
F/R/W o formatting - generates separator lines to the
log
Example:
<default>
<pr>
<rfid>
<log>
<logprocess
value="cardinfo, timing, rfidstream"/>
<file

value="prrfid.log"/>
<filter value="7"/>
<format
value="Sh:$m:$s
($1:8L) [$i]

> SM\r\n"/>

</log>
</rfid>
</pr>
</default>

394/452

Jnition America A coanition Nordic REQUESTINF

\daptive Recognition Hungary - aptive Recognition Singapore




OSMOND User Manual

This property controls the priority of document
signer certificates Cert.DS during the checking
process
0 If 0, the checking process is executed with the file
Integer in the RFID chip first.
rfid/pref_ext_ds min: -1 If 1, the checking process is executed with the
F/R/W max: 2 external certificate first.
If -1, the checking process is executed only with
the file in the RFID chip.
If 2, the checking process is executed only with
the external certificate only.
If set to 1, all errors are assumed as BAC error
message upon trying to access the document.
Boolean This property is specially developed to read RFID
rfid/try_bac False information from those non-standard documents
F/R/W that return other error message than “Command
not allowed security status not satisfied” when the
RFID chip is accessed.
Strin
rfid/use_serial_port ° Obsolete.
F/R/W Internal property.
‘ Path Path to read only data directory.
rodata_dir R e on Windows systems: System32\gx\pr
e onLinuxsystems: /usr/share/gx/pr
Path to read/write data directory.
data di Path e on Windows systems:
rwdata_air R ProgramData\gx\pr
e onlinuxsystems: /var/gx/pr
Boolean . . . .
save_cleanovd False Black OVD image is saved in the ZIP file.
F/R/W
Boolean . _ _ .
save_cleanuv False Enhanced UV image is saved in the ZIP file.
F/R/W
String List separated by commas with codes of fields.
save_fieldimage Corresponding pictures of those fields are to be
FIR/W individually saved to the document file.
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Integer
testdoc_mode 0 Internal property.
F/R/W
0
i Integer ‘ ‘
twain/devno - min: 0 Ordinal number of the device to use.
max: 8
i i Boolean _
twain/docview - False To scan cropped and rotated image.
Possible values:
Integer 0 0 — It is enough to just move the document to
twain/feeder_mode - min: 0 repeat the scanning.
max: 1 T — The document must be removed to repeat the
scanning.
o String '
twain/light - The name of the light to scan.
1
twain/window Integer - The ordinal number of the window to scan from
F min: 1 (numbered from 1).
max: 2
Upon connecting to the device, the system is able
to upload the licenses automatically.
0 — The automatic update is turned off.
1 1 — The automatic update always runs.
date licenses Integer o 2 — Always runs, but upon successful update it
Hpdatet F/R/W min: 0 voids the property in the .dat file.
max: 3 o Vo )
3 — Only if "licupd.txt" file is present in the
license_path or rwdata_dir path. Upon successful
update, it deletes the file. The file can contain a
request date in YYYYMMDD format, thus former
licenses also can be uploaded.
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This property is applicable only for PRM, CLR and
PRMoc devices equipped with UV tubes.

Although, acceptable images can be captured
with less warming time, the best image quality is
achieved when the UV tubes are warmed up
completely. The necessary warming quality can

0 be controlled by the uvwarm_quality property in
uvwarm. aualit Integer - range of 0 to 1000. If the quality is set to 1000 and
-qualtty F/R/W min: 0 the tubes are cool, it takes 25 seconds to capture

max: 1000 | an UV image.

If the UV tube warming task is set in the freerun
mode and the uvwarm_quality property is set as
well, the system waits for the UV tube to warm up
before the first capture and the warmed state of
the UV tube is continuously maintained between
consequent captures.

397/452

ve Recoanition Nordic REQUESTINF

ecognition Singapore V




OSMOND Us:

19.1.1. PR 2.1 SDK PROPERTIES

The following properties can only be used in the Pr 2.1 SDK.

In the new SDK these properties are set automatically or via methods.

(1) Important!

Do not set these properties from the Pr 2.2 SDK.

Property Pathand | Value type/

Default Value Description
Name Accessibility
String

api_version . Returns the api version.
The user implemented callback function has
to be registered with the SetEventFunction.
If the capture is started asynchronously by
the CaptureStart function, then the callback
function is called only while the

Boolean CaptureStatus or the CaptureWait functions
async_callback False . : .
F/R/W are called. This behavior can be changed with

the async_callback property. Use this
property with precaution because user
programs might hang up in case of calling
Windows functions from an internal capture
thread that doesn't own a message queue.
If this property is set to 1, then the quality of

document/ Boolean Eal the MRZ line is checked and the results are

mrz_quality_check F/R/W aise saved into a variant.

If 0, then no checking is executed.
Returns the engine version.

document/ String When starting the system or changing the

oCr. version . engine, f[he new engine only loads at the first
use. This property can be used to make the
engine load earlier.

document/ Boolean Runs UV fiber search algorithm for unknown

. True . .
test_fibres F/R/W documents during Recognize.
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There are two main event sources in the PR
system:
the directly called processes like the capture
process, which can raise events to report their
progress and the parallel running freerun
mode tasks, which can raise events to report
state changes like document detection or
button testing
The raised event can be filtered with the
0 event_types property. The event type values
Integer are defined in the PR_EVENT enumeration as
event_types FIR/W min: 0 well as the event values
max: 15 Events in the PR system are arranged into
groups. A bit signals a group. In the first
group, there is only one event while the
second group contains the rest of the events.
There are three different types of events
LED, capture and I/0.
Elements between 100 and 199 are capture
events.
Elements between 200 and 299 are 1/0
events.
Integer List of finger positioning failures.
fg_fail_mask The FPS_FAILURE enumeration contains its
R error flag bits.
Between two capturing processes the light
and camera control modules are in a so called
freerun mode. In this mode the system can
run a set of the following tasks that the user
can enable through the freerun_mode
property:
UV tube warming — for better UV image
quality.
Motion test — for autostarting the capturing
0 process.
freerun.mode Integer i 0 Lighting for p.review capture - for low
F/R/W resolution real-time preview capturing.
max: Ox3f , o
NOTE: Certain combinations can be
combined. E.g., 3 or 6.
Possible values:
0 — Disable freerun activity.
1 — Direct controlled lights for real-time
preview image capturing.
2 — UV tube warming control.
4 — Lights controlled by the HW/SW object
motion detection algorithm.
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Contains ID codes of the RFID files separated

fid/selected. files String by space. It is used when the file identification
- F/R/W parameter of the RFID file reading method is
set to "Selected".
Triggers an event. Not all the event can be
triggered.
Integer
trigger_event 0 Connection 1<<9
W MotionDetection 1<<6
Power 1<<8
Integer 0 Enables the usage of the photo camera as
use_virtual_light min: 0 ‘photo light" and OVD visualization on the
F/IR/W max: 2 scanned images.
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20. DATAFIELDS

The Passport Reader system returns all OCR, RFID, barcode and basically all kinds of results as fields.

For better understanding, this document classifies fields into four logical groups:

- General data fields: results of OCR, barcode-, and RFID reading processes

- Authentication fields: results of optical and RFID authentications

- Document type identification fields: data returned from the OCR engine database

- Image only fields that contain biometric data

20.1. FIELD VALUE

Most fields have textual values of three kinds: raw, formatted and standardized. It varies which value

a field may contain. Even all three values can be available for the same field.

The following table will show you some typical examples. The detailed explanation can be found in

the subchapters.

Basic Raw Formatted
IssueCountry Sl< Sl< Sl
BirthDate 9201154 9201154 19920115
Authﬁqticity 750 750
Name KARPATI<<VIK | KARPATI<<VIK KARPATI
TORIA<<<<< TORIA<<<<< VIKTORIA
20.1.1. RAW

Standardized

SVN

1992-01-15

750

Best

SVN

1992-01-15

750

KARPATI
VIKTORIA

Raw: as it is read, including checksum and filler characters. Raw value is empty when the data of a

field is not read but produced logically e.g., VIZ authentication field and Document type identification

fields.

In the above example for Raw value: the checksum of the birthdate is 4.
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20.1.2. FORMATTED

Formatted: value without checksums and filler characters. Authentication fields and Document type
identification field values are available in formatted form. The values of the authentication fields are

in thousandths.

20.1.3. STANDARDIZED

Standardized: Using a standard, the field is converted to a format to ease further processing of data.
Such format is document type independent thus can be compared to other documents and/or

converted to other forms easily.

20.1.4. BASIC AND BEST

For getting data in any available text format, we introduced two format concepts called Basic and Best.
When the Basic value is queried, the returned value is the least modified format: the first that is
available in order of raw, formatted and standardized values. The Best value uses the opposite logic
of selection. It returns the most processed format: the first that is available in order of standardized,

formatted and raw values.

20.1.5. BINARY

If the value of a field cannot be converted into text (e.g., 2D barcode data or RFID face photo image

file), it is returned as a binary value.

20.1.6. NO VALUE

Image only fields e.g., "VIZ Face" has no value.

20.2. OTHER

20.2.1. AMID

AMID refers to "Authentication Method Identifier" that is detailed in BSI TR-03135, section "spectrally

selective check routines”. The purpose of AMID is to describe all optical authentication fields.
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21. ENCRYPTED SAVING

From pr-2.1.11 version the user specific file can be set for encrypted saving. In such case the
encrypted file cannot be decoded with the ADAPTIVE RECOGNITION key.

If you want to save encrypted files which can only be decoded in ADAPTIVE RECOGNITION's
network, then, when saving the file in Full Page Reader or Authentication Checker application
select .ecz extension and do not set anything else. This setting applies to autosave too.

21.1. KEY GENERATION

Key pair can be generated from command line by issuing the ssh-keygen -b 4096 -f
keyfilename -N "' command. This command creates two files:
e The .pub extension file is the public key.
This file can be copied and shared, even through the Internet.
e The file without extension is the private key.

The encrypted files can be decrypted with the private key.

The private key must be kept safe. Do not share it!

The user key must be of RSA type with a key length of minimum 4096 bytes.
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21.2. PROCESS OF THE ENCRYPTION

There are multiple options to give the public key in the SDK. The certificate containing the key can be
loaded from the memory as is used at the ecard handling (Certificates.Load() method). Then, the

returned key ID number must be handed over to "rfid/encryption_key" property.

For more information on property use and setting property values, please check the Passport
Reader Property List chapter.

The Certificates.Load() method only works as programmed in source code. Otherwise, the
filename must be entered.

If the key is stored in file, the path of the file can be set in the property as well. Thereby, the new key
can be set through the gxsd.dat file in any program which can save encrypted files.

For ease of use, not only the certificate file but the ssh public key file can be given as well. (Single line
ssh key file and ssh2 file are also suitable.) However, these files cannot be loaded with the

Certificates.Load() method.
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21.3. PROCESS OF THE DECRYPTION

For decryption, the prdecrypt command line program is given by ADAPTIVE RECOGNITION.

The prdecrypt program is located in C:\Program Files\Adaptive Recognition\utils\prdecrypt\
or C:\Program Files (x86)\Adaptive Recognition\utils\prdecrypt\ folder.

The file containing the private key must be handed over to the program. When starting the program

without parameters, the following text is displayed:

usage: prdecrypt encryptedfile keyfile [outputfile]

Meaning:
encryptedfile — name of the encrypted file
keyfile — name of the private key file

outputfile — name of the extracted file (optional)

First, specify the name of the encrypted file as a parameter. Then, specify the name of the private key

file as well. Optionally, the name of the extracted file can be specified too.

The program does not manage password protected private key files.

The file format of the private key can be the following:

e PKCS #1 RSA PRIVATE KEY
e PKCS #8 PRIVATE KEY

e OPENSSH PRIVATE KEY

e putty ppk file

anual

405/452

>ognition America 4+ A i coanition Nordic REQUESTINFO@ADAPTIVERECOGNITION.COM

ognition Hungary &= Adaptive Recognition Singapore DAPTIVERECOGNITION.COM




OSMOND User Manual

21.4. ENCRYPTED AUTOSAVE

This section provides a short description on how to save scanning results as encrypted files in the Full

Page Reader and Authentication Checker applications.

21.4.1. ENCRYPTED AUTOSAVE IN FULL PAGE READER

In order to save the scanned data as encrypted file in Full Page Reader, turn on "ENABLE EASY SAVE'
and "AUTOSAVE' options at "GENERAL" layer.

Then, enter a desired filename with .ecz extension and the path where the file will be saved.

DEVICES

GENERAL p

© DOCUMENT VIEW

© DOCUMENT DETECTION
@ SMART CARD DETECTION
LOG SETTINGS
© ENABLE PR LOG
® DETAILED MOTDET LOG
® DETAILED RFID LOG

RESET LOG SETTINGS

® MAGNETIC STRIPE

© REPROCESS ZIP FILE

© ENABLE EASY SAVE
EASY SAVE FILENAME

document.ecz

EASY SAVE PATH
Di\FULL PAGE READER

© AUTOSAVE

© VIEW DETAILED RESULT

To make Full Page Reader write the same file during every reading, give a constant name of
the file. Do not use any field name like "%»DOCUMENT NUMBER%".
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21.4.2. ENCRYPTED AUTOSAVE IN AUTHENTICATION CHECKER

In order to save the scanned data as encrypted file in Authentication Checker, turn on "AUTO SAVE" at
"OPTIONS" menu.

Then, enter a desired filename with .ecz extension and the path where the file will be saved.

a OPFTIONS

DEVICES

QOSMOMND-N203596

DISCOMNMECT

E:
FILE M
document.ecz
PATH

D: fAuthenticaton Checdker BROWSE

OCR ENGINE LICENSE

BROWSE

To make Authentication Checker write the same file during every reading, give a constant
name of the file. Do not use any field name like "<Counter>".

nual
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22. FULL PAGE READER — SAVING IN CSV FORMAT

This chapter provides a short guide how to save scanning results in CSV format in Full Page Reader

application.

22.1. SETTINGS

In order to save the read data into a CSV file, you need to turn on "ENABLE EASY SAVE" and
"AUTOSAVE' options in Full Page Reader’s "General” layer.

Then, give a desired file name with .csv extension and the path where the file will be saved.

DEVICES

GENERAL p

© DOCUMENT VIEW
© DOCUMENT DETECTION
© SMART CARD DETECTION
LOG SETTINGS
© ENABLE PR LOG
® DETAILED MOTDET LOG
@ DETAILED RFID LOG

® MAGNETIC STRIPE

© REPROCESS ZIP FILE

© ENABLE EASY SAVE
EASY SAVE FILENAME

document.csv

EASY SAVE PATH
Ci\Temp\,

© AUTOSAVE

To make Full Page Reader write the same file during every reading, give a constant name of
the file. Do not use any field name like "%DOCUMENT NUMBER%".
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22.2. CSV STRUCTURE

With the above settings, the Full Page Reader will generate the set CSV file. If the file already exists, it

will append each scanning result to it.

In the headline of the CSV file, there are keywords which represents the field type of the particular

column.
Cc13 < j.;
A B C D E F G
1 DOCUMENT NUMBER TYPE ISSUE COUNTRY ISSUE PLACE ISSUE DATE EXPIRY DATE ISSUE ORG
2 BH0002918 P Hungary 1/1/2022
3
4
5
6
7
8
9

These headers are freely changeable or removable, so you can create a template which contains only

the desired type of data in given order.

D13 0 F
A B c D E F
1 |GIVEN NAME SURNAME NATIONALITY EXPIRY DATE BIRTH DATE EXPIRY DATE
2
3 ROZALIA SPECIMEN Hungary 1/1/2022 2/22/1978 1/1/20
4
5
6
7
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23. FIRMWARE INSTALLATION FOR OSMOND WITH UPDATER MSI

In order to get the most out of your Osmond and have the latest fixes and modifications, it is
recommended to have the latest firmware applied on your reader.

The main purpose of this section is to provide a short guide for firmware update MSI of Osmond
devices.

The firmware is available on the ADAPTIVE RECOGNITION website where the latest firmware version

can be checked and downloaded. After downloading the firmware, follow the installation steps

described in this chapter.

In order to update your Osmond device as easy as possible, Adaptive Recognition provides you the

latest firmware in MSI format. The MSI can be applied to R and L USB devices as well as N network

devices.

Only one Osmond can be updated at the same time on one PC. Before updating another
reader on the very same PC, please uninstall the Osmond Updater MSI. After connecting
another reader, install it again.

23.1. REQUIREMENTS

For the update process, you will need a USB A to C cable and a Windows PC which has at least 2.1.9.5

driver package preinstalled.

If you do not have any of our USB driver package, please contact our technical support team
for the download link.

If you have all the required components, please connect your Osmond device to the PC and turn it on.

anual
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23.2. THE UPDATE

After the device boots up, please check with the "C:\ProgramFiles\Adaptive
Recognition\utils\PRDTool\PRDTool.exe" utility tool whether the connection was established

successfully.

The PRDTool is installed alongside the Passport Reader software, and can be found in one
of the following folders:

e C:\Program Files\Adaptive Recognition\utils\PRDTool\ or
e C:\Program Files (x86)\Adaptive Recognition\utils\PRDTool\.

You should see the following information on your device upon successful connection (note that the

version numbers might vary by reader):

PROTool — O *
Firmware: loaded PROTool ver.: 2.1.11.0-%64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-V4.2.5.11.220427 coredr-V4.4.41.230221
pr-v2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31
Update device Restart device Shutdown device
USE A Set mode
Device name RFID Loader PCSC Max speed | Settings
Start Max speed at start: 1700 e
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If the device has connected, please launch the "OsmondUpdater yy.mm.n.msi" in order to update the

reader.

Osmond Updater

_E_ Please wait while Windows configures Osmond Updater

Gathering required information...

After the updater application is installed on the PC, the update process is started automatically.

If your device already has the latest firmware version, the installer will stop without installing
the firmware, and create a log file under C:\ProgramData\gx\pr\fw\ folder.

The reader will be updated automatically, and during the process you will see various information and

the current state of the update in a console window:

[H C:\ProgramData\gx\prifulosupd6d.exe

p...upload...

ip...upload...
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During the update, the device will be restarted two times. After the process finishes, please check with

the PRDTool whether you see an appropriate firmware version:

PRDTool — O *
Firmware: loaded PROTool ver.: 2.1.11.0-x64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-vV4.2.5.11.220427 coredr-V4.4.41.230221
pr-v2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31
Update device Restart device Shutdown device
USE A Set mode
Device name RFID Loader PCSC Max speed Settings
Start Max speed at start: 1700 hd
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23.3. STATUS ICONS

While the update is in progress, you will see the following status icons on the OLED screen of the

device.

DISPLAY ICON STATUS NAME STATUS DESCRIPTION
File transfer The firmware file is transferring
In progress Firmware update is in progress
Update OK Firmware update finished successfully
Update error Firmware update failed

If you see the "Update error" icon during the update process, this indicates that the update
has failed for some reason. In this case, the device automatically rollbacks to the original

firmware version.

414/452

REQUESTINFO@ADAPTIVERECOGNITION.COM

ecognition America =4— Adaptive Recognition Nordic
WWW.ADAPTIVERECOGNITION.CON

Adaptive Recognition Hungary ve Recognition Singapore




OSMOND User Manual

24. NETAPI (NAI MODE)

The NetAPI is the network version of the Passport Reader SDK. Its interface implements WebSocket
communication with JSON-RPC format packages. This WebSocket channel is either provided by an

Osmond N network device (in NAI mode) or by the NetAPI service (prwebsrv) running on PC.

The NetAPI is designed to control remote Osmond N devices via Ethernet connection as well as
Windows/Linux connected legacy USB document scanners from not natively supported operating

systems.

Additional uses:

e [t supports running UWP programs on Windows via localhost connection.

e |t helps to optimize memory usage by balancing load between client and server.

e The Passport Reader software package includes a NetAPI client that allows accessing all
supported document reader devices through the conventional SDK as well.

e The standalone version of the .NET interface can be operated without the installation of the

PR system as well.

This chapter provides information on how to set up NetAPI on Osmond N as well as
describes the server and client setup.

The sample code (SDK) is available in the "sdk" folder of the PR Software Package or
it can be downloaded from the ADAPTIVE RECOGNITION website.
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24.1. SETUP ON THE OSMOND N DEVICE

1. Create a user with "NAl user' role in the web interface in the ADMINISTRATION / USERS menu.

Only one user can be logged in at the same time.

2. Upload a HTTPS certificate in the NETWORK / WEB SERVER menu. NetAPI operates via

HTTPS communication only.

Upload HTTPS certificate to Osmond device and check your browser if secure
connection is established with the web interface.

3. Set the operating mode of the device to "NAI"mode in the MAINTENANCE / OPERATING MODE

menu.

4. The NetAPl is accessible via the same port number as the web interface.
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24.2. SETUP SERVER ON PC

1.

4.

Create a NetAPI user with the PRDTool program. The user needs admin or user role. Maximum
5 users can be logged in at the same time in order to use several connected devices. The user

sessions can be managed with admin role.

The operation parameters can be set with the PRDTool program:

- Port number (default: 8000)

- SSL certificate file and SSL private key file for encrypted communication
If the encrypted communication is configured, the server cannot be accessed without
encryption.

- Enable external access
If enabled, the server accepts requests from other devices. Otherwise, communication
is restricted to localhost.

- RFID certificate folder

The path comprising files required for Passive and Terminal Authentications

The NetAPI service is realized by the prwebsrv program that can operate as a Windows service
or Linux daemon. The server can be turned on/off with the PRDTool program as well.

On Windows, the service state can be queried from command line with the

‘prwebsrv --svc-query command. If the program is executed in foreground with the
‘prwebsrv --showlog command, it displays the communication packages to assist
developer.

The configuration files - prwebsrv.json and the webusr.json - can be copied freely between

computers. Uninstalling the Passport Reader software package removes these files.

ve Recoanition Nordic REQUESTINF
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24.3. SETUP CLIENT

The NetAPI client is part of the Passport Reader software. In order to use it, set the following properties

within the default/pr node in the gxsd.dat file manually, or by your client program:

ipdev/url — Server IP address (or domain name) and port number.

- ipdev/user — Username.
- ipdev/password — Password. Not recommended, but possible to set it in the gxsd.dat file.
- ocr_module — OCR tasks can be performed on client side or on server side. Set this property

to ‘procr-ip to perform OCR on server side. If the server and the client are on the same PC

(localhost connection), do not apply this setting in the gxsd.dat file.

The gxsd.dat file is located in the "C:\Programdata\gx\" folder.
When editing gxsd.dat, use a text editor, e.g., Notepad++.
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24.4. USING FULL PAGE READER WITH OSMOND N THROUGH NETAPI

Users have the possibility to use the Full Page Reader application through NetAPI. In this section the

necessary steps to acquire this function will be described.

1. Signin to the web interface of the Osmond N device.
2. Create a user with "NAI user" role in the web interface in the ADMINISTRATION / USERS menu.

Only one user can be logged in at the same time.

« SAVE

USER INFO
Username Display name
netapi_user netapi_user
Password Password agair
llllllllllllllllllllllll 3}
USER RIGHTS
Role Public key
NAI user v
Do you real nt to delete the public k

€ CANCEL D RESET « SAVE

3. Upload a HTTPS certificate in the NETWORK / WEB SERVER menu. NetAPI| operates via HTTPS

communication only.

ACCESS PARAMETERS

Port HTTPS Upload HTTPS certificate

3000 v X BROWSE | @ Delete file

(5 st | o surwmion
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4. Set the operating mode of the device to "NAI" mode in the MAINTENANCE / OPERATING MODE

menu.

" SAVE

SCANNER CONTROL: API

Operating mode
NAI - Using the device with Passport Reader Network AP v
Changing this property results in immediate device restart.

@ " SAVE AND REBOOT

5. Afterwards, open PRDTool.

6. In PRDTool check the mode of the device. It must be in NAI mode.

PROTool — O =
Firmware: loaded PROTool ver.: 2.1.11.0-%64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-V4.2.5.11.220427 coredr-V4.4.41.230221
pr-V2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31
Update device Restart device Shutdown device
MAT A Set mode
Device name RFID Loader PCSC Max speed Settings
Start Max speed at start: 1700 e
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7. Navigate to ProgramData/gx hidden directory on Windows.
8. Open the gxsd.dat file.
9. Extend the gxsd.dat file with the appropriate user data in place of the blue highlighted text,

according to the following example:

<pr>
<ipdev>
<url value=" ">
<user value=" ">
<password value=" />
</ipdev>
</pr>

The URL value consists of the IP address and the port number.

In case of Osmond N devices, the IP address is displayed in the PRDTool at the IP address
section. The port number is the same as the value found at the web interface.

When editing the gxsd.dat file, pay attention to type between the <pr> and </pr> elements.

10. Save the modifications.
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11. Open Full Page Reader.

12. When the FPR application is opened, a login window pops up.
13. Enter the PASSWORD into this window.

ADAFTIVE ||

OPTIONS CONNECT

DEVICES PROCESSING TIME

Please login
© DOCUMENT VIEW URL 10.0.7.31:3000
© DOCUMENT DETECTION USER netapi_user
© SMART CARD DETECTION
PASSWORD [***************l

LOG SETTINGS
© ENABLE PR LOG

@ DETAILED MOTDET LOG

ramDatal g,
ramData
ramData\g
ramData)
ramData
ramData
ramData

@ DETAILED RFID LOG

® MAGNETIC STRIPE

© REPROCESS ZIP FILE

© ENABLE EASY SAVE ramData sterList.ml
e sy ramDatal gxp MasterList.ml
EASY SAVE FILENAME -amData o sterList.ml

%% COUNTER% 2% NAME %0 ramData’,

gramData’lgx\p

E WE PATH

Di\FULL PAGE READER -

© AUTOSAVE
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14. After a few seconds, the device is calibrated and ready to be used in NetAPI mode.

DEVICES

O5SMOND-N203596

© DOCUMENT VIEW
© DOCUMENT DETECTION
© SMART CARD DETECTION
LOG SETTINGS
© ENABLE PR LOG
@ DETAILED MOTDET LOG
@ DETAILED RFID LOG

® MAGNETIC STRIPE
© REPROCESS ZIP FILE
© ENABLE EASY SAVE
EASY SAVE FILENAME
% COUNTER®G % NAME
EASY SAVE PATH
D:\FULL PAGE READER
© AUTOSAVE

PROCESSING LOG

C:\ProgramData\gx\pricerts\DETESTEPASS00005.cveert
C:\ProgramData\gx\pricerts\DETESTePass00005_DEARHTESTDV00001.cveert
C:\ProgramData',gx\pricerts\LINK_DETESTePass00002_00004.cvcert
C:\ProgramData\gx\pricerts\LINK_DETESTePass00004_00005.cvcert
C:\ProgramData\gx\pricerts\csca nl test 2.cer
C:\ProgramData\gx\pricerts\20180709_DEMasterList.ml
C:\ProgramData\gx\pricerts\20190925_DEMasterList.ml
C:\ProgramData\gx\pricerts\20210930_DEMasterList.ml
C:\ProgramData\gx\pricerts\20220915_DEMasterList.ml
C:\ProgramData\gx\pricerts\20221201_DEMasterList.ml
C:\ProgramData\gx\pricerts\20230524_DEMasterList.ml
C:\ProgramData\gx\pricerts\20230713_DEMasterList.ml
C:\ProgramData\gx\pricerts\20230831_DEMasterList.ml
C:\ProgramData\gx\pricerts\DE_Test_CSCA_0006.crt

17 certificates loaded.

Connecting to '10.0,.7.31/OSMOND-N203596' device...

The device is calibrated.

ADAPTIVE &
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25. NETWORK APl (NWA MODE)

The Network APl is designed to provide a tool for managing main network interface functions remotely,
without accessing device Web GUI from browser. The API includes functions for manipulating
features like document scanning, package format, result upload protocol and queue.
The API consists of HTTPS methods (POST, GET) described in a provided YAML file.
In order to ease integration into different systems, the Network APl complies with OpenAPI
specifications (https://www.openapis.org/) to enable generating code for numerous programming

languages.

The sample code (SDK) is available in the "sdk" folder of the PR Software Package or
it can be downloaded from the ADAPTIVE RECOGNITION website.

25.1. REQUIREMENTS

25.1.1. HTTPS COMMUNICATION

HTTPS connection with Osmond device is required to use via Network API.

For more information on the steps of establishing HTTPS connection, please refer to the
Using HTTPS Protocol with Osmond Devices chapter.

25.1.2. CREATE USER WITH NWA (NETWORK API) ROLE

1. On your Osmond device web interface, navigate to ADMINISTRATION / USERS menu and click
[+NEW USER].

2. Specify user name and password (in the following sample: niswebapi_user and

niswebapi_password).

Then, select the NWA role.

Click [Save], then reboot device.

Once reboot is done, select the NWA mode in MAINTENANCE / OPERATING MODE.

Restart the device again.

o ok~ W
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25.1.3. GENERATING CERTIFICATES

The following commands can be executed on Linux OS or Windows OS as well, if the openssl|
is downloaded.

Accessing the Osmond N device via Network API requires client-side certificate. This certificate must
be trusted by the Osmond N device and is verified upon establishing secure connection.

Generating the necessary certificates:

— generating CA key:
openssl genrsa -out CA-AR.key 4096

— generating CA certificate:
openssl req -x509 -new -nodes -key CA-AR.key -sha256 -days 400 -out CA-
AR.pem -subj "/CN=AR Root CA/C=HU/ST=Budapest/L=Budapest/O=AR"

At this point, send the CA-AR.pem to our support team. They create and send you an update file, that

adds the sent .pem to the device trusted certificate list.

For more information on the possible ways of update, please refer to the Configuring HTTPS
via Osmond device web interface section.

— generating Network API client CSR:
openssl reqg -new -nodes -out niswebapi client.csr -newkey rsa:4096 -
keyout niswebapi client.key -subj

"/CN=niswebapi user/C=HU/ST=Budapest/L=Budapest/O=AR/OU=niswebapi"

@ Important!

The CN field must contain the username of the NWA user.
The OU field must be “niswebapi” in all cases.

— signing CSR with CA certificate:
openssl x509 -reqg -in niswebapi client.csr -CA CA-AR.pem -CAkey CA-
AR.key -CAcreateserial -out niswebapi client.pem -days 300 -sha256
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25.1.4. IMPORTING CERTIFICATES ON CLIENT

The OSMOND N HTTPS certificates (R3, osmondn***** domain.company. hu e.g.,
osmondn211785.0smondn.arh.hu) must be added to the trusted certificate list of the client PC.
For exporting the Osmond HTTPS certs, visit its login page and export the certificates via browser.

The exact steps of export depend on the type and version of browser.

— The certificates can be imported using the following commands (Linux OS):
sudo cp R3.crt /usr/local/share/ca-certificates/R3.crt
sudo cp n2l11785.0osmondn.arh.crt /usr/local/share/ca-certificates/
osmondn211785.o0smondn.arh.crt

sudo update-ca-certificates

— On Windows, you can use the certmgr console for importing certificates by selecting the "Trusted

Root Certification Authorities" folder.

'E' certmgr - [Certificates - Current User\Trusted Root Certification Authorities] - O X
File Action View Help
o nm0O/d: Hm
—n‘l Certificates - Current User Object Type
| Personal _| Certificates
~ TrustedRe -~
) Find Certificates...
Enterprise
_| Intermedi Al Tasks > Find Certificates...
| Active Dir
_ Trusted Py View > Import...
1 Un.trustr:d Refresh
Third-Part )
_ Trusted Pe Export List...
| Client Aut Help
_| Other Peopre
" Local NonRemovahle Certific
MSIEHistoryJournal
_| Certificate Enrelment Reques
Smart Card Trusted Roots
< >l € >
Add a certificate to a store
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25.1.5. INSTALLING PYTHON DEPENDENCIES

pip install six

pip install python-dateutil
pip install urllib3

pip install pydantic

25.1.6. CONFIGURING AND RUNNING THE PYTHON DEMO

Open the openapi_demo.py with an editor and change the following parameters to suit your
environment:

\AJ

apl server host = osmondn211785.0osmondn.arh.hu"

apl server port = 3000

In order to address your device like devicename.subdomain.domain.hu, it must be configured
in your DNS. E.g., OSMOND-N212888.0smondn.mycompany.com.

For running the python demo, the followings are necessary:

- niswebapi_client.pem (niswebapi client certificate)
- niswebapi_client.key (niswebapi client private key)
- openapi_demo.py (demo program)

- OPTIONAL: openapi_client directory (code generated by OpenAPI generator)

Running the Demo: python3 openapi demo.py
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25.2. SUPPORT FOR OTHER LANGUAGES

Using the openapi-generator-cli program, the Network API client code can be generated for other
languages as well. The list of supported languages can be retrieved using the openapi-generator-

cli list command.

Samplelist: - ada - android - apex - bash - ¢ - 4 clojure - cpp-gt-client -
cpp-restsdk - cpp-tiny (beta) - cpp-tizen - cpp-ued (beta) - crystal (beta)
- csharp - dart - dart-dio - eiffel - elixir - elm - erlang-client -
erlang-proper - go - groovy - haskell-http-client - java - java-helidon-
client (beta) - Jjava-micronaut-client (beta) - Jjavascript - Jjavascript-
closure-angular - Jjavascript-flowtyped - Jjaxrs-cxf-client - Jjetbrains-
http-client (experimental) - Jmeter - julia-client (beta) - k6 (beta) -
kotlin - lua (beta) - n4js (beta) - nim (beta) - objc - ocaml - perl - php
- php-dt (beta) - powershell (beta) - python - r - ruby - rust - scala-
akka - scala-gatling - scala-sttp - scala-sttp4 (beta) - scalaz - swift-
combine - swiftb - typescript (experimental) - typescript-angular -
typescript-aurelia - typescript-axios - typescript-fetch - typescript-
inversify - typescript-jquery - typescript-nestjs (experimental) -
typescript-node - typescriptredux-query - typescript-rxjs - xojo-client -

zapier (beta)

Generating the client-side code is performed using the openapi-generator-cli generate

command.

For more information on the generator visit https://openapi-generator.tech/docs/installation/.

For guidance on installation visit https://openapi-generator.tech/docs/usage/.

anual
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25.3. API FUNCTIONS

25.3.1. PR_CONTROL

It controls device-related functions like document scanning and uploading.

"method": "autoScanNextStep | approveUpload"

"params": "approve: true false"

25.3.2. GET_PR_CONFIG

Get main configuration parameters:

"main-config/packageType" => ['zip', 'csv', 'pdf'],
"main-config/scanMode" => ['Interactive', 'Automatic'],
"main-config/communicationType" => ['no store', 'local database',
'¥?TP', 'SFTP', 'FTPS', 'WebDav',6'SMB', 'SMTP', 'WS', 'WwsSSs'],

"main-config/autoSend" => ['approve',6 ‘'auto']

25.3.3. SET_PR_CONFIG

Modify values returned by get_pr_config.

(Object:)
{
result => ['1l', 'FAIL']
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25.34. PR_STATUS

Query scanning status and various settings of the web interface.

"CURRENT STATUS" => [(string)'0'..'3'] (enum RunningStatus {Sleep,
Autonomic, Interactive, Load };),

"CURRENT PAGE" => [ (string) '0'..MAX PAGE NUM],

"MAX PAGE NUM" => [ (string)'0'..'9'] (idx setting),

"READER STATUS" => [(string)'0','1'],

"READING ENABLED" => [ (string)'0','1'],

"WAIT FOR CLICK TO READ" => [(string)'0','1'],

"WAIT FOR CLICK TO UPLOAD" => [(string)'0','1l'],

"WAIT FOR MOVE TO READ" => [ (string)'0','1'],

"WAIT FOR_MOVE OUT" => [(string)'0','1'],
"REMAINING TIME FOR FLIP" => [(string)'0O'..max flip time config],
"CONFIG LOADED" => [(string)'0','1'],

"DATE" => [(long int)] (Unix timestamp in seconds)

25.3.5. KEEP ALIVE

Usable to prolong the session.

"keep alive" => ['SUCCESS', 'FAILED']

25.3.6. QUEUE SUMMARY

Returns the number of items in queue.
[ {"active": [int]},

{"deferred": [int]},

{"corrupted":[int]},

{"predirect":[int]},

{"predelete":[int]} ]
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25.3.7. QUEUE DELETED DEFERRED CORRUPTED

Delete all deferred and corrupted items from queue with a single command. The value "yes" deletes

the content of the queue section.

"is delete deferred uploads":"yes|no",
"is delete deferred uploads": "yes|no"

}y

25.3.8. QUEUE LIST

List items of the different queue sections.

"queuename" => [string] (
all
active
deferred
corrupted
predirect

predelete )
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26. PRDTOOL

PRDTool is a utility tool which is part of the Passport Reader software packages from version 2.1.9.1
and above. This program is for querying device information, as well as performing auto update
configurations, NetAPI server settings and some low-level operations for PR devices connected via

USB, especially for the Osmond device.

26.1. START PRDTOOL

e Windows
The PRDTool is usually located in C:\Program Files\Adaptive Recognition\utils\PRDTool\ or
C:\Program Files (x86)\Adaptive Recognition\utils\PRDTool\, depending on the architecture of the

installed PR software.
e Linux

Depending on your distribution, you can open command terminal and insert: PRDTool or use

dashboard search bar: Linux Start menu > Applications > Adaptive Recognition Apps > PRDTool.
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Only one instance of the program is running. If the window is not opened on the desktop, then it can
be found on the notification area. The program can only be closed through the pop-up menu of the
notification icon. After launch, the devices connected via USB are displayed in a list located in the
lower part of the window. To manage a given device, it must be selected from the list. Once it is
selected, the firmware version information of the device appears. In case of a dual USB/Network
interface device the IP address of the device also can be seen. This feature can be useful if the set

address is forgotten or the address set by DHCP cannot be extracted in any other way.

PRDTool - O x
Firmware: loaded PRDTool ver.: 2.1.11.0-x64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-V4.2.5.11.220427 coredr-V4.4.41.230221
pr-V2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31
Update device Restart device Shutdown device
USE v Set mode
Device name RFID Loader PCSC Max speed | Settings
Start Max speed at start: 1700 w
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26.2. OSMOND OPERATION MODES

Dual USB/Network interface Osmond devices have different operation modes:

e USB mode

e NAI (Network Application Interface - NetAPI) mode

e NWI (Network Web Interface) mode

e NWA (Network Web Application - Network API) mode

USB mode
In USB mode, the device operates as any other ADAPTIVE RECOGNITION passport reader. It can be

used through our regular SDK, and with the Full Page Reader or Authentication Checker application as

well.

NAI mode

In NAI mode the document reader device is used by the Passport Reader NetAP!.

NWI mode
In NWI mode, the reader is operated as a network device. It could be connected to any internal network
with DHCP, and the reader could be controlled via Web GUI or in automatic reading and data

transferring mode.
NWA mode

The Network APl is designed to provide a tool for managing main network interface functions remotely,

without accessing device Web GUI from browser.
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26.2.1. SWITCHING BETWEEN OPERATION MODES

After the Osmond device has appeared and selected in the PRDTool, the current operation mode is
displayed. In order to switch to another, please select the desired mode from the drop-down list by

clicking on it, and then click on the [Set mode] button. A feedback message indicates the result of the

change.

Firmware: loaded PROTool ver.: 2.1.1L0-%64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-V4.2.5.11.220427 coredr-V4.4.41.230221

pr-v2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31

PRDTool *
Ui :hdown device

Mede successfully changed!
(You must reboot device for the change to take effect)

Device name Max speed | Settings

Start ‘ Max speed at start: 1700 ~ |

To apply these changes the device needs to be rebooted, so click on [Restart device] and then choose
[Yes]. Now the device is rebooting in the selected operation mode. After the restart is finished the

reader is ready to be used.

Firmware: loaded PROTool ver.: 2.1.11.0-x54
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-V4.2.5.11.220427 coredr-v4.4.41.230221
pr-v2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31
PRDTool X
Update device I.@.I Are you suref i Shutdown device
L ° 4 :E
Device name | RFID = L PCSC Max speed | Settings
T—
Start Max speed at start: 1700 ~
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26.3. FIRMWARE UPDATE

PRDTool utility application is capable of applying firmware updates to the Osmond devices. In order
to do that please connect the device to the PC via USB, select the corresponding device (in case of
multiple devices) and click on the [Update device] button. Afterwards browse the update file in the
PRDTool. The update will be applied automatically, its status is marked in red at the Program version
line. Once the update is finished, a feedback message is displayed. During the update process the
device may reboot multiple times, signaled by ,Restarting device...". When the update is completed,

the new software version is displayed in the PRDTool.

PRDTool - O 4
Firmware: loaded PROTool ver.: 2,1.1L0-%64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: Updating firmware....
IP address: [eth0] 10.0.6.156
Update device Restart device Shutdown device
USE Set mode
Device name RFID Loader PCSC Max speed | Settings
Start Max speed at start: 1700

26.3.1. THE UPDATE FILE

Osmond passport reader devices use ZIP archives as update files and to every ZIP file belongs a CHK
file which is the hash signature of the update archive. The signature ensures that the update file is
unmodified and undamaged. The two files should be in a same folder with the same name

(e.g., update.zip, update.chk).
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26.4. ADDITIONAL FEAUTURES

This menu is only available in USB mode.

PRDTool utility is equipped with additional functionalities to customize power button usage and OLED
display suspend parameters. Click on the cogwheel icon in the Settings column to open the additional

features menu. Then, click [i] to show the details of each option.

Device name | RFID | Loader | PCSC Max speed|5iffgs

O5MOMND-M203596 - additional features >

Screen standby Resolution

™ Assisted shutdown with on screen instructions i
[ Disable Power button i

Instant access:

These functions of the PRDTool are only available from Passport Reader version 2.1.10.2.

lanual
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26.4.1. POWER BUTTON FEATURES

For the device power button, two preconfigured functionalities are available. Users may select one of

them.
1. Assisted Shutdown with On-screen Instructions (Default Setting)

Using the Assisted shutdown option, operators may switch the device off using its power button,

following the method described in the diagram:

O5MOND-M203596 - additional features *
Screen standby Resolution
Assisted shutdown with on screen instructions [
Press power button Hold for 5§ sec. Release Press Device
till the process start See the progress bar to approve  shutdown -

[ Disable Power button i

Press power button COperate the unit Use software

device start up shutdown option

Instant access:

2. Disable Power Button

If the Disable power button option is selected, operators cannot switch the device off by its power

button but via the [Shutdown] button (at Instant access) only.

The [Restart] and the [Shutdown] buttons can be used in each power button mode.

To make any change effective, click [Apply].
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26.4.2. SCREEN STANDBY

The brightness of the device built-in display can be reduced automatically, after a period of inactivity.

Use the slide bar to specify that time period, then click [Apply] to save changes.

Note

Default setting: the OLED fades out after 1 hour of idle state.

Changes are applied after device reboot only.

The OLED returns from sleep mode on the very first device status change: motion detected, pressed

power button, scanning process started etc.

Standby settings can also be specified in the gxsd.dat file. For more information on this topic,
see OLED Standby Mode.

QSMOMD-M203596 - additional features >

Power button Resalution

15 min

Screen standby after:

1 min 30 min 1hr 2hr 3hr Mever
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26.4.3. RESOLUTION
The resolution of the scanned document images can be selected, the following options are available:

e Low resolution: 300 DPI
e Medium resolution: 500 DPI
e High resolution: 700 DPI

By default, this value is set to 700 DPI. If the user requirements need lower resolution in order to reduce
the stored file size or due to time-critical applications, change the default value. Use the slide bar to

specify the required value, then click on the [Apply] button to save the modification.

QSMOMND-M203596 - additional features >
Power button Screen standby
700 DPI
Resolution:
300 500 700
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26.5. SETTINGS

26.5.1. AUTO UPDATE SETTINGS

Osmond N devices are capable of downloading and installing update files automatically. Such updates
can be configured in this menu. Set frequency of checking for updates at Check for update, specify
update server with port (Download URL), and provide username and password if remote server uses
basic authentication. Supported protocols for remote servers are the following: HTTP/HTTPS with or

without basic authentication.

History of earlier updates and downloads as well as option for automatic (or manual) firmware
download (Auto DL) and removal (Remove) is available for each connected device at Device

information.

For more information, please refer to the Setting the Configuration and Software Update on
Osmond Device through Network chapter of the Osmond User Manual.

Settings ? X

MNetAPI server setlings

Check for update: (® Mo check

O Daily

O weekly

(O Monthly

(O Chedk every l:l min (5-1440)
Download URL: |htq:us:f,‘update.adaptiuerecogniﬁon.com |
File path: | |
User name: | |
Password: | |

Device information:

Device name Version | Auto DL | Firmware status Remove | Update result &
COMBOSCAN-L221884 1.8.11 ]

0SMOND-N203596 1.8.11 1 Connected

PRMC3N-OEM-03-203396 1.8.11 [] .
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26.5.2. NETAPI SERVER SETTINGS

In the NetAPI server settings menu set the following values:

Port: Port number of NetAPI

RFID Cert. folder: Path of the certificates used for passive authentication

External access: If it is enabled, NetAPI is not only available from localhost but from other

network locations.

SSL cert file: Certificate for NetAPI use

SSL key file: Key belonging to the certificate

Set auto start on: Starting prwebsrv automatically at Windows startup

Start/Stop server: Starting or stopping the prwebsrv

At least one user and the belonging password are required to enter in order to use the NetAPI. Specify

the username to the Name field and the password to the Password field. After that, click on the [Insert]

button in order to add the entered user.

Run PRDTool as Admin to create new user.

Settings

Auto update settings

Port: 000

RFID Cert. folder: |

External access: |:|

S50 cert file: |

S5L key file: |

Service is installed

Mame:  |netapi_user

Password: |............... Role: | Uger 4

Name

| Entry ID Role

> Recognition America
ecognition Hungary

ecognition Nordic REQUESTINF

ognition Singapore
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26.6. PCSC CONTROL

The PCSC control is part of the PRDTool program. This is the command line version of the former

PCSCCtrl.exe. The functions of the PCSC can be found at the bottom of the opened PRDTool window.

PRDTool - O x
Firmware: loaded PRDTool ver.: 2.1.11.0-x64
Device identifier: EPRUS
Hardware panel version: 12.0.0.0
Program version: 1.0.5.19 rootfs-V4.2.5.11.220427 coredr-V4.4.41.230221
pr-V2.1.11.0.230804 nisweb-V1.8.11.230802 devtype-network-V1.8.11
IP address: [eth0] 10.0.7.31
Update device Restart device Shutdown device
USB hd Set mode
Device name RFID Loader PCSC Max speed | Settings
Start Max speed at start: 1700 s

The default status is either READY or STARTED (if PCSC Autostart is enabled). The current status is
displayed under the PCSC column. PCSC can be enabled or disabled by clicking on the device name,

and then on [Start] or [Stop]. The "max RFID communication speed at start" can be selected under the
Max speed at start drop-down menu.

(D) Important!

Please make sure to close any application that uses the Passport Reader device before
starting or stopping the PCSC interface.
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PCSC can be started automatically via the quick menu of PRDTool: right click on the PRDTool icon

and click on PCSC ctrl autostart.

Show PRDTool
Hide PRDTool
PCSC ctrl autostart

Priweb5Srvy autostart
Quit

= 4@ ) HUN
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26.7. COMMAND LINE MODE

The PRDTool can also be used in command line mode to query device information. By calling
the ,—help” switch, the correct use is displayed. The device list, the device version and the IP address
information can be queried. The file format of the output can be specified for the easier automatic

processability.

n\utils\PRDTool>PRDTool.exe --help

/-hide/-autostart [off] [-speed <sp

ails OSMOND-MN21

' encoding="UTF-8" 2>

ition\utils\PRDTool>
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27. OSMOND SYSTEM RECOVERY

With the system recovery the original manufacturer settings are restored, therefore all saved and

stored data is erased.

To perform system recovery on the Osmond N device, do the following:

1. Turn the power touch button off and disconnect the connected cables (power supply, Ethernet

and/or USB cables).

Disconnected device

2. Place the device on its side looking out for the aluminum heat sink and unscrew the 4 smaller

screws in order to remove the cover plate.

Use an 8 TX screwdriver.
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Search for the button located on the printed circuit board (see the following image).

3. Reconnect the disconnected cables (power supply, Ethernet and/or USB cables).

4. Press the button located on the printed circuit board (PCB) simultaneously with the power touch

button, until the OLED screen displays the following:

&

5. The cogwheel icon appears for a couple minutes.

6. Then, the Adaptive Recognition static logo is being displayed for a longer period of time.
7. This is followed by the cogwheel icon again.

8. Again, the Adaptive Recognition static logo appears for another longer period of time.

9. Next, the screen begins to flash, until a check mark is displayed.

10. Afterwards, the factory settings are valid.
In case of Osmond N, the device can only be reached via its default IP address. Before accessing

the web interface of the device, wait about 1-2 minutes.
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28. FCC

28.1. FCC CAUTION - §15.21:

"Changes or modifications not expressly approved by the party responsible for compliance could void

the user's authority to operate the equipment.”

28.2. FCC STATEMENT - §15.105(B):

"This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected.

- Consult the dealer or an experienced radio/TV technician for help."

28.3. FCC STATEMENT - §15.19(A)3:

"This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any

interference received, including interference that may cause undesired operation.”

28.4. RSS-GEN STATEMENT (CAN ISEDES-003(B) / NMB-003(B))

"This device complies with Industry Canada licence-exempt RSS standard(s). Operation is subject to
the following two conditions: (1) this device may not cause interference, and (2) this device must

accept any interference, including interference that may cause undesired operation of the device.
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Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils radio
exempts de licence. L'exploitation est autorisée aux deux conditions suivantes: (1) I'appareil ne doit
pas produire de brouillage, et (2) I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique

subi, méme si le brouillage est susceptible d'en compromettre le fonctionnement.”

28.5. RESPONSIBLE PARTY INFORMATION - §2.909:

The identification, by name, address, and telephone number, or internet contact information, of the

responsible party (must be located within the United States).
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29. ACRONYMS AND TECHNICAL TERMS USED IN THE
DOCUMENT

API

Application Programming Interface
Aztec

One of the readable two-dimensional (2D) barcode types.
BAC

Basic Access Control: An RFID security mechanism.
BCR

Barcode Recognition. Barcodes are line drawings designed to be recognized easily by computers.
Code 39

One of the readable one-dimensional (1D) barcode types.
Code 128

One of the readable one-dimensional (1D) barcode types.
CSCA

Country Signing Certification Authority
EAC

Extended Access Control: An RFID security mechanism.
EAN

One of the readable one-dimensional (1D) barcode types.
DataMatrix

One of the readable two-dimensional (2D) barcode types.
ICAO

International Civil Aviation Organization
Interleaved 2 of 5

One of the readable one-dimensional (1D) barcode types.
ISO

International Organization for Standardization
MRTD

Machine Readable Travel Document
MRZ

Machine Readable Zone: Lower part of the travel document. It contains text designed for reading

optically with a travel document reader device.
OCR

Optical Character Recognition: Recognizing characters from a digitalized image.
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OVD
Optically Variable Device: Security feature which shows different information, depending on the
viewing and/or lighting conditions.

oVl
Optically Variable Ink: Printing ink that contains microscopic pigments acting as interference filters,
resulting in large color shifts (strong variations in color) depending on the angle of observation or
lighting.

PDF417
One of the readable two-dimensional (2D) barcode types.

QR Code
One of the readable two-dimensional (2D) barcode types.

RFID
Radio Frequency lIdentification: System based on built in chip that contains data and can
communicate through air.

SDK
Software Development Kit

SOD
Document Security Object

ViZ
Visual Inspection Zone: Upper part of the travel document. It may contain face photo image and

textual, human readable data.
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IX. CONTACT INFORMATION

Headquarters: Service Address:

Adaptive Recognition, Hungary Inc. Adaptive Recognition, Hungary Inc.

Alkotas utca 41 HU Ipari Park HRSZ1113/1 HU

1123 Budapest Hungary 2074 Perbal Hungary

Web: adaptiverecognition.com Web: adaptiverecognition.com/support/

Adaptive Recognition Hungary Technical Support System (ATSS) is designed to provide you the

fastest and most proficient assistance, so you can quickly get back to business.

Information regarding your hardware, latest software updates and manuals are easily accessible for

customers via our Documents Site (www.adaptiverecognition.com/doc) after a quick registration.

New User
If this is your first online support request, please contact your sales representative to register you in

our Support System. More help here (www.adaptiverecognition.com/support)!

Returning User
All registered ATSS customers receive a personal access link via e-mail. If you previously received a
confirmation message from ATSS, it contains the embedded link that allows you to securely enter the

support site.
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