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Competences and guarantees

DEKRA Testing and Certification, S.A.U. is a testing laboratory accredited by the National Accreditation Body (ENAC -
Entidad Nacional de Acreditacion), to perform the tests indicated in the Certificate No. 51/LE 147.

In order to assure the traceability to other national and international laboratories, DEKRA Testing and Certification, S.A.U.
has a calibration and maintenance program for its measurement equipment.

DEKRA Testing and Certification, S.A.U. guarantees the reliability of the data presented in this report, which is the result of
the measurements and the tests performed to the item under test on the date and under the conditions stated on the report and,
it is based on the knowledge and technical facilities available at DEKRA Testing and Certification, S.A.U. at the time of
performance of the test.

DEKRA Testing and Certification, S.A.U. is liable to the client for the maintenance of the confidentiality of all information
related to the item under test and the results of the test.

The results presented in this Test Report apply only to the particular item under test established in this document.

IMPORTANT: No parts of this report may be reproduced or quoted out of context, in any form or by any means, except in
full, without the previous written permission of DEKRA Testing and Certification, S.A.U.

General conditions

1.  This report is only referred to the item that has undergone the test.

2. This report does not constitute or imply on its own an approval of the product by the Certification Bodies or
competent Authorities.

3. This document is only valid if complete; no partial reproduction can be made without previous written permission
of AT4 wireless.

4.  This test report cannot be used partially or in full for publicity and/or promotional purposes without previous
written permission of DEKRA Testing and Certification, S.A.U. and the Accreditation Bodies.

Uncertainty

Uncertainty (factor k=2) was calculated according to the DEKRA Testing and Certification, S.A.U. internal document
PODTO000.
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Usage of samples

Samples under test have been selected by: the Client.

Sample S/01 is composed of the following elements:

Control N°  Description Model Serial number Reception date

8738714760 8150-620-000014-8738714760  2017-08-01

53584/003  WIFI Gateway (WIFI Dongle UART 3.3V)

Aucxiliary elements used with the sample S/01:

Control N°  Description Model Serial number Reception date
53584/001  Control device HMAF 2004 8150-719-000663-8738710208  2017-08-01
53584/002 AC/DC adapter KSAS01224000050HE 2017-08-01

Test sample description
Gateway for water heaters with WIFI connectivity and UART or EMS (2-wire) interface.

Identification of the client

Bosch Termotecnologia s.a.
EN 16 - Km 3.7.

3800-533. Cacia.

Aveiro.

Portugal.

Testing period

The performed test started on 2017-08-25 and finished on 2017-08-28.
The tests have been performed at DEKRA Testing and Certification, S.A.U.
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Environmental conditions

In the control chamber, the following limits were not exceeded during the test:

Min. =15°C
Temperature Max. = 35 °C
00
Relative humidity m;& :3;05 gﬁo
Min. = 860 mbar

Air pressure

Max. = 1060 mbar

In the semianechoic chamber, the following limits were not exceeded during the test.

Min.=15°C
Temperature Max. = 35 °C
00
Relative humidity m;& :3705 g;O
Min. = 860 mbar

Air pressure

Max. = 1060 mbar

In the chamber for conducted measurements, the following limits were not exceeded during the test:

Temperature Min. =15°C
Max. =35°C

Relative humidity Min. =30 %
Max. = 60 %

Air pressure Min. = 860 mbar

Max. = 1060 mbar

D DEKRA
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Remarks and comments

The tests have been performed by the technical personnel: Alberto Parada & Jorge Mora.

The total uncertainty of the measurement system for the measured radio disturbance characteristics of EUT from 30 MHz
to 1000 MHz is | = + 4,9 dB for quasi-peak measurements, | = = 4,6 dB for peak measurements (k = 2)

The total uncertainty of the measurement system for the measured radio disturbance characteristics of EUT from 1000
MHz to 26GHz is | = £ 2,6 dB for peaks and average measurements (k = 2).

FCC 15.107 conducted emission test is only applicable for equipment designed to be connected to the public utility (AC)
power ling, so it is not applicable for this DC powered device considered in this report.

Sample tested with the SW Version: 8738714766 WFAF0101, the client declares the differences between this version and
the 8738714766 WFAF0103 in the appendix C.

Modifications to the reference test report

It was introduced the following modifications in respect to the test report number 53584REM.002 related with
the same samples, in the next clauses and sub-clauses:

It was modified a typo in the SW Version code in the page 1.
It was added the information related the Conducted Emission test.
This modification test report cancels and replaces the test report 53584REM.002.

Testing verdicts (Legend)

Not applicable ..........cccoeveviiiiiiiciccccc e : N/A
PSS ...ttt ae e e nreeenree s : P
=11 PSRRI : F
NOT MEASUTEA ......oeceviiieiiceiee ettt eae s : N/M

List of equipment used during the test

CONTROL LAST NEXT
NUMBER DESCRIPTION | MANUFACTURER MODEL CALIBRATION | CALIBRATION
2942 Elg/lelcgisng ROHDE & SCHWARZ ESU40 2016-06-14 2017-10-09
4578 Bilog Antenna ETS LINDGREN 3142E 2017-04-03 2020-04-03
2933 Preamplifier A.H Systems PAM-0207 2016-09-19 2017-09-19
4612 Horn Antenna SCHWARZBECK BBHA 9120 D 2016-12-19 2019-12-19
3783 Preamplifier | BONN ELEKTRONIK | BHMA0HS: 2017-05-03 2018-05-03
4656 Horn Antenna SCHWARZBECK BBHA 9170 2017-03-24 2020-03-24
1975 Preamplifier MITEQ 154-12002000- 2015-10-06 2017-10-06
4570 Thermohigrometer HW GROUP HWg-STE 2017-04-25 2018-04-25
4567 Thermohigrometer HW GROUP HWg-STE 2017-04-25 2018-04-25

EMC
4522 measurement ROHDE & SCHWARZ | EMC32V9.01
software
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Appendix A — Test result
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DESCRIPTION OF THE OPERATION MODES

The operation modes used by the samples to which the present report refers, are shown in the following table:

OPERATION DESCRIPTION
MODE
OM#01 EUT ON. WiFi disconnected. Power supply: 3.3Vdc (Via AC/DC adapter 110Vac with
output: 24Vdc. connected to auxiliary device) (Worst Case)
OM#02 EUT ON. WiFi communication established with an auxiliary device. Power supply: 3.3Vdc
(Via AC/DC adapter 110Vac with output: 24Vdc. connected to auxiliary device) (Worst Case)
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RADIATED EMISSION. ELECTROMAGNETIC FIELD MEASURE

LIMITS:

Product standard:

FCC CFR 47, Part 15, Subpart C (10-1-15 Edition), Secs. 15.209

& ICES-003 Issue 6 (2016)

Test standard:

FCC CFR 47, Part 15, Subpart C (10-1-15 Edition), Secs. 15.209

& ICES-003 Issue 6 (2016)

Limits of interference Class B
The applied limit for radiated emissions, 3 m distance, according with the requirements of FCC Rules and Regulations
47 CFR Part 15, Subpart C (10-01-15 Edition), Secs. 15.209 & ICES-003 Issue 6 (2016) in the frequency range 30 MHz
to 26 GHz for class B equipments.

Frequency range QP Limitat3 m PK Limitat 3 m
(MHz) (uV/m) (dBpVv/m) (dBpVv/m)
30 to 88 100 40
88 to 216 150 43.5
216 to 960 200 46
Above 960 500 54 74
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TESTED SAMPLE: S#01

TESTED OPERATION MODES: OM#01

CRmmnnRRPP: CR, Radiation Condition; mm: Sample number; nn:

UESIIRSSES: Operation mode; RR: Range; PP: Polarization.
CRmmnnRRPP Description Result
CRO101LR Range: 30 MHz - 1000 MHz. P

CR0101HR1_PH Range: 1 GHz - 18 GHz. Horizontal Polarization.
CR0101HR1 PV Range: 1 GHz - 18 GHz. Vertical Polarization.
CR0101HR2 _PH Range: 18 GHz - 26 GHz. Horizontal Polarization.
CR0101HR2_PV Range: 18 GHz - 26 GHz. Vertical Polarization.

TO|T|T|T
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Radiated Emission. CR0101LR

Project: 53584REM.002
Company: Bosch Termotecnologia S.A
Sample: S/01
Operation mode: MO#01
Description: EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC
adapter 230Vac with output=24Vdc connected to auxiliary device)
(Worst Case)
FCCclass B
60T
FCC-Part-15.Class B-Hectric-Field-Stfeng th QPHAV.
m +
|
40 \VA [
e | VA
=1
8 301
s Yy %
> af Y X
X
D..
0 + + + + + + + + + + + + |
30M 50 60 80 100M 200 300 400 500 800 1G
Frequencyin Hz
FCC Part 15Class B Hectric Field Strength QP+tAV Preview Result 1:PK+
v M axPeak X QuasiPeak

Maximizations

Frequency | MaxPeak | QuasiPeak | Height | Polarization | Azimuth
(MHz) (dBpV/m) (dBuV/m) (cm) (deg)
45.842685 41.6 35.0 98.0 | V 146.0
45.981964 38.3 317 116.0 | V 143.0
46.082766 41.9 35.2 98.0 | V 159.0
49.623046 33.2 29.0 98.0 | V 236.0
119.851102 26.8 24.0 98.0 | V 62.0
159.660521 23.9 22.2 98.0 | V 257.0
199.819238 19.9 16.7 157.0 | H 212.0
519.271543 25.8 20.4 170.0 | H 163.0
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Radiated Emission. CR0101HR1 PH

Project:
Company:
Sample:

Operation mode:

Description:

FCC 1-18GHz class B

53584REM.002

Bosch Termotecnologia S.A

S/01

MO#01

EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC
adapter 230Vac with output=24Vdc connected to auxiliary device)
Horizontal polarization. (Worst Case)

80T
ECC:Part. 15 Class.B.Electric Field. StrengthPK
70 -+
3
=1
m
o
£
°
3
201
D +
0 } } } } } } } } } |
1G 2G 3G 4G 5G 6 8 0G B8G
Frequencyin Hz
—— Peak Scan Average Scan
FCC Part 15Class B Electric Field StrengthPK e ——— FCC Part 15Class B Hectric Field Strength QP+AV
Subrange Maxima
Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuV/m) (dBuV/m)
1040.000000 30.3 20.6
1373.000000 29.4 16.8
2118.000000 30.0 16.6
3160.000000 33.3 204
3238.000000 34.7 21.3
5279.000000 37.7 24.3
6954.000000 40.7 26.8
7978.000000 43.3 29.2
13197.000000 43.8 30.1
17601.000000 47.8 35.1
Report No: (NIE) 53584REM.002A2 Page 14 of 29 2019-06-14
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Radiated Emission. CR0101HR1 PV

Project: 53584REM.002

Company: Bosch Termotecnologia S.A

Sample: S/01

Operation mode: MO#01

Description: EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC

adapter 230Vac with output=24Vdc connected to auxiliary device)
Vertical polarization. (Worst Case)

FCC 1-18GHz class B

ECC:Part.15Class.B.Electric Field.StrengthPK

3
>
=5
o
=}
£
2
()
-
0
2G 3G 4G 56 6 8 10G BG
Frequencyin Hz
—  PeakScan Average Scan
FCC Part 15Class B Hectric Field Strength PK m———— FCC Part 15Class B Electric Field Strength QP+AV

Subrange Maxima

Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuVv/m) (dBuV/m)
1037.000000 30.0 17.1
1730.000000 29.8 16.4
1901.000000 29.7 16.9
3168.000000 32.9 20.4
4076.000000 34.5 21.1
5547.000000 38.3 24.9
7365.000000 40.4 27.6
10019.000000 43.0 29.5
13423.000000 43.9 30.9
17658.000000 48.1 35.0
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Radiated Emission. CR0101HR2_PH

Project: 53584REM.002

Company: Bosch Termotecnologia S.A

Sample: S/01

Operation mode: MO#01

Description: EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC

adapter 230Vac with output=24Vdc connected to auxiliary device).
Horizontal polarization. (Worst Case)

FCC 18-26GHz class B

80
I ECCRart. 15 Class B.Electric Field. St reng th.PK

£
=1
o
o
£
©
2 301
-
201
D -+
B 9 20 21 22 23 24 25 26
Frequency in GHz
—— PeakScan Average Scan
FCC Part 15Class B Hectric Field Strength PK mm—— FCC Part 15Class B Hectric Field Strength QP+AV

Subrange Maxima

Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuVv/m) (dBuV/m)
18632.000000 44.4 31.3
18935.000000 44.9 31.2
19802.000000 44.0 31.1
20748.000000 44.0 31.1
21309.000000 45.7 32.4
21795.000000 45.0 31.3
22670.000000 45.5 31.8
23290.000000 45.4 32.7
24554.000000 46.8 33.8
25986.000000 49.0 36.7
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Radiated Emission. CR0101HR2 PV

Project:
Company:
Sample:
Operation mode:
Description:

FCC 18-26GHz class B

53584REM.002

Bosch Termotecnologia S.A

S/01

MO#01

EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC

adapter 230Vac with output=24Vdc connected to auxiliary device).

Vertical polarization. (Worst Case)

80T
ECCRart. 15 Class B.Electric Field. St reng th.PK
70 -+
60T
Larinahiansandnanmaadanaiianad FECRart15,Clase B Blectric Feld Streng thOPHAM. ..,
50

Level indBuV/m
N
S

30
20t
D -+
8 9 20 21 22 23 24 25 26
Frequency in GHz
—— PeakScan Average Scan
FCC Part 15Class B Hectric Field Strength PK mm—— FCC Part 15Class B Hectric Field Strength QP+AV
Subrange Maxima
Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuVv/m) (dBuV/m)
18396.000000 44.0 30.2
18854.000000 44.7 30.7
19695.000000 44.1 30.9
20654.000000 44.3 31.0
21630.000000 45.3 325
22342.000000 46.1 31.1
22491.000000 45.6 32.4
23295.000000 46.2 32.9
24349.000000 46.4 325
25991.000000 49.0 36.1
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CONTINUOUS CONDUCTED EMISSION ON POWER LEADS

Product standard:

FCC CFR 47, Part 15, Subpart C (10-1-15 Edition), Secs. 15.209
& ICES-003 Issue 6 (2016)

LIMITS:
Test standard:

FCC CFR 47, Part 15, Subpart C (10-1-15 Edition), Secs. 15.209
& ICES-003 Issue 6 (2016)

CLASS B

The applied limit for continuous conducted emissions in power leads, according with the requirements of FCC Rules and
Regulations 47 CFR Part 15, Subpart B (10-1-16 Edition), Secs. 15.107 & ICES-003 Issue 6 (January 2016), in the frequency

range 0,15 to 30 MHz, for Class B equipment was:

Frequency range Limit (dBuV)
(MH2) Quasi-peak Average
0,15t00,5 66-56* 56-46*
05t05 56 46
51030 60 50
*Decreases with the logarithm of the frequency.
TESTED SAMPLES: S/01

TESTED OPERATION MODES:

OM#01; OM#02

TEST RESULTS:

CCmmnnhh: CC, Conducted Condition; mm: Sample number; nn:
Operation mode; hh: wire

CCmmnnhh DESCRIPTION RESULT
CCO01010N Neutral wire noise. P
CCco101L1 Phase wire noise. P
CCco102L1 Phase wire noise. P
CCO01020N Neutral wire noise. P
Report No: (NIE) 53584REM.002A2 Page 18 of 29 2019-06-14
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Conducted Emission. CC01010N

Project:
Company:
Sample:
Operation mode:
Description:

60433REM.002

BOSCH TERMOTECNOLOGIA

S/01

OM#01

EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC
adapter 230Vac with output=24Vdc connected to auxiliary device):
Phase Wire Noise

EC FCC Class B ESPI CC

70..
EC FCCCI B OP
60-\ l ase B O
EC F laseiB AV
504 l | C FCCClase G
1 401 ‘
om
: ‘
£
< 307 l‘
(4]
o
20T ‘ ’.
D..
0 t +——t——t—t—t t t +——t——t—t—t t |
B0k 300 400500 800 ™M 2M 3M 4M 5M 6 8 1M 20M 30M
Frequencyin Hz
—— Peak Scan Average Scan = EC FCC Clase B QP = EC FCCClase BAVG

Subrange Maxima

Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuv) (dBuv)
0.150000 62.3 46.8
0.286000 44.1 28.0
0.538000 34.0 21.1
0.890000 29.6 15.3
1.522000 27.6 17.6
2.898000 32.1 22.4
5.038000 38.7 26.4
6.538000 39.5 26.7

16.386000 40.5 28.3
27.750000 48.9 325
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Conducted Emission. CC0101L1

Project:
Company:
Sample:
Operation mode:
Description:

60433REM.002

BOSCH TERMOTECNOLOGIA

S/01

OM#01

EUT ON. WIFI disconnected. Power Supply 3.3 Vdc (Via AC/DC
adapter 230Vac with output=24Vdc connected to auxiliary device):
Phase Wire Noise

EC FCC Class B ESPI CC

70.
EC FCC Clase B OP
EC FCC Clase:B AVG
3 U ‘
o
©
£
: \
(5]
-
I)..
0 + ————+—+—+ + + ————+—+—+ + 1
B0k 300 400500 800 ™M 2M 3M 4M 5M 6 8 1M 20M 30M
Frequencyin Hz
—— PeakScan Average Scan = EC FCCClase B QP == EC FCCClase BAVG

Subrange Maxima

Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuv) (dBuv)
0.154000 44.1 325
0.334000 40.5 27.9
0.478000 33.0 17.5
1.238000 29.5 22.9
1.270000 29.9 17.1
3.426000 33.7 20.5
6.062000 36.4 25.9
6.482000 38.3 29.0

11.174000 33.6 20.1
28.106000 49.2 38.9
Report No: (NIE) 53584REM.002A2 Page 20 of 29 2019-06-14




DEKRA Testing and Certification, S.A.U.
Parque Tecnoldgico de Andalucia,

c/ Severo Ochoa n° 2 - 29590 Campanillas - Malaga - Espafa

Conducted Emission. CC01020N

Project: 60433REM.002

Company: BOSCH TERMOTECNOLOGIA

Sample: S/01

Operation mode: OM#02

Description: EUT ON. WIFI communication established with ancillary device.

Power Supply 3.3 Vdc (Via AC/DC adapter 230Vac with
output=24Vdc connected to auxiliary device): Neutral Wire Noise

EC FCC Class B ESPI CC

EC F lase B OP
. -\ l C FCC Clase B O
P

EC FCC Clase:B AVG

L
—

401

301

LevelindBuVv

20+

B0k 300 400500 800 M 2M 3M 4M S5M 6 8 DM 20M  30M
Frequencyin Hz

—  PeakScan Average Scan === EC FCCClase B QP == EC FCCClase BAVG

Subrange Maxima

Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuv) (dBuv)
0.182000 55.4 37.0
0.394000 42.8 23.0
0.466000 34.6 18.7
0.858000 28.9 16.5
1.470000 28.4 16.8
2.886000 27.7 16.5
6.114000 35.2 18.9
7.170000 39.2 27.3

16.574000 37.9 28.5
27.710000 48.6 36.9
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Conducted Emission. CC0102L1

Project:
Company:
Sample:
Operation mode:
Description:

60433REM.002

BOSCH TERMOTECNOLOGIA

S/01

OM#02

EUT ON. WIFI communication established with ancillary device.
Power Supply 3.3 Vdc (Via AC/DC adapter 230Vac with
output=24Vdc connected to auxiliary device): Phase Wire Noise

EC FCC Class B ESPI CC

70..
60-\ l EC FCCClase B QP
.
~ EC FCCClase BAVG
2 40
[as]
E ‘
£
T 301 “
Q
-
20t M k
D..
0 t t t —t+—+ t t t t t —t+— t t 1
B0k 300 400500 800 MM 2M 3M 4M 5M 6 8 DM 20M  30M
Frequencyin Hz
—— PeakScan Average Scan = EC FCCClase B QP = EC FCCClase BAVG

Subrange Maxima

Frequency MaxPeak-ClearWrite Average-ClearWrite
(MHz) (dBuv) (dBuVv)
0.178000 58.8 33.8
0.282000 43.5 27.3
0.466000 34.7 18.9
1.126000 26.6 13.0
1.398000 28.7 14.7
2.518000 30.1 18.2
5.750000 35.1 22.7
6.258000 36.0 19.1

15.706000 35.9 26.7
29.358000 49.8 33.1
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Appendix B — SW Version Changes
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Software Version Changes BOSCH Termotecnologia SA
EN. 16 -km 3.7 - Aveiro
3800-533 - Cacla
Portugal
Project Number: 8674
Contact person:  Dicgo Guimardes
ect Name FP Low NOx
e : Department - TT-DWI/ENG32
Test Proponent: Diogo Guimaraes Telephone :
E-mail; Dicgo. guimarses@pt bosch.com
Product Type: Software Report No.:
wr L i Aveiro, 23 Apr 2018
Manufacturer: Bosch
Sample Stage: Production This report includes 5 pages including
Sample Number: NA referred enclosures
;;; Conclusions

{ Author

The new software is an update of WFAF0101.
New software version WFAF 1003 tested with positive results,

20110813

tdton 3.0, 20

E

o Mod ENGOO)

Tha docurreard s based o
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1. Purpose

This document describes the differences between the SW versions WFAF0101, WFAF1002 and
WFAF1003. Note that version WFAF1002 was not released for production and was only used for internal
validations.

2. Changes

2.1. New Features
2.1.1. WFAF0101 -> WFAL1002

- Recirculation on demand Implementation, with the addition of a new REST resource;

- Mac Address powerbus implementation to display in the HMI;

- Delete Wifi Profiles after end of EOL so that there's no existing profile after production,
Brute force protection implementation to prevent that an attacker tries to brute force the user

password,

t TT.GEMENG

| Auth

2.1.2. WFAF1002 -> WFAL1003

- Read and Write Software production data;
- Read and Write Hardware production data,

2110613

2.2. Corrected Issues

2.2.1. WFAF0101 -> WFAL1002

- Data Logger round buffer handling improvements to handle the write index in a more efficient
way.
Historical Data Update to correct the way the number of cycles and hours is converted into a
JSON packet

2 2 2. WFAF1002 -> WFAL1003

Factory and Laboratory for version datatype corrections because factory versions were being
detected as factory and vice-versa,

- WIfi Profile Erasure improvment in the end of production process,

- gService string attribution corrections;

- Brute Force mechanism bug correction since in each wrong attempt in was adding 5 minutes
between each attempt Instead of multiplying by two,

- TLS Ciphers update since previously used ones were considered weak;
DNS supports dynamic hosts;

- Change Power Management to Always On;

- Update MDS5 hash calculating mechanism to be more efficient;

coutnent i based on' ModENGDOY, Edtan 3.0

This
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3. SW Folder comparison
3.1. WFAF0101->WFAF1002
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3.

N

. WFAF1002->WFAF1003

= — s =
wm SEESREMM IO J0IN 1A T wm) SRR 0 0- IR 14 1y
B Lunches 1Y | 33-06- 2017 152218
B sconnermork 115 | 26062017 113508
B settings 14430 2017 03703
B Build_Mides IANGEET | 10-01- 2018 1447A4L
BN Build_Retease 15651424 | 59404 2018 165209
B o 203300 | th-04- 2010 102913 1B s JO0. 561 | 20-04-3008 140940
L'.re«m 56 | 16-04- 2018 101913 119474 | 20:04-2018 1002 38
? cond ! JO04- 2008 143255 cont J0341 20.04- 2010 1400
powernus configc 13258 20-04- 2018 1704 82 L4 powertus_config o 258 20.04-2018 170548
= powerdus_confighatal 10471 (2004.2016143353 | » Dowertais_ContigData  778| 20 04-2018 140048
5 B inc Z1IASE | 2004 018 141843 inc 020 | 20-04-2018 14,0040
Q L sowertus b 4429)2004 2018142353 | = L powertus 20042018 14,0548
| B o 6199 | 20042018 141253 src 0| 20:04- 2018 140944
E powerbus.c 225702004 2018 142153 = powerbuss 20-04-2018 140948
Dowerbus_handler ¢ 4378420042018 143353 | = powerbut_handier ¢ 20042018 140948
§ B ool 122 866 | 16042018 101914 B2 ot 8] 20.04. 2018 100224
= b 2 12074 | 20-00-2018 1A 353 2 e 76 | 20042018 140048
& Lt banther ¢ 11676)|2004-2018142153 | # Lot Vandtier ¢ 20-04-2010 14,0948
b B2 FreeRTOS £.961, 742 | 2004 2018 142353 {89 FreeRTOS 20.04-2018 1049:3¢
§ Source AH0ATD | 16-04-2038 102913 Source X0-04-2018 100277
- B inclse 452307 | 20-08- 2018 141353 L85 incude 452 109 20-04- 2018 140048
=t L ponanie h 868220042018 240152 | = L portabien 8,604 ] 20-04-2018 140948
s B2 gsenvice 7 16-00- 2018 1019 14 B9 geevce £7,551| 20-04- 2018 100228
& i e i 016 141853 B e 3,138 20.04- 2018 10000
d L gsernce_mpo ¢ 8135|20-04-2018 100353 | » L grarvce_smmop« 5019 20-04-2018 140948
@ 562337 | 1604 2008 103915 | s nds | 20042019 100229
g ‘ chent JULE 1011214 chent QL340 004 2R 1002 08
3 B0 sy 2036 102934 89 vrpp 125211 | 20042038 100278
! i soc 2017 125008
= !gv- : 2018 101918 server 7,002 | 20-04. 218 100226
-] 0161039 hetpry 24483 20.04.
3 B cont 4208 [ 20.04- 2028 1413 cont 4,071 20.04. 2018 100048
2 Attp_confc 2708 |20-04-2018 141153 | = it conls 2555 | 20-04- 2008 140948
2 ntp_confh 722|20-04-2018 143151 = hp_cenfh 04| 20-04- 2018 140948
¥ B inc 4235 | 2000- 2018 143353 nc 4.750] 20,04 -2018 140048
8 Lntapeis 454(2004-2018142253 | = L huspeh 355 | 20.04-2018 14.09:4%
= src 16843 | 20-04- 2018 141853 sre LS 61 20-04- 2018 140948
g [ 16843 |20-04-2018 142353 | # Lptsorhc 15,661 | 20.04-2018 140848
g .W A0G6T | 1042000 102922 .m 0214 20042018 1002 34
[ B s 15171 | 20.04- 20108 141353 are 34,848 | 20.04-2018 14 00:¢H
Camitigr ¢ FS171[20-04-201814215) | o Lomtingn o M40 | 20-04- 2008 140748
davContigh 1173|2600 2018 170221
WCom_Vession ¢ 1076 |2004-2016 142353 | ™ | Com_Versonc 73| 20.04 2018 140048
Leystem gl 1788|20-04- 2018243253 | * [revtem defh 1.768| 20042018 14.004K
Test Report No: Date:23/04/2018 Page: 5of6
23/04118
Title: Software Version Changes
Report No: (NIE) 53584REM.002A2 Page 28 of 29 2019-06-14



DEKRA Testing and Certification, S.A.U.
Parque Tecnoldgico de Andalucia,

¢/ Severo Ochoa n° 2 - 29590 Campanillas - Malaga - Espafia

Termotecnologia ) BOSCH
4. SW Versions History

Date Main | Safety | Laboratory | Factory Major Changes
upP uP
24/10/2017 WFAL1009 | WFAL1001 Initial Release
12/02/2018 WFAL1012 | WFAF1002 Recirculation on demand implementation;

- Mac Address powerbus implementation

- Delete Wifi Profiles after end of EOL

- Brute force protection implementation

- Data Logger round buffer handling
improvements.

- Mac Address powerbus implementation.

- Historical Data Update.

19/04/2018 WFAL1015 | WFAF1003 - Factory and Laboratory for version

) datatype corrections

2| - Read and Write Software production data
- Read and Write Hardware production data
a - Wi-Fi Profile Erasure Improvement

R - gService string attribution corrections

- Brute Force mechanism bug correction

- TLS Ciphers update

S - Dns supports dynamic hosts

- Change Power Management to Always
On

% - Update MD5 hash

Edtuor

on ModENGDOY

utneerd s based
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