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About This Document

About This Document

Overview

This document introduces security maintenance operations of HUAWEI DP300 desktop
presence (DP300 or endpoint for short).

Before you use the product, refer to the product vendor for version mapping information and to
confirm compatibility with other videoconferencing equipment.

Intended Audience

This document is intended for:

® Technical support engineers

® Maintenance engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows:

Symbol

Description

/\ oancer

Indicates an imminently hazardous situation which, if not
avoided, will result in death or serious injury.

A WARNING

Indicates a potentially hazardous situation which, if not
avoided, could result in death or serious injury.

A CAUTION

Indicates a potentially hazardous situation which, if not
avoided, may result in minor or moderate injury.

A NOTICE

Indicates a potentially hazardous situation which, if not
avoided, could result in equipment damage, data loss,
performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to personal
injury.
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Symbol

Description

L noTe

Calls attention to important information, best practices and tips.

NOTE is used to address information not related to personal
injury, equipment damage, and environment deterioration.

Related Documents

Document Title

Description

Document Location

HUAWEI DP300 Desktop
Presence V500R002C00
Quick Installation Guide

Describes the packaged items
and provides guidance for
quick installation, and
common configuration.

Administrator Guide

HUAWEI DP300 Desktop Describes the touchscreen

Presence V500R002C00 and the remote controlled UI,

Quick Start Guide and provides quick
instructions in commonly-
used endpoint functions.

HUAWEI DP300 Desktop Describes the methods for

Presence V500R002C00 operating the endpoint.

User Guide

HUAWEI DP300 Desktop Describes how to configure,

Presence V500R002C00 manage, and troubleshooting

the endpoint.

HUAWEI DP300 Desktop
Presence V500R002C00
Command Reference

Describes the functions,
parameters, formats, usage
guidelines, and examples of
all endpoint commands.

HUAWEI DP300 Desktop
Presence V500R002C00
Communication Matrix

Describes the ports,
protocols, IP addresses, and
authentication modes for the
communication of the
endpoint.

Access http://e.huawei.com
and choose Support >
Product Support > UC&C
> Telepresence and
Videoconferencing >
Telepresence Endpoints >
Desktop Device.

Change History

Changes between document issues are cumulative. The latest document issue contains all the

changes made in earlier issues.

Issue 01 (2015-09-15)

Huawei Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.

il


http://e.huawei.com
http://support.huawei.com/enterprise/productsupport?lang=en&pid=19884718&idAbsPath=7881490|7275752|7923125|19884718#idAbsPath=7881490%7C7275752%7C7923125%7C19884717&ot=clk&pid=19884717&t=397&type=402-00025353
http://support.huawei.com/enterprise/productsupport?lang=en&pid=19884718&idAbsPath=7881490|7275752|7923125|19884718#idAbsPath=7881490%7C7275752%7C7923125%7C19884717&ot=clk&pid=19884717&t=397&type=402-00025353
http://support.huawei.com/enterprise/productsupport?lang=en&pid=19884718&idAbsPath=7881490|7275752|7923125|19884718#idAbsPath=7881490%7C7275752%7C7923125%7C19884717&ot=clk&pid=19884717&t=397&type=402-00025353
http://support.huawei.com/enterprise/productsupport?lang=en&pid=19884718&idAbsPath=7881490|7275752|7923125|19884718#idAbsPath=7881490%7C7275752%7C7923125%7C19884717&ot=clk&pid=19884717&t=397&type=402-00025353
http://support.huawei.com/enterprise/productsupport?lang=en&pid=19884718&idAbsPath=7881490|7275752|7923125|19884718#idAbsPath=7881490%7C7275752%7C7923125%7C19884717&ot=clk&pid=19884717&t=397&type=402-00025353
http://support.huawei.com/enterprise/productsupport?lang=en&pid=19884718&idAbsPath=7881490|7275752|7923125|19884718#idAbsPath=7881490%7C7275752%7C7923125%7C19884717&ot=clk&pid=19884717&t=397&type=402-00025353

HUAWEI DP300 Desktop Presence
Security Maintenance About This Document

Issue 01 (2015-09-15)

This issue is used for first office application (FOA).

Issue 01 (2015-09-15) Huawei Proprietary and Confidential iv
Copyright © Huawei Technologies Co., Ltd.



HUAWEI DP300 Desktop Presence
Security Maintenance Contents

Contents

ADOUt This DOCUMENL.....ucierieiieiiniiiisinrinrensrssanssnsnsesssssssssssssssssssssssssssossossosssssssssssssssssssssssssssossossoses ii
T OVEOIVIEW.ucueirintiniiicntintinienisissieissississsssssssessississsesssssessssssssssssessessesssesssssesssssssssessessessassnsssessesss 1
1.1 Purpose of SECUTILY MAINTENANCE. .........eiuietieieetiett et eteeetteteette bt et et et e eneeesee st enteesee st enseeseeeseenseeneeeseanseensenseenseanneaseans 1
1.2 What Is Layered Security MaiNtENACE. ... ...ccuveruiiuierieiiieiteeiiete ettt ette st et et este st e e seeeteseeebesseeteeseenbeeneenbeeneenseeneesneenes 1
2 Application Layer SeCUIitY....uiiiirirnrinisrintiseninissississisesessessessessssessessessessssssssssessessssssssses 3
2.1 Setting the INtEraction MOME...........covieiieiieieieie ettt ettt e st e st e seesteeseeeseeseesseesseessesaesseensesseesseeseensennnes 3
2.2 Application Layer ACCOUNT LISt........cciiiiiieiieieeiesteste ettt ettt et e et e e ese e e s aeseenseessessaesseenseensesseenseensesnees 3
2.2.1 Administrator Password for the DISPLay........cccceveieiiiiriiiiiiiec et 3
2.2.2 Web ManagemeEnt ACCOUNL.........couietirtteiieiteiteitet et et sttt sttt ettt eae bt esteates s et e te st e st e s bt sae e bt s bt ebeebeeaeeuseatentententetenaeneeenes 4
2.2.3 APT ACCOUNL. ..ttt ettt e s bt ettt e bt e e st e e sa bt e sat e ettt e bt e eab e e sab e e bt e e b bt e bt e sa bt e ehbeebteebteeabee e 5
2.2.4 SSH and TeINET LLOZIN. .....eiitiiiieiiieiieei ettt ettt e st e sttt e et e et e et eneeeae e st enseenseeneeeseenseenseenaeaneenneenneenees 6
2.2.5 SETIAl POTt ACCOUNL.....utieiiitieiiietiett ettt ettt ettt e et eate et e et e ee e e st eateeseenteese e st emeeeseenseeseenseeneesseeneeeneaseeneenneenees 7
B R B oo e Y (B o T o« SRS 8
2.2.7 Air Content Sharing PaSSWOTIE. .......cc.uiiiiiiii ittt ettt et e st e bt et e eseeesee b e enbeenneeneeeneas 8
2.2.8 Network DiagnostiCs TOOL ACCOUNL. ........eeuiiuieiieiieiieitiet ettt ettt sttt ettt ea et et e st e eseesbeenteenseeseesbeenaeenneeneas 9
2.2.9 Information Required for Connecting to the Videoconferencing Network Management System...........cccccoceeeeeennee. 9
2.3 Restoring Systems t0 Default SENES.......couiiiiiieiiiii ettt ettt et e st ettt eeeeneeens 11
2.4 STEECAIL SECUITEY....vieveeitieieeiie ettt ettt ettt et et e s teeteeeaeste e seessesaeesbeesaesteesseessesssasseessesssesseessesssesseessesssesseessesseesseesnens 11
2.5 CoNTIGUIING ENCTYPLION. .....ccuiiiiiiiictieiieieste ettt ettt ettt et e et e steebe et e saeesbeesaesseessesssesseessesssesseessesssesseessesseessesssens 12
2.6 WED Mana@EMENT USEIS.......ccuveiiiierrieieiteeteitterteetesteessesteeseessesseessesssesseessesseesseaseesseessesseessesseessessssssesssesssessesssessesssens 13
2.6.1 Logging In t0 the Web INTEITACE........ceeiiiieiieiieiieee ettt ettt e sbe e s be e s e sseesbeeteenseeseenns 13
2.6.2 Changing the PaSSWOIT.........cc.eeiiiiiiiieieeiieit ettt ettt ettt e e e et estaesaeesbeessesssesseesseesseesseessesssenseenseensenssenseens 14
2.7 WED ACCESS COMIIOL. ...ttt b bt bbbt eh e bt es e e st et e st e st et et e b e s e e et e be st e ebesbesbeebesbesnea 14
2.8 SSH ACCESS COMIOL. ...ttt ettt b e a e et et ea et et sttt e bt s bt bt ebeehtes e e st es b et e e e besteebesbesnea 15
2.8.1 ENADIING SSH OF TEINEL.......cviiiiitieiieieit ettt ettt ettt et et e e st esaeessessaesseensesssesseensessaeseensesssenseessesseensenssens 15
2.8.2 USCT LLOGIMN...c.tieutieiieeiietiete ettt ettt et et e et e e et eett e s e esse et e enseenseesaesseenbeesse s e enseanseessenseasseessenseenbeessenseenseensenseensennaens 15
2.8.3 Logging In Using the SSH PUDIIC KEY.......cciiiiiiieiiiieiieieeee ettt sse e e sneenseenaens 16
2.9 VIBWING LLOZS. .. et uieitietieie et ette ettt et et ekttt eat e et e bt et e e st e estesse e seenseaatesseeeseenseemsesmeeeseenseenseeneesseenseenseensesseenseenseensensnens 20
2.10 ENabling FTPS.....oeiee ettt ettt b et sttt ettt ettt et ettt eat e bt ebeebeeaeeuea 20
2.11 Configuring AN FTPS SEIVET.....c.coiiiiiiiiiiiire ettt sttt a ettt et et saesaesbe e 20
2.12 VIA@O IMOMIEOTIIIE ... veveeiieitieee et et ettt ee et ettt e et e s teent e e et e et e e st emeees e e st emeeemeeesee s e enseeme e s e enseenseeseenseenseenseeseenseensenseens 23
2.12.1 ENabling Vid@0 IMONIOTING. ... .eeueeuietieitietieteeieeeti et ie et ettt eesteeseeeaeesteeaeesseenaeeaee st eneesseeseeneesseensesneesseensesneenseennens 23
Issue 01 (2015-09-15) Huawei Proprietary and Confidential v

Copyright © Huawei Technologies Co., Ltd.



HUAWEI DP300 Desktop Presence

Security Maintenance Contents
2.12.2 TAKING PICTUTC.....cvieuieitiiiectieiecitete ettt ettt et e ete et e steesaesaeesbeesaesseessesseessesseessesseesseeseessesssessesssessesssesaessesanssenseensenns 24
2.13 Upgrading Using the MINT SYSTEIML......ccuiiuiiiiiiiiieitieit ettt ettt ettt et ettt e et e st e et e enteeseeteenseeseeeseeseensesneens 24
2.13.1 Preparing for the UPGIAde........ccveoieriieiii ettt ettt ettt ettt e seeteseaesseesseanseentesseasseenseenseessessaenseensenssensnens 24
2.13.2 Performing an UPZIAGQC. ......c..iiiiiiieitieiiete ettt ettt ettt e h et e bt et e st e sheesbe e bt eneeemeeeaeenbeenteenteentenieens 24
2.14 U-BOOt OPCIALIONS. ......euteuteiteuieiieiteiteitett et et et ete ettt e bt sae bt ebe sttt e e b e s bt s et e be st e b et e st esteat et entes b et enteatententebeeutebeebeebeeueeteas 25
2.15 Verifying @ Digital SIZNATUIE........ccveivieiiiiiiieiieie ettt ettt ettt steesteesbeesbeesaessaesseesseesseesseessesssesseesseesseessenseens 26
2.16 IMPOITING @ COITITICALE. ....eueeteiiieitieieet ettt ettt ettt et e e et e et e e bt ea e e es e eneeeaee st eseeeseemeesseeneesseensesreenseeneenseeneenes 27
2.17 IMPOTtING WED COrtifICALES. ... .cvieiiitieiieteeiectterte e ste st et ete st e st e seesaesstesseeseesseeseesseenseesseessesseenseessesssesseenseassenseens 28
2.18 Importing and EXPOTting SETIMES. .....cc.eeuieieitieiertt ettt ettt ettt ettt e bt et e eeeemeesaeeeesbeenbeeseenseeneenteeneenee 28
3 System Layer SeCUTItY ...ttt 30
4 NetwWork Layer SeCUTItY....ciinirnnininisinininiiininniininisniissisniisisinisssisssssssssssesesses 31
5 Management Layer SeCUTrity......iiiniiininininniiiiniiniiiniiiissmmmsssss 33
5.1 Principles of System Security MainteNanCe. ..........cverrieriierieiieiesteeteeeesteesteeaeseesteesseesaesseesseesseessesseesseeseessesssesseenns 34
5.1.1 ACCOUNT MANAZEIMENT. .....eiutiiiiiiiieeiit ettt ettt s bttt sh e sb e st e esbt e e bt e sa bt e ebte s bt esabeebeesabeesabeebeesabeenneeens 34
5.1.2 PermiSsion MANAZEIMENL. .......cc.ccveruiiierteeterteetesteetesteetesteesseeseesseestessesseesseessesseassesseessesssessesssensesssenseessesseessessesnsesses 34
5.1.3 AUItING PIINCIPIES. ...eutitieieeeieet ettt ettt e at e b et e et e e bt e bt eaeeeb e e bt em e e eb e et e eneeebeeteeneeeaeenee 34
5.2 Guidelines for Password Security MaintenanCe...........cceeueruieriieierierieeieeeesteeeesetesseeseeestesseesseeseesseenseeneesseenseensenseenes 34
5.3 Logs Maintenance RECOMMENAATIONS.........cc.eeruiiiiriiiieiieieciteite ettt e ste et e steebe et esteesseeseesbeessesseesseessesseessesssesseessenseenns 34
5.3.1 Checking Logs REZUIATLY.......coouiiiiiieiieie ettt sttt et e st e et et e e st e st eneeenee st eneeeneenseenes 34
5.3.2 Backing Up Logs REGUIATLY..........coiiriiiiiiiiiieie ettt ettt ettt ebe e e saeesseensessaesreenseennesssenseenns 35
5.4 Guidelines on SigNaling DIAGNOSTICS. ... c.uteuuirtieiietieieeie ettt ettt ettt et e et e bt e e bt et e es e e beeseesbeenseeseenseeneesseensesneenee 35
5.5 Security Evaluation RecOmMMENAAtiONS. ..........eoueiuieriiiieiieie sttt sttt esaeste e beesaesseenseeseenseensenseenes 35
5.6 Backup RECOMMENAALIONS. .......ccviiiiiiiitieiieiiiete ettt ettt et et eteebeesbeetaesteesbeessesseesaeesseessesseeseenseessesseesseenseessenseenns 35
5.7 Defects Feedback RECOMMENAATIONS. ........cuieiieiieiieieeiieie ettt ettt et et ss et e et e st enteeneeeseeeeensenneenes 35
5.8 Common Measures AZAINSt ATACKS. ......c.vecviiiiiiiiieiteeie ettt ettt e ettt ebe e b e etbeete e seesbeessesssesseesseeseessesseesseeseenns 36
5.9 Security Emergency Response MEChanISIN. ........cc.eeiiiieiiiieieie ettt sttt esae et e s 36
5.10 Security Emergency Response EMail AdAIess.......c.cccverviiieriieiiiieie ittt sttt st esseesaeseessesseenseeseenns 36
A APPENAIX..uriiiirrirririiiniriiiininniiiinsissiiiisiesissiissississiisssssisssssstsssssssssstsssssssssssssssssssssessssasens 37
B Default Settings.......couiiuinninininniiniiiinniinniiiiiiiiniinsiiessimsesssssssssssssssns 38
Issue 01 (2015-09-15) Huawei Proprietary and Confidential vi

Copyright © Huawei Technologies Co., Ltd.



HUAWEI DP300 Desktop Presence
Security Maintenance 1 Overview

1 Overview

1.1 Purpose of Security Maintenance

Now application systems face severe security threats. Once problems occur, business might be
disturbed, profits reduced, or even systems break down. Users must build up and maintain the
application system security from different layers, and discover and solve potential threats in
advance.

Besides, considering the endless emergence of safety threats, a mere dependence on technology
can hardly ensure the application system security. Users must build up a safety management
system based on security maintenance suggestions and problems they found during the use of
the endpoint to ensure a smooth and safe operation of the endpoint.

1.2 What Is Layered Security Maintenance

According to the target and purpose of security maintenance, maintenance personnel must
safeguard the service system from different layers.

Application Layer

Security maintenance of the application layer is to protect the and its web management system
so that they can provide services to users with a smooth operation.

System Layer

Security maintenance of the system layer is to ensure a smooth operation of the operating system,
which can support the operation of application software.

Network Layer

Security maintenance of the network layer is to ensure that network devices, such as the switch,
router, and firewall, function properly and that security strategies are implemented at the network
layer.
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Management Layer

Security maintenance of the management layer is to strengthen people's management and avoid
threats. Maintenance from the management layer involves the maintenance operations at all
preceding layers.
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Application Layer Security

2.1 Setting the Interaction Mode

On the DP300 display, tap E in the lower right corner to switch between the PC mode and
videoconferencing mode.

In PC mode, the DP300 display can be used as the PC monitor, on which you can answer calls
to join conferences.

In videoconferencing mode, the DP300 display functions as a platform for users to interact with
the videoconferencing system using the touchscreen or remote control.

® Touchscreen (default): Perform operations on the screen by touches, such as tap and slide.
In this case, the DP300 display is called touchscreen.

® Remote control: Perform operations on the screen using the remote control. In this case,
the DP300 display is called remote control screen.

To set the interaction mode, perform the following steps:

®  On the touchscreen, tap , choose Advanced > Settings > General, and set Control
mode.

®  On the remote control screen, choose Advanced > Settings > General, and set Control
mode.

®  On the web interface, choose System Settings > General, and set Control mode.

2.2 Application Layer Account List
2.2.1 Administrator Password for the Display

The default administrator password for logging in to the display is 12345678. To improve device
security, set a password at your first login and regularly change the password afterwards. To
enhance user experience, the administrator password can be digit-only or empty.

MnoTe

It is recommended that you set a complex password. A simple or empty password brings security risks.

To set the administrator password for logging in to the display, perform the following steps:
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[ 1]
On the touchscreen, tap L'_—E] and choose Advanced > Settings > Security > Password.

On the remote control screen, choose Advanced > Settings > Security > Password, and
set the password.

On the web interface, choose System Settings > Security > GUI, and set the password.

When using the administrator password for logging in to the display, note that:

On the touchscreen, the administrator password is required for accessing the Settings
screen. On the remote control screen, the administrator password is required for
customizing the option bar.

Standard users: By default, they can directly access Advanced but must enter the
administrator password to access the Settings screen under Advanced and customize the
option bar. (The administrator password can be obtained from the administrator.)

If the administrator select Encryption advanced settings, standard users can directly
access Settings but must enter the administrator password to access the Advanced menu
and customize the option bar. If the administrator password is set to null, no password is
required for accessing any menu.

2.2.2 Web Management Account

The DP300 supports a maximum of 10 concurrent logins to the web interface, and controls user
permissions by setting permission levels. Table 2-1 describes the web management account.
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Table 2-1 Web management account

Account | Default Description Remarks
Name Password
admin Change Me | This account is the To ensure account security, you are

default account with | advised to change the password at the
the highest permission | first login and regularly change the
and cannot be deleted. | password afterward.

For details about To change the password:

account levels, see

section Web ® On the touchscreen, tap and

Management Users. choose Advanced > Settings >
Security > Web Login.

® On the remote controlled Ul,
choose Advanced > Settings >
Security > Web Login.

® On the web interface, choose
System Settings > General >
Personal.

To change the Administrator name,

you can tap and choose

Advanced > Settings > Security >
Web Login from the touchscreen.

To change the Administrator name,
you can choose Advanced > Settings
> Security > Web Login from the
remote controlled UL

MnoTe

The web management account has the permission of exporting the address book, exporting logs or exporting
settings. Keep the account safe to prevent disclosure of personal information.

If the number of user attempts to log in to the web interface reaches a predefined number, the
user account will be locked and cannot be used for login until the locking duration ends. To set
the maximum number of user login attempts and locking duration, perform the following
operations:

On the web interface, choose System Settings > Security > Web Login. On the displayed
screen, set Maximum login attempts and Lock time.

2.2.3 API Account

The API account is required for a third party (for example, a touch panel) to log in to the
DP300, or for the SMC2.0 to to add a manageable site. Table 2-2 describes the API account.

Table 2-2 describes the touch panel account.
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Table 2-2 API account

Account | Default Description Remarks
Name Password
api Change Me | The account is required for a third | To ensure account

party (for example, a touch panel)
to log in to the DP300, or for the
SMC2.0 to to add a manageable
site.

This account is the default account.
To change the name: On the web
interface, choose System Settings
> General > Personal > Password
of API user.

security, you are advised to
change the password at the
first login and regularly
change the password
afterward.

For details about how to
change the password, see
section 2.6.2 Changing
the Password.

2.2.4 SSH and Telnet Login

The DP300 supports the Telnet login and Security Shell (SSH) login. Telnet is an insecure
protocol. SSH is a cybersecurity protocol for remote access using the encryption and
authentication mechanism in an insecure cyber environment. During SSH login, all user data
are encrypted. To ensure the security, you are advised to use the SSH login.

®  You can log in to the DP300 through port 23 using Telnet. Telnet login is set to Do not
allow by default. Telnet is an insecure communication protocol. You are advised to disable
it. If you want to log in using Telnet, see section 2.8.1 Enabling SSH or Telnet.

®  You can log in to the DP300 through port 22 using SSH. SSH is set to Do not allow by
default. If you want to log in using SSH, see section 2.8.1 Enabling SSH or Telnet.

SSH and Telnet Login Under the Normal System

The normal system supports SSH and Telnet logins. Table 2-3 describes the account names and
passwords used for SSH and Telnet logins.

Table 2-3 SSH and Telnet login accounts

Account | Default Description Remarks

Name Password

debug Change Me | Administrator account with the This is a special account
highest permission for system and not for common users.
debugging.

admin Change Me | Common user account with lower | -
permission than the debug
account.
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Account | Default Description Remarks
Name Password
user Change Me [ Common user account with lower | -
permission than the admin
account.
apiuser Change Me | Special account with lower This is a special account
permission than the user account. | and notfor common users.
test Change Me | Dedicated account for testing with | -
lower permission than the user
account.
(Lnote

® To secure your account, it is recommended that you change the password upon the first login and
regularly change the password afterwards.

® After you log in using the debug account, you can run the command mnt debug setpwd [name] to
change other accounts' passwords.

Telnet Login Under the Mini System

The mini system supports Telnet logins only. The login account and default password are
described in Table 2-4.

Table 2-4 Telnet login account

Account | Default Description Remarks

Name Password

debug Change Me Administrator To ensure account security, change the
account for system | password at the first login and regularly
debugging change the password afterward.

For details about how to change the password and use the debug commands, see the HUAWEI
DP300 Desktop Presence V500R002C00 Command Reference.

2.2.5 Serial Port Account

The DP300 allows for logins using serial ports to commission applications and locate faults. The
serial port account and default password are described in Table 2-5.
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Table 2-5 Serial port account

Account | Default Description Remarks
Name Password
root Change Me This account is To secure your account, it is
used for acomputer | recommended that you change the
to log in to the password upon the first login and
DP300 through regularly change the password
serial ports. afterwards. To change the password, run
the passwd command.

2.2.6 Upgrade Password

Toupgrade the DP300 under the normal system with the upgrade tool, you must enter the upgrade
password.

By default, the upgrade password is Change_Me.

You are advised to change the password at the first login and regularly change the password
afterward:

® Touchscreen: Tap and choose Advanced > Settings > Security > Upgrade
password.

®  On the remote controlled UI, choose Advanced > Settings > Security > Upgrade
password.

®  On the web interface, choose System Settings > Security > Upgrade password.

2.2.7 Air Content Sharing Password

The air content sharing password is used by an air content sharing client to connect to the
DP300. Users can download the air content sharing client from the DP300 web interface. After
the air content sharing client successfully connects to the DP300, users can connect the
DP300 to presentation sources and share presentations without the use of any physical ports.

The default air content sharing password is Change Me.

You are advised to change the password at the first login and regularly change the password
afterward:

® Touchscreen: Tap and choose Advanced > Settings > Security > Air Content
Sharing.

®  On the remote controlled UI, choose Advanced > Settings > Security > Air Content
Sharing.

®  On the web interface, choose System Settings > Security > Air Content Sharing.

Issue 01 (2015-09-15) Huawei Proprietary and Confidential 8
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2.2.8 Network Diagnostics Tool Account

After the network diagnostics function is enabled, the network diagnostics tool can use the H.
323 call port, RAS source port, RAS destination port, or SIP call port to diagnose the DP300.
Table 2-6 describes the network diagnostics tool account.

Table 2-6 Network diagnostics tool account description

Account | Default Description Remarks

Name Password

admin Change Me Specify the account | To ensure account security, you are
name and password | advised to change the password at the
that the network first login and regularly change the
diagnostics tool password afterward.
uses for

- On the web interface, choose System
authentication Settings > Network > Network
when attempting to | giagnostics, enable Network
communicate with | giagnostics, and change the values of
the DP300. Diagnostics tool user name and
Diagnostics tool password.

2.2.9 Information Required for Connecting to the
Videoconferencing Network Management System

The DP300 communicates with and is remotely managed by the videoconferencing network
management system using SNMP. The videoconferencing network management system
implements the following:

® Configures DP300 settings, including the H.323 and SIP.
Queries DP300 status.

Checks DP300 alarms.

Backs up and restores DP300 settings.

Upgrades the DP300 online.

To remotely manage the DP300 from the videoconferencing network management system, log
in to the web interface of the DP300, choose System Settings > Network > SNMP Settings,
and set SNMP parameters, as shown in Table 2-7.

When the videoconferencing network management system connects to the DP300 through
SNMP V2, configure required SNMP V2 information. When the videoconferencing network
management system connects to the DP300 through SNMP V3, configure the SNMP V3 account,
password, and protocol.

Issue 01 (2015-09-15) Huawei Proprietary and Confidential 9
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Table 2-7 Information required for connecting to the videoconferencing network management
system

Parameter

Default
Setting

Description

Remarks

SNMP
V2

Get
commun
ity name

Change Pub
lic

Specifies the
credential that
the
videoconferenc-
ing network
management
server uses to
obtain DP300
settings.

Set
commun
ity name

Change Pri
vate

Specifies the
credential that
the
videoconferenc-
ing network
management
server uses to
specify DP300
settings.

Trap
commun
ity name

Change Me

Specifies the
credential that
the DP300 uses
to report alarms
to the
videoconferenc-
ing network
management
server.

The parameter settings must be
the same as those in the
videoconferencing network
management system.

Set these parameters when
Enable SNMP is set to Enable
and SNMPv2 to Enable.

SNMP
V3

User
name

v3user

Specifies the user
name for
connecting your
DP300 to the
videoconferenc-
ing network
management
system through
SNMPv3.

The parameter setting must be the
same as that in the
videoconferencing network
management system.

Authenti
cation
protocol

SHA

Specify the
authentication
mode and
password for
connecting the
videoconferenc-
ing network

The parameter settings must be
the same as those in the
videoconferencing network
management system.

When the videoconferencing
network management system
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Parameter Default Description Remarks
Setting
Authenti | Change Me | management attempts to connect to your
cation system to your DP300, Authentication protocol
passwor DP300. and New password set on your
d DP300 are required.
Encrypti | AES Specify the The parameter settings must be
on encryption the same as those in the
protocol protocol and videoconferencing network
) password for management system.
Encrypti | Change_Me connecting the
on videoconferenc-
passwor ing network
d management
system to your
DP300.

LnoTE

® To secure your account, it is recommended that you change the password upon the first login and
regularly change the password afterwards. The password you set on the DP300 must be the same as
that set in the videoconferencing network management system.

® For details about how to set SNMP parameters, see the HUAWEI DP300 Desktop Presence
V500R002C00 Administrator Guide.

2.3 Restoring Systems to Default Settings

If you forget the passwords of the normal or mini system, restore the system (including the
passwords) to its default settings.

® Normal system

Restores the DP300 to its default settings, if you press and hold the RESET button for 10 seconds
or more when the DP300 is operating properly.

MnoTe

Place the DP300 face down on the desktop, and open its rear cover. Then you can view the interfaces on
the rear panel. The RESET button is located at the second position on the left of the rear panel.

®  Mini System
1. Press and hold the RESET button for 10 seconds or more when the DP300 is starting.
The DP300 enters the mini system.

2. In mini system, press and hold the RESET button for 10 seconds or more to restore the
Telnet login password to its default settings.

2.4 SiteCall Security
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The DP300 uses Hypertext Transfer Protocol Secure (HTTPS) mode to upload the multipoint
conference information and supports Transmission Control Protocol (TCP) mode when a
multipoint conference is initiated. If HTTPS mode is disabled, the DP300 uses the insecure
TCP mode. You are advised to use HTTPS mode for better communication security.

If HTTPS mode is enabled, you are advised to enable Multipoint conference
authentication.

Enable HTTPS mode and Multipoint conference authentication.

®  On the touchscreen, tap and choose Advanced > Settings > Network > IP > H.
323, and then select HTTPS mode and Multipoint conference authentication.

®  On the remote controlled UI, choose Advanced > Settings > Network > IP > H.323, and
select HTTPS mode and Multipoint conference authentication.

® On the web interface, choose System Settings > Network > H.323/SIP Settings, and set
HTTPS mode and Multipoint conference authentication to Enable.

2.5 Configuring Encryption

You can enable encryption to improve video communication security.

Background
On an IP network that is neither quality-guaranteed nor secure, encryption can be used to increase
the video communication security, though it may affect the call rate. Both parties in
communication must support encryption, including H.235 encryption and Secure Real-time
Transport Protocol (SRTP) encryption.
To improve communication security, you are advised to enable encryption.
Before initiating a Session Initiation Protocol (SIP) encrypted conference, you are advised to
enable encryption and Transport Layer Security (TLS) registration to improve communication
security.
Procedure
To configure encryption on the touchscreen:
1. Tap and choose Advanced > Settings > Security > Encryption, and then select one
of the following options:
® Disable: No stream is encrypted.
® Enable: Streams are forced to be encrypted. If you select this option, your DP300 can
attend encrypted conferences only. To improve communication security, select this
option.
® Maximum interconnectivity: Streams are encrypted only when a call is set up. If you
select this option for the local site and encryption is disabled at a remote site, the
conference between the local and remote sites is not encrypted.
2. Select Save.
To configure encryption on the remote controlled UI:
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Copyright © Huawei Technologies Co., Ltd.



HUAWEI DP300 Desktop Presence
Security Maintenance 2 Application Layer Security

1. Choose Advanced > Settings > Security > Encryption and select one of the following
options:

® Disable: No stream is encrypted.

® Enable: Streams are forced to be encrypted. If you select this option, your DP300 can
attend encrypted conferences only. To improve communication security, select this
option.

® Maximum interconnectivity: Streams are encrypted only when a call is set up. If you
select this option for the local site and encryption is disabled at a remote site, the
conference between the local and remote sites is not encrypted.

2. Select Save.
To configure encryption on the web interface:

1. Log in to the web interface, choose System Settings > Security > Encryption and
configure the encryption mechanism.

2. Select Save.

2.6 Web Management Users

The web interface of the DP300 supports two types of users: administrators and common users.

®  Administrators: Administrators have all permissions to the web interface.

MnoTe

Administrators can modify accounts and passwords of common users, as well as system configuration
operations.

® Common users: They have some permissions on the web interface and can configure only
personal settings but not system settings.

2.6.1 Logging In to the Web Interface

The DP300 supports logins in HTTP and HTTPS modes. HTTPS mode, which is more secure,
is used by default. If you use HTTP to log in to the web interface of the DP300, the system
automatically switches to the HTTPS mode.

Step1 Open a browser on the computer. In the address box, enter the IP address, such as https://
192.168.1.1.

Step 2 Press Enter.
The login page is displayed, as shown in Figure 2-1.
(LnoTe

If the security certificate is invalid, click Continue to this website to resume the login.
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Figure 2-1 Web login page

HD Video Endpoint www

HUAWE]

Liser narne I—I

=F ot

Language English

Log In

Step 3 Enter the user name and password. Select a language.

Step 4 Click Log In, or press Enter.
(Lnote

To ensure data security, after accessing the web interface, close the browser and delete browser caches.

—End

2.6.2 Changing the Password

On the web interface, you can change the passwords for the web management account, common
user accountand API account as follows:

Step1 Choose System Settings > General > Personal.
Step 2 Change the account password.

The password can contain 8 to 32 characters and must include at least two of the following:
uppercase letter, lowercase letter, digit, or special character.

Step 3 Click Save.

—End

2.7 Web Access Control

The DP300 adopts HTTPS mode, which is the secure version of Hypertext Transfer Protocol
(HTTP). Following are methods to control the web access:
®  Support the user to submit the log out application.

When you have logged in to the web interface, you can click Exit in the upper right. The
login interface is displayed.

®  You are allowed to use the touchscreen to control web login.

To disable web login, choose Advanced > Settings > Secured > Web Login on the
touchscreen and deselect Web Login.
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® You are allowed to use the remote control to control web login.

To disable web login, choose Advanced > Settings > Secured > Web Login on the remote
control and deselect Web Login.

® The supports a maximum of 10 concurrent logins to the web interface.

2.8 SSH Access Control

During remote access and data transmission, SSH commands can be run to create an encrypted
channel between the application layer and client.

2.8.1 Enabling SSH or Telnet

Use either of the following ways to enable SSH or Telnet.

( 1
®  On the touchscreen, tap L'_—!] and choose Advanced > Settings > Security > SSH/
Telnet, and then select SSH or Telnet.

®  On the remote controlled UI, choose Advanced > Settings > Security > SSH/Telnet, and
select SSH or Telnet.

®  On the web interface, choose System Settings > Security > SSH/Telnet, and set SSH or
Telnet to Enable.

Telnet is an insecure communication protocol. You are advised to disable it.

2.8.2 User Login

Following describes SSH access control methods using the PuTTY as an example.
(Onote

PuTTY is a login application for remote login across different platforms. It can be obtained from Huawei
Unified Communications and Collaboration (UC&C) Security Center by Huawei technical support or
downloaded from the Internet. Use PuTTY 0.63 or a later version.

Step1 Run PuTTY on your computer.

The PuTTY Configuration dialog box is displayed, as shown in Figure 2-2.
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Figure 2-2 PuTTY Configuration dialog box

88 puTTY Configuratio

Categony:
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[=)- Window

- Appearance Load, zave or delete a stored zeszion
- Behawviour
- Translation
- Selection
- Colours
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- Pramy
- Telnet Delete
- Rlogin

Pratacal;
1 Raw () Telnet ) Rlogin @ 55H

Saved Sessions

Default Settings Load

Save

Cloze window on exit;
dbways () Mever @ Only on clean exit

[ Open ][ Cancel

Step 2 In Host Name (or IP address), enter the IP address, such as 10.10.10.1.
Step 3 Select SSH for Protocol. Use the default value for Port.

Step 4 Click Open.
The login interface is displayed.

Step 5 Enter the user name and password and run the commands. For details, see the HUAWEI DP300
Desktop Presence V500R002C00 Command Reference.

MnoTe

The default administrator account of Telnet and SSH is debug and the password is Change_Me by default.

—--End

2.8.3 Logging In Using the SSH Public Key
To secure and simplify SSH login, use the SSH public key to log in to the DP300.
(Onote

Before logging in to the DP300 using the SSH public key, ensure that SSH has been enabled. For details,
see 2.8.1 Enabling SSH or Telnet.
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Creating An SSH Private-Public Key Pair

Create a SSH private-public key pair and associate the private-public key pair with the local
computer or server.

Step 1 Log in to the Linux operating system, run the ssh-keygen command in any CLI, and press
Enter.

Step 2 Enter the name (for example, DP300) of the SSH private-public key pair as prompted and press
Enter.

The SSH public key DP300.pub and SSH private key DP300 are created.

Step 3 Go to the directory where DP300.pub and DP300 are created and copy them to the local
computer or server.

—End

Importing the SSH Public Key
Import the SSH public key using the DP300 web interface.

Step1 Choose System Settings > Installation. The Installation page is displayed.

Step 2 Click Import SSH Public Key. The Import SSH Public Key dialog box is displayed.

Step 3 Click Select File and select the SSH public key DP300.pub from the local computer or server.
Step 4 Click Import.

Step 5 Click Return when OK is displayed.

—End

Logging In Using the SSH Public Key

The following takes the SSH client SecureCRT as an example to describe how to log in to the
DP300 using the SSH public key.

MnoTe

SecureCRT is a login application for remote login across different platforms. It can be obtained from
Huawei Unified Communications and Collaboration (UC&C) Security Center by Huawei technical support
or downloaded from the Internet. Use SecureCRT 6.7.1 or a later version.

Step1 Run SecureCRT on your computer.

The SecureCRT quick connect dialog box is displayed, as shown in Figure 2-3.
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Step 2
Step 3
Step 4
Step 5
Step 6

Figure 2-3 Initial Quick Connect dialog box
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Quick Connect
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Port: Firewall: [Nu:une

Username:

Authentication

[V|Password
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[V|Keyboard Interactive
[V]G558PI

i

Save session
[ openin atab

[ show quick connect on skarkup

Conneck

Properties. ..

Cancel

Select SSH2 for Protocol.
In Hostname, enter the IP address, such as 10.10.10.1.

In the Authentication area, select PublicKey only.

Use the default value for Port.

Click PublicKey, then click Properties.... The Public Key Properties dialog box is displayed.

In the Use identity or certificate file text box, click ...

and select the SSH public key

DP300.pub, as shown in Figure 2-4. (The Use global public key setting and Use identity or

certificate file options are selected by default.)
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Figure 2-4 Selecting the SSH public key
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Step 7 Click OK to return to the Quick Connect dialog box, as shown in Figure 2-5.

Figure 2-5 Quick Connect dialog box

i
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-

[ Conneck ][ Cancel

Step 8 Inthe Username text box, enter the SSH login account, for example, SSH administrator account

debug.

Step 9 Click Connect.
The login interface is displayed.

Step 10 Run the commands.

Issue 01 (2015-09-15)

Huawei Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.

19



HUAWEI DP300 Desktop Presence
Security Maintenance 2 Application Layer Security

For details, see the HUAWEI DP300 Desktop Presence V500R002C00 Command Reference.

——-End

2.9 Viewing Logs

Logs record all non-query events during the DP300 running, such as non-query user operations
and commands. These events can help you locate and rectify faults, as well as assist you in
auditing.

®  On the touchscreen, tap and choose Advanced > Diagnostics > Logs.
® Select Advanced > Diagnostics > Logs on the remote control UL

®  Check logs on the web interface:

Log in to the web interface and choose Maintenance > Logs.
On the Logs page, click Export.
Click Save in the displayed dialog box.

Choose the folder to save the logs and click Save.

A

Open the exported logs and check them.

2.10 Enabling FTPS

The DP300 supports File Transfer Protocol over SSL (FTPS) and File Transfer Protocol (FTP).
To improve communication security, enable FTPS. If FTPS is disabled, the DP300 uses insecure
FTP.

You can enable FTPS in one of the following ways:

®  On the touchscreen, tap and choose Advanced > Settings > Network > Network
Address Book > Network Address Book, and select FTPS.

®  Ontheremote controlled Ul, choose Advanced > Settings > Network > Network Address
Book > Network Address Book, and select FTPS.

®  On the web interface, choose System Settings > Network > Network Address Book, and
enable FTPS.

® Use commands to enable FTPS. For details, see the HUAWEI DP300 Desktop Presence
V500R002C00 Command Reference.

2.11 Configuring an FTPS Server

FTPS is an extension of the commonly used FTP to support the SSL. The FTPS server ensures
the security of the DP300 network address book.

MnoTe

To configure the network address book after the FTPS client is configured, see the HUAWEI DP300
Desktop Presence V500R002C00 Administrator Guide.

Following uses the FileZilla server as an example to describe how to configure an FTPS server.
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Step 1 Set the IP address of the computer on which the FTPS server (for example, FileZilla server) is
to be installed. Ensure that the IP addresses of the computer and DP300 are in the same network
segment.

Step 2 Run the FTPS server installer (for example, FileZilla_Server-0_9_41.exe) to install the FTPS
server on the computer.

Step 3 Double-click to run the FTPS server. Click OK in the displayed dialog box, as shown in
Figure 2-6.

Figure 2-6 Connect to Server dialog box
Connecﬁ to enre &

Server Address:

10.10.10.1

Administration passwaord;

[] Always connect to this server

[ OK ] [ Cancel

Step 4 Choose Edit > Settings.

Step 5 Click SSL/TLS settings in the left column and select Enable FTP over SSL/TLS support
(FTPS), click Browse to import the certificate, and click OK, as shown in Figure 2-7.

MnoTe

® Before importing a certificate, make sure it is issued by a security authority to prevent security risks.

® Ifno certificate is available, click Generate new certificate.
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Figure 2-7 FTPS Server Options dialog box
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Step 6 Choose Edit > Users. The Users dialog box is displayed, as shown in Figure 2-8.

Figure 2-8 Adding a user

o S ]
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Cancel ﬂ
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Step 7 Click Add to add a user. Select Enable account and Password and enter the Password.

Step 8 Click Shared folders under Page, then click Add, and set the path for the user root directory
of FTPS server, as shown in Figure 2-9.

Figure 2-9 Specifying the path for the user root directory of FTPS server

Page: Shared folders Users
Files
MCL

Directories Aliases Read
.. 5peed Limits 21 D:\Upgrade'meu ] Wite
‘.. TP Filter Delete
Append
Directories
Create
Delete
List
T p + Subdirs [ Add ] [ Remove }

Add l Remove ][ Rename ] [Set as home dir] [ Rename ” Copy. }

A directory alias will also appear at the specified location. Aliases must contain the full local
path. Separate multiple aliases for one directony with the pipe character (1)

if using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

IH
-~

Cancel

Step9 Click OK.

—End

2.12 Video Monitoring

This function involves personal privacy. Ensure that its use complies with local laws and
regulations.

To ensure conference security and protect conference privacy, this function is disabled by default
and can be enabled on the touchscreen and remote controlled interface.

2.12.1 Enabling Video Monitoring

To enable video monitoring:

a-m
On the touchscreen, tap and choose Advanced > Settings > Security > Web Login and
then select Monitor video.
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On the remote controlled UI, choose Advanced > Settings > Security > Web Login and select
Monitor video.

2.12.2 Taking Picture

Step 1

Step 2
Step 3

Step 4

After the video monitoring and management function is enabled, you can capture and view local
and remote videos and presentations on the web interface.

On the web interface, choose Device Control > Device Control > Video Control.

MnoTe

After you access the Video Monitor page, appears on the DP300 display screen to indicate that site
monitoring is enabled.

Select the source you want capture of and click Capture.
In the displayed interface, select the picture and right-click it.

From the displayed shortcut menu, choose Save Picture As to save the picture.

—End

2.13 Upgrading Using the Mini System

If the DP300 cannot start as usual because the local upgrade fails due to power outage or other
incidents, you can use the mini system for the upgrade instead.

You can use the mini system for upgrades whenever the DP300 software malfunctions. This
method can be repeatedly used, and can ensure successful software upgrades when there are no
hardware failures.

2.13.1 Preparing for the Upgrade

Before the upgrade, note the following prerequisites:

Save the software package for upgrading on the computer.

®  (Connect the computer to the DP300 through a crossover cable or specifies the IP address
of the computer and the DP300 in the same segment.

®  Obtain the upgrade password. The upgrade password is Change_Me by default. For details,
see section 2.2.6 Upgrade Password.

®  The default administrator user name and password of Telnet is debug and Change Me
respectively. If you forget the password, use the mini system to restore the DP300 to its
default settings. For details, see section 2.3 Restoring Systems to Default Settings.

2.13.2 Performing an Upgrade

Step 1

While the DP300 is restarting or powering on, press and hold the RESET button for 10 seconds.
The DP300 enters the mini system.
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MnoTe

At this time, the DP300 has two IP addresses available: the static IP address of the normal system and the
default IP address (192.168.1.1). If the connection setup using the normal system IP address fails or the
DP300 IP address is dynamic and unknown, you can use the default IP address for the upgrade.

Step 2 Use Telnet to log in to the DP300 and run mnt upgswitch on to enable the mini system upgrade
function.

MnoTe

By default, the mini system upgrade function is disabled.
Step 3 Extract the compressed file of the upgrade software on the computer.

Step 4 Run the upgrade program UpgMaster.exe.
The upgrade dialog box is displayed.

Step 5 (Optional) Click Browse. Find and select the file in .dat format.

(Lnote
By default, the path of the .dat file is displayed in Upgrade File.

Step 6 In Remote Teminal IP Address, enter your DP300 IP address, for example, 192.168.1.1. Then
click Upgrade.

Step 7 In the displayed dialog box, enter the upgrade password and click OK.
Step 8 Restart the DP300.

—End

2.14 U-Boot Operations

Step 1 Use a serial cable to connect the serial port on the computer to the COM serial port on the
DP300.

Step 2 Start the serial port tool and set information such as the serial port number and baud rate.
Set the baud rate to 115200.

Step 3 Start the DP300. When the interface shown in Figure 2-10 is displayed on the serial port tool,
press Ctrl+C repeatedly until Password: is displayed.

Figure 2-10 Starting the system
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Step 4 Enter the password to the U-boot system as shown in Figure 2-11. The default password is
12345678.

To improve device security, set a password at your first login and regularly change the password
afterward. Use the passwd command to change the password. The new password must be a
string of eight characters, consisting of digits, letters, and special characters.

Figure 2-11 Enter password

reset switch

Switch Phy = Bx02, Reg =0x00, Yal = 0xal00

Switch Phy = 0x03, Reg =0x00, Yal = 0xab00
Switch Phy = 0x04, Reg =0x00, Yal = 0xab00
Switch Phy = 0x05, Reg =0x00, Yal = 0xal00

Ctrl + C detect, enable bootdelay 5
Password:
gol stopkey

Step 5 Enter the command as show in Figure 2-12. For details, see the HUAWEI DP300 Desktop
Presence V500R002C00 Command Reference.

Figure 2-12 Enter command

LA R R R 2 R B 8 B B B B B B B B _N_J usﬂge O

mount_emmc —— mount normal_app from eMMC

mount_nfs —— mount normal_app from NFS Server

setenv ipaddr 10.11.1xx.xx —- set IP address

setenv serverip 10.11 . 1ux . uwx —— set TFTP server IP address
setenv gatewavip 10.11.1xx.1 -- set Gateway IP address
setenv netmask 255.255.255.0 —— set Netmask

saveeny -- save the environment variables

7?7 —- list all commands

LA B B B 0 B b B B 0 0 1 ] End e

u-boot_2nd >
u-boot_2nd >

—End

2.15 Verifying a Digital Signature

To prevent software packages from being maliciously corrupted or damaged during transmission
and to protect the carrier's network security, verify software package integrity after obtaining
the packages. Only verified software packages can be deployed.
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Background

Procedure

Each software package corresponds to one digital signature file. A digital signature file is
a.asc file named after a software package. For example, the digital signature file for the software
package HUAWEI-DP300.exe is HUAWEI-DP300.exe.asc.

1. Obtain the verification tool package.

Open http://support.huawei.com/enterprise/toolsinfo?lang=en to enter the Tools and
Resources page.

2. Under Tools and Resources, choose Tools software > Enterprises Common > Software
digital signature (OpenPGP) validation tool > V100R001C00.

3. Refer to the OpenPGP Signature Validation Guide to verify software package integrity.

2.16 Importing a Certificate

Step 1
Step 2
Step 3
Step 4

You can import client, server, SiteCall and 802.1x authentication certificates into your DP300
from the DP300 web interface. These certificates can be used to identify users, certificate
authorities, and servers to improve communication security. For example, a client certificate is
required when your DP300 registers with the SIP server using the Transport Layer Security
(TLS) protocol.

A NOTICE

Before importing a certificate, make sure it is issued by a security authority to prevent security
risks.

Choose System Settings > Installation. The Installation page is displayed.
Click Import Certificate. The Import Certificate dialog box is displayed.
Click Select File to select the certificate you want to import.

Select the desired certificate type.

® To import a certificate for authentication calls and when the DP300 functions as the server,
select Server certificate.

® To import a certificate for authentication registration or calls and when the DP300 functions
as a client (for example, TLS-based registration), select Client certificate.

® To import a certificate used for SiteCall security, select Multipoint conference
certificate.

® To import certificates used for 802.1x wired or wireless network authentication, select the
desired certificates. When selecting the certificate type, choose the network type, which is
Wireless and wired by default.

Step 5 Click Import.
Step 6 Click Return when OK is displayed.
----End
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2.17 Importing Web Certificates

To help ensure communication security, import web certificates, including the trusted Certificate
Authority (CA) file, local certificate file, local private key file, and local private key password
file, to the DP300 through the DP300 web interface.

A NOTICE

Professional guidance is required for importing certificates. Make sure the certificate to be
imported matches the certificate type selected; otherwise, the may malfunction.

Step1 Choose System Settings > Installation.
The Installation page is displayed.
Step 2 Click Import Web Certificate.

The Import Web Certificate dialog box is displayed.

Step 3 Click M and select a certificate type.

Step 4 Click Lo , select the certificate you want to import, and click Import.

Step 5 Click Return when OK is displayed.

After importing the web certificate, click Update Web Certificates and restart the DP300 as
prompted for the web certificate to take effect.

—End

2.18 Importing and Exporting Settings

Import and Export Settings on the Web Interface

You can import or export settings on the DP300 web interface to a configuration file. After your
DP300 is restored to its default settings, you can import previously exported settings from the
configuration file.

MnoTe

Keep the configuration file safe to prevent disclosure of personal information.
Step1 Choose System Settings > Installation. The Installation page is displayed.
Step 2 Click Import/Export Settings. The Import/Export Settings page is displayed.

Step 3 Click Import Settings to import or Export Settings to export system settings.

The web administrator password is required when you import the configuration file. After the
configuration file is imported successfully, the DP300 automatically restarts for the
configuration file to take effect.

——End

Issue 01 (2015-09-15) Huawei Proprietary and Confidential 28
Copyright © Huawei Technologies Co., Ltd.



HUAWEI DP300 Desktop Presence
Security Maintenance 2 Application Layer Security

Import Settings on the USB Device

A NOTICE

Use the USB device to import the configuration file only in videoconferencing mode.

Step 1 Use the USB configuration tool to import the configuration file to a USB device.
Step 2 Insert the USB device into the DP300's USB port.

Step 3 Using the remote controlor on the touchscreen, enter the administrator password as prompted.

(MnoTe

When compressing the configuration file, set the password to the same as the administrator password,;
otherwise, the configuration file cannot be imported to your DP300. If the administrator password is empty,
set the password to 123455678, which is the default password for the administrator.

The DP300 restart automatically.
Step 4 After the restart is complete, remove the USB device.

—End
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System Layer Security

Security maintenance of the system layer is to ensure a smooth operation of the operating system,
which can support the operation of application layer. The DP300 uses Linux, which is more
secure and immune to viruses than Windows.

Patches are released regularly. To improve system security, it is recommended that users
download latest patches at http://e.huawei.com regularly and apply them after performing
antivirus checks.
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4 Network Layer Security

Figure 4-1 show the DP300 security networking.

Figure 4-1 DP300 security networking

« Private
Metwork

.+ Public
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Over the network:

The DP300 is connected to the Multipoint Control Unit (MCU) through the private network,
which connects to different networks through different ports. The DP300s in the private or public
network can join the conference even if you do not change H.323 protocol or the firewall settings
(such as opening the port).
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5 Management Layer Security

This chapter describes some management recommendations on users' daily security maintenance
and can be referred to when users set the rules on security management.
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5.1 Principles of System Security Maintenance

5.1.1 Account Management

®  Manage the accounts strictly.

® Control the permissions of accounts of different levels. Only users of higher levels can
change the passwords for users of lower levels.

5.1.2 Permission Management

®  Minimize permissions to the system service and permissions of accounts.

®  Strictly control the operation authorization on the web interface.

5.1.3 Auditing Principles

Use logs and other feasible methods to monitor operations on the DP300.
Audit the failed access to the system's important resources.

Audit the successful access to the system's important resources.

Audit the failed and successful access control strategy modification.

5.2 Guidelines for Password Security Maintenance

User identities must be authenticated before users can log in to application systems. The
complexity and validity periods of accounts and passwords can be configured according to
system security requirements. Guidelines for password security maintenance are as follows:
® Change the password periodically to prevent risks.

Designate specialist personnel to manage the administrator account and password.
Encrypt passwords during data transmission.

Remind users to change their passwords after system deployment.

Change passwords periodically. Do not use the default passwords or old passwords used
last five times.

5.3 Logs Maintenance Recommendations

Use logs to identify suspicious activities. The system must record the operations, such as system
parameter settings and conference calls in the logs. Reinforce the system to protect the logs.

5.3.1 Checking Logs Regularly
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Check the system logs, applications logs, and security logs regularly and report to the department
of a higher level once abnormal logs are found. Ask the local representative office for help if
the issues cannot be located or resolved.

5.3.2 Backing Up Logs Regularly

Back up logs regularly by exporting them manually and store the logs on devices, such as the
disc, tape, or compact disc. The system supports a maximum of 100,000 logs. Once the number
of logs exceeds 100,000, new logs will replace the old ones. In this case, users must back up
timely.

5.4 Guidelines on Signaling Diagnostics

You are obligated to take considerable measures, in compliance with the laws of the countries
concerned and the user privacy policies of your company, to ensure that the personal data of
users is fully protected. The signaling diagnostics on the DP300 may contain personal
information. To protect information security, make sure that your account is secure and properly
managed. Use the signaling diagnostics only for problem identification and delete them
immediately after use.

5.5 Security Evaluation Recommendations

You are advised to look for a qualified organization to evaluate the system security and contact
Huawei technical support engineers when problems occur during the evaluation.

5.6 Backup Recommendations

In the following scenarios, back up the logs to ensure security.

® Before daily security maintenance, and before and after the system troubleshooting.

® Before patch installation and DP300 upgrade. For details about the upgrade, see the
HUAWEI DP300 Desktop Presence V500R002C00 Administrator Guide.

5.7 Defects Feedback Recommendations

You are advised to give feedback to Huawei once a security incident happens when the
DP300 is used. Huawei will take the following actions accordingly.

® [fa security incident happens, Huawei technical support engineers will support customers
remotely or on site to reduce the impact on the system and improve the report on the accident
treatment.

® Ifno security incident happens, Huawei technical support engineers record defects in to
the database and send to the R&D team. Once the R&D team prescribes a solution, the
technical support engineers will analyze the solution's possible impact on the site operations
and provide a final solution.
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5.8 Common Measures Against Attacks

® Deploy firewall devices on the network where the DP300 is located.

® Disable protocols that may impose attacks, such as Telnet and SSH. By default, Telnet and
SSH are disabled. To check the settings of Telnet and SSH, choose System Settings >
Security > SSH/Telnet on the DP300 web interface.

® [fthe DP300 is deployed on a public network, power off the DP300 when it is not in use.

5.9 Security Emergency Response Mechanism

Users need to build a security emergency response mechanism to ensure that the system can
immediately respond to security issues and return to proper operations to minimize losses.

5.10 Security Emergency Response Email Address

Contact the Huawei Product Security Incident Response Team (PSIRT) via
PSIRT@huawei.com if you wish to:

® Provide feedback on vulnerabilities of Huawei products.

®  Obtain emergency response service from Huawei.

®  Obtain information about vulnerabilities of Huawei products.

Encrypt the files that contain sensitive information before sending them. Go to http://

www.huawei.com/en/security/psirt/about-huawei-psirt/index.htm to obtain the encryption
key.
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Appendix

The communication matrix is used for checking the firewall strategy. For details, see the
HUAWEI DP300 Desktop Presence V500R002C00 Communication Matrix.
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B Default Settings

To better use your DP300, get to know the default values of common user names and passwords.

(MnoTe

To secure your account, it is recommended that you change the password upon the first login and regularly
change the password afterwards.

Table B-1 lists the default user names and passwords for the DP300.

Table B-1 Default user names and passwords

Item Default Setting
Administrator Password for the 12345678.
Display
Administrator password for the 12345678.
remote controlled Ul
Administrator user name and The default user name and password are admin and
password for the DP300 web Change_Me respectively.
interface
User name and password for The default user name and password are api and
connecting the third party (for Change Me respectively.
example, a touch panel or
SMC2.0) to the DP300
Upgrade password Change Me.
Air content sharing password Change Me.
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Item

Default Setting

User name and password for
logging in to the DP300 in SSH/

Telnet mode

® Debug user: The default user name and password
are debug and Change_Me respectively.

® Common user: The default user name and password
are admin and Change Me respectively.

® Common user: The default user name and password
are user and Change_Me respectively.

® Special user: The default user name and password
are apiuser and Change_Me respectively.

® Test user: The default user name and password are
test and Change_Me respectively.

User name and password for
connecting the DP300 to a web-
based diagnostics tool

The default user name and password are admin and
Change Me respectively.

User name and password for
logging in to the DP300 in serial

The default user name and password are root and
Change_Me respectively.

port mode
U-Boot password 12345678.
Default IP address after the DP300 | 192.168.1.1.

is restored to its default settings

Information Get Change_Public.
required for the community
network name
management -
system to connect Set Change_Private.
to the DP300 community
through SNMP V2 | hame
Trap Change_Me.
community
name
Account, User name v3user.
password, and .
protocol required Authenticatio | SHA.
for the network n protocol
management Authenticatio | Change Me.
system to connect | password
to the DP300
through SNMP V3 | Encryption AES.
protocol
Encryption Change Me.
password
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