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REVISION HISTORY

The revision history for this test report is shown in table.

Revision No. Date of Issue Description

0 July 16, 2025 Initial Release

Notice

Content

The results shown in this test report only apply to the sample(s), as received, provided by the applicant, unless otherwise
stated.
The test results have only been applied with the test methods required by the standard(s).

The laboratory is not accredited for the test results marked *.
Information provided by the applicant is marked **.
Test results provided by external providers are marked ***.

When confirmation of authenticity of this test report is required, please contact www.hct.co.kr
The test results in this test report are not associated with the ((KS Q) ISO/IEC 17025) accreditation by KOLAS (Korea

Laboratory Accreditation Scheme) / A2LA (American Association for Laboratory Accreditation) that are under the
ILAC (International Laboratory Accreditation Cooperation) Mutual Recognition Agreement (MRA).
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1. Applicant Information
The EUT has been tested by request of

Company Wave Electronics co.,Ltd

2. Equipment Under Test (EUT)
2.1 Identification of the EUT

Model WEH37-TM24B
CBSD 1: 1DT012249B00006
CBSD 2: 1DT012249B00013

Serial Number

Hardware version 1.0

Software version 1.0

Firmware version 1.0

FCCID 2BKZBWEH37-TM24B
CBSD Category Category A

Unit Under Test Type CBSD with DP

Transmitter Frequency Band NR n48

2.2 Supported Features

Conditional Test Case Supported

Cc1 Mandatory for UUT which supports multi-step registration message

Mandatory for UUT which supports single-step registration with no CPI-signed data in the
C2 registration message. By definition, this is a subset of Category A devices which determine O

all registration information, including location, without CPI intervention.

3 Mandatory for UUT which supports single-step registration containing CPI-signed data in 0

the registration message

ca Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT measurement 0
report type.

cs Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT measurement O
report type.

c6 Mandatory for UUT which supports parameter change being made at the UUT and prior 0

to sending a deregistration.
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3. Measurement Setup
3.1 Test Equipment

Due to
No. Instrument Model Manufacturer Serial No.
Calibration
1 Signal Analyzer N9030A Agilent US51350313 2026-03-13
2 SAS Test Harness Laptop NT551XDA SAMSUNG KPXH99YR9003T4D N/A
3 Hub switch NEXT-510POE-TP EZ-NET 202203250121 N/A
4 UE WD-H812P WOORINET 010118 N/A
5 UE WD-H812P WOORINET 010130 N/A
3.2 Test Environment
SAS Test Harness version V1.0.3
Operating System Windows 10
TLS Version V1.2
Python version V2.7
3.3 Test Configuration
SAS Test
Harness
SAS-DP
interface
Unit Under Test
CBSD RF
interface
RF Test
Equipment
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4. Test Summary

Report No. HCT-OT-2507-SS001

Section Test Case ID Test Case Title Test Result
6.1.4.1.2 WINNF.FT.D.REG.2 Domain Proxy Multi-Step registration PASS
6.1.4.2.2 WINNF.FT.D.REG.9 Domain Proxy Missing Required parameters (responseCode 102) PASS
6.1.4.2.4 WINNF.FT.D.REG.11 Domain Proxy Pending registration (responseCode 200) PASS
6.1.4.2.6 WINNF.FT.D.REG.13 Domain Proxy Invalid parameters (responseCode 103) PASS
6.1.4.2.8 WINNF.FT.D.REG.15 Domain Proxy Blacklisted CBSD (responseCode 101) PASS
6.14.9.10 WINNEEFT.D.REG. 17 Domain Proxy Unsupported S?éoirotocol version responseCode PASS
6.1.4.2.12 WINNF.FT.D.REG.19 Domain Proxy Group Error (responseCode 201) PASS
6.3.4.2.1 WINNF.FT.C.GRA.1 Unsuccessful Grant responseCode=400 (INTERFERENCE) PASS
6.3.4.2.2 WINNF.FT.C.GRA.2 Unsuccessful Grant responseCode=401 (GRANT_CONFLICT) PASS
6.4.4.1.2 WINNF.FT.D.HBT.2 Domain Proxy Heartbeat Success Case (first Heartbeat Response) PASS
6.4.4.2.1 WINNF.FT.C.HBT.3 Heartbeat responseCode=105 (DEREGISTER) PASS
6.4.493 WINNEFT.C.HBT5 Heartbeat responseCode=501 (SUSPENDED_GRANT) in First PASS
Heartbeat Response
6.4.49.4 WINNE FT.C.HBT6 Heartbeat responseCode=501 (SUSPENDED_GRANT) in Subsequent PASS
Heartbeat Response
6.4.4.2.5 WINNF.FT.C.HBT.7 Heartbeat responseCode=502 (UNSYNC_OP_PARAM) PASS
6.4.4.2.6 WINNF.FT.D.HBT.8  Domain Proxy Heartbeat responseCode=500 (TEMINATED_GRANT) PASS
6.4.4.3.1 WINNF.FT.C.HBT.9 Heartbeat Response Absent (First Heartbeat) PASS
6.4.4.3.2 WINNF.FT.C.HBT.10 Heartbeat Response Absent (Subsequent Heartbeat) PASS
6.6.4.1.2 WINNF.FT.D.RLQ.2 Domain Proxy Successful Relinquishment PASS
6.6.4.2.2 WINNF.FT.D.RLQ.4 Domain Proxy Unsuccessful Relinquishment, responseCode=102 PASS
6.6.4.3.2 WINNF.FT.D.RLQ.6 Domain Proxy Unsuccessful Relinquishment, responseCode=103 PASS
6.7.4.1.2 WINNF.FT.D.DRG.2 Domain Proxy Successful Deregistration PASS
6.7.4.2.2 WINNF.FT.D.DRG.4 Domain Proxy Deregistration responseCode=102 PASS
6.74.3.1 WINNF.FT.C.DRG.5 Deregistration responseCode=103 PASS
6.8.4.1.1 WINNF.FT.C.SCS.1 Successful TLS connection between UUT and SAS Test Harness PASS
6.84.2.1 WINNF.FT.C.SCS.2 TLS failure due to revoked certificate PASS
6.8.4.2.2 WINNF.FT.C.SCS.3 TLS failure due to expired server certificate PASS
68493 WINNFETC.SCS 4 TLS failure when SAS TestHameCsAs certificate is issue by unknown PASS
6.8.4.2.4 WINNF.FT.C.SCS.5 TLS failure when certificate at the SAS Test Harness is corrupted PASS
7.1.4.1.1 WINNF.PT.C.HBT.1 UUT RF Transmit Power Measurement PASS
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5. Test Results
5.1 CBSD Registration Process

5.1.1 [WINNF.FT.D.REG.2] Domain Proxy Multi-Step registration

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
) ® UUT has successfully completed SAS Discovery and Authentication with SAS Test ~ B
Harness
® UUT s in the Unregistered state
CBSD sends correct Registration request information, as specified in[n.5], to the SAS Test
Harness:
® Therequired userld, fccld and cbsdSerialNumber registration parameters shall be sent
from the CBSD and conform to proper format and acceptable ranges.
2 ® Any REG-conditional or optional registration parameters that may be included in the XIPASS LIFAIL
message shall be verified that they conform to proper format and are within acceptable
ranges.
Note: It is outside the scope of this document to test the Registration information that is supplied
via another means.
®  SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=¢Ci i B
- measReportConfig shall not be included
- responseCode =0
. After completion of step 3, SAS Test Harness will not provide any positive response - B
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: XIPASS OFAIL
®  UUT shall not transmit RF
F-TP22-03 (Rev. 06) Page 8 of 44
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5.1.2 [WINNF.FT.D.REG.9] Domain Proxy Missing Required parameters (responseCode 102)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
) ® UUT has successfully completed SAS Discovery and Authentication with SAS Test ~ B
Harness
® UUT s in the Unregistered state
The DP with two CBSDs sends a Registration request in the form of
2 one 2-element Array or as individual messages to SAS Test Harness. - -
SAS Test Harness sends a CBSD Registration Response in the form of
one 2-element Array or as individual messages as follows:
3 - SASresponse does not include a cbsdld. - N
- responseCode = Ri for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
F-TP22-03 (Rev. 06) Page 9 of 44
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5.1.3 [WINNF.FT.D.REG.11] Domain Proxy Pending registration (responseCode 200)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness

® UUT s in the Unregistered state

2 CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration

Response as follows:

3 - SASresponse does not include a cbsdld. - N
- responseCode (Ri) =200
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
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5.1.4 [WINNF.FT.D.REG.13] Domain Proxy Invalid parameters (responseCode 103)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
) ® UUT has successfully completed SAS Discovery and Authentication with SAS Test ~ B
Harness
® UUT s in the Unregistered state
The DP with two CBSDs sends a Registration request in the form of
2 one 2-element Array or as individual messages to SAS Test Harness. - -
SAS Test Harness sends a CBSD Registration Response in the form of
one 2-element Array or as individual messages as follows:
3 - SASresponse does not include a cbsdld. - N
- responseCode R1=0for CBSD1 and R2 =103 for CBSD2.
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
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5.1.5 [WINNF.FT.D.REG.15] Domain Proxy Blacklisted CBSD (responseCode 101)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
) ® UUT has successfully completed SAS Discovery and Authentication with SAS Test ~ B
Harness
® UUT s in the Unregistered state
The DP with two CBSDs sends a Registration request in the form of
2 one 2-element Array or as individual messages to SAS Test Harness. - -
SAS Test Harness sends a CBSD Registration Response in the form of
one 2-element Array or as individual messages as follows:
3 - SASresponse does not include a cbsdld. - N
- responseCode R1=0for CBSD1 and R2 =101 for CBSD2.
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
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5.1.6 [WINNF.FT.D.REG.17] Domain Proxy Unsupported SAS protocol version (responseCode 100)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
) ® UUT has successfully completed SAS Discovery and Authentication with SAS Test ~ B
Harness
® UUT s in the Unregistered state
The DP with two CBSDs sends a Registration request in the form of
2 one 2-element Array or as individual messages to SAS Test Harness. - -
SAS Test Harness sends a CBSD Registration Response in the form of
one 2-element Array or as individual messages as follows:
3 - SASresponse does not include a cbsdld. - N
- responseCode (Ri) = 100 for CBSD1 and CBSD2.
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
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5.1.7 [WINNF.FT.D.REG.19] Domain Proxy Group Error (responseCode 201)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
) ® UUT has successfully completed SAS Discovery and Authentication with SAS Test ~ B
Harness
® UUT s in the Unregistered state
The DP with two CBSDs sends a Registration request in the form of
2 one 2-element Array or as individual messages to SAS Test Harness. - -
SAS Test Harness sends a CBSD Registration Response in the form of
one 2-element Array or as individual messages as follows:
3 - SASresponse does not include a cbsdld. - N
- responseCode R1=0for CBSD1 and R2 =201 for CBSD2.
After completion of step 3, SAS Test Harness will not provide any positive response
! (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
F-TP22-03 (Rev. 06) Page 14 of 44
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5.2 CBSD Spectrum Grant Process

5.2.1 [WINNF.FT.C.GRA.1] Unsuccessful Grant responseCode=400 (INTERFERENCE)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 ®  cbsdld=C - -

®  responseCode =R

After completion of step 3, SAS Test Harness will not provide any positive response

4 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF
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5.2.2 [WINNF.FT.C.GRA.2] Unsuccessful Grant responseCode=401 (GRANT_CONFLICT)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld=C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 ®  cbsdld=C - -
®  responseCode (R) =401

After completion of step 3, SAS Test Harness will not provide any positive response

4 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: XPASS OFAIL
®  UUT shall not transmit RF
F-TP22-03 (Rev. 06) Page 16 of 44
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5.3 CBSD Heart Beat Process

5.3.1 [WINNF.FT.D.HBT.2] Domain Proxy Heartbeat Success Case (first Heartbeat Response)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® DP hastwo CBSD registered successfully with SAS Test Harness, with cbsdld = Ci, i={1,2}

UUT sends a message:
2 ® |f message is a Spectrum Inquiry Request, go to step 3 - --

® |f messageis a Grant Request, go to step 5

DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a separate

message per CBSD, or together in a single message with array of 2.

Verify Spectrum Inquiry Request message is formatted correctly for

3 : . e XPASS | OFAIL

each CBSD, including for CBSDi, i={1,2}:
® cbsdld=C

® |istof frequencyRange objects sent by DP are within the CBRS frequency range

If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS Test Harness
shall respond to each Spectrum Inquiry Request message with a separate Spectrum Inquiry
Response message.
If a single Spectrum Inquiry Request message was sent containing a 2-object array (one per CBSD),
the SAS Test Harness shall respond with a single Spectrum Inquiry Response message containing
4 a 2-object array. - -
Verify parameters for each CBSD within the Spectrum Inquiry
Response message are as follows, for CBSDi, i={1,2}:

®  cbsdld=C

® availableChannelis an array of availableChannel objects

® responseCode=0

DP sends a Grant Request message for each CBSD. This may occur in
a separate message per CBSD, or together in a single message with
array of 2.
Verify Grant Request message is formatted correctly for each CBSD,
5 . . . PASS OJFAIL
including for CBSDi, i={1,2}:

® cbsdld=C

® maxEIRP is at or below the limit appropriate for CBSD category as defined by Part 96

® operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS band
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If a separate Grant Request message was sent for each CBSD, the SAS Test Harness shall

respond to each Grant Request message with a separate Grant Response message.
If a single Grant Request message was sent containing a 2-object array (one per CBSD), the SAS
Test Harness shall respond with a single Grant Response message containing a 2-object array.

Verify parameters for each CBSD within the Grant Response message

° are as follows, for CBSDi, i={1,2}: - N
® cbsdld=C
®  crant/d=Gi=avalid grantID
® grantExpireTime = UTC time greater than duration of the test
®  responseCode=0
Ensure DP sends first Heartbeat Request message for each CBSD.
This may occur in a separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message is formatted correctly for each CBSD, including, for CBSDi
7 |i={1,2k PASS | CIFAIL

®  cbhsdld=Ci, i={12}
®  grantld = Gi, i={1,2}
®  operationState = “GRANTED”
If a separate Heartbeat Request message was sent for each CBSD by the DP, the SAS Test Harness

shall respond to each Heartbeat Request message with a separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object array (one per
CBSD), the SAS Test Harness shall respond with a single Heartbeat Response message containing
a 2-object array.
8 Verify parameters for each CBSD within the Heartbeat Response
message are as follows, for CBSDi:

®  cbsdld=Ci

®  grantld=Gi

®  fransmitExpireTime= current UTC time + 200 seconds

°

responseCode=0

For further Heartbeat Request messages sent from DP after completion

of step 8, validate message is sent within latest specified heartbeatInterval for CBSDi:
®  cbsdld=Ci
®  crantld=Gi
®  operationState= “AUTHORIZED”

9 and SAS Test Harness responds with a Heartbeat Response message including the following BIPASS LIFAIL

parameters, for CBSDi
®  cpsdld=Ci
®  grantld=Gi
®  fransmitExpireTime= current UTC time + 200 seconds
°

responseCode=0
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Monitor the RF output of the UUT from start of test until UUT

transmission commences. Monitor the RF output of the UUT from start of test until RF
transmission commences. Verify:

10 XIPASS OJFAIL
®  UUT does not transmit at any time prior to completion of the first heartbeat response

®  UUT transmits after step 8 is complete, and its transmission is limited to within the

bandwidth range Fi.
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5.3.2 [WINNF.FT.C.HBT.3] Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness

®  UUT has a valid single grant as follows:
° valid cbsdld =C

1 ° valid grantld = G -- -
° grantis for frequency range F, power P
°  grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F on RF

interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the latest Heartbeat
Response, and formatted correctly, including:

2 ® cbsdld=C PASS OJFAIL
® grantld=G

®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following parameters:

® cbsdld=C

3 ® grantld=G - -
®  ftransmitExpireTime = T = Current UTC time

®  responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

Monitor the RF output of the UUT. Verify:
5 ®  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 X PASS OFAIL
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5.3.3 [WINNF.FT.C.HBT.5] Heartbeat responseCode=501 (SUSPENDED_GRANT) in First Heartbeat

Response

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
° valid cbsdld=C
1 ° valid grantld = G - -
° grantis for frequency range F, power P
© grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its first Heartbeat

Request)

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

2 ® cbsdld=C XIPASS CIFAIL

® grantld=G
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following parameters:

® cbsdld=C
3 ® grantld=G -

®  fransmitExpireTime = T = Current UTC time

®  responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest specified
heartbeatinterval, and is correctly formatted with parameters:

® cbsdld=C
® grantld=G
® operationState = “GRANTED”
5 B. UUT sends a Relinquishment request message. Ensure message is correctly formatted with XPASS | DIFAIL
parameters:
® cbsdld=C
® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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5.3.4 [WINNF.FT.C.HBT.6] Heartbeat responseCode=501 (SUSPENDED_GRANT) in Subsequent

Heartbeat Response

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
° valid cbsdld =C
1 ° valid grantld = G - -
° grantis for frequency range F, power P
°  grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F on RF

interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval, and is formatted
correctly, including:

2 ® cbsdld=C XIPASS OIFAIL
® grantld=G

®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following parameters:

® cbsdld=C

3 ® grantld=G - -
®  transmitExpireTime = T = current UTC time

®  responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest specified
heartbeatinterval, and is correctly formatted with parameters:

® cbsdld=C
® grantld=G
®  operationState = “GRANTED”

> B. UUT sends a Relinquishment Request message. Ensure message is correctly formatted with BIPASS DIFAIL
parameters:
® cbdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T + 60 seconds) of completion of step 3
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5.3.5 [WINNF.FT.C.HBT.7] Heartbeat responseCode=502 (UNSYNC_OP_PARAM)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
°  valid chsdld = C
1 ° valid grantld = G - -
° grantis for frequency range F, power P
°  grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F on RF

interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatInterval,and is formatted correctly, including:

2 ® cbsdld=C PASS OFAIL
® grantld=G

®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following parameters:

® cbsdld=C

3 ® grantld=G - -
®  fransmitExpireTime = T = Current UTC Time

®  responseCode = 502 (UNSYNC_OP_PARAM)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.

Monitor the SAS-CBSD interface. Verify:
®  UUT sends a Grant Relinquishment Request message. Verify message is correctly

formatted with parameters:
5 ° chdsld=C PASS CJFAIL

° grantld=G
Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T+60) seconds of completion of step 3.
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5.3.6 [WINNF.FT.C.HBT.8] Domain Proxy Heartbeat responseCode=500 (TEMINATED_GRANT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

®  DP has two CBSD registered successfully with SAS Test Harness
® Each CBSD {1,2} has a valid single grant as follows:
°  valid cbsdld = Ci, i={1,2}
1 ° valid grantld = Gi, i={1,2} - -
° grantis for frequency range Fi, power Pi
°  grantExpireTime = UTC time greater than duration of the test
® Both CBSD are in AUTHORIZED state and transmitting within their granted bandwidth on

RF interface

DP sends a Heartbeat Request message for each CBSD. This may occur in a separate message per
CBSD, or together in a single message with array of size 2.

Verify Heartbeat Request message is sent within latest specified heartbeatinterval, and is formatted
correctly for each CBSD, including,

9 for CBSDi i={1,2}: XIPASS OFAIL
® cbsdld=Ci, i={12}

® grantld = Gi, i ={1,2}

®  operationState = “AUTHORIZED”
If separate Heartbeat Request message was sent for each CBSD by the DP, the SAS Test Harness
shall respond to each Heartbeat Request message with a separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object array (one per CBSD),
the SAS Test Harness shall respond with a single Heartbeat Response message containing a 2-object

?’g?grﬁeters for each CBSD within the Heartbeat Response message should be as follows, for CBSDi:
®  cbsdld = Ci
3 ®  grantld = Gi - -
® ForCBSD1:
°  transmitExpireTime = current UTC time + 200 seconds
® ForCBSD1:

°  transmitExpireTime =T =current UTC time

°  responseCode = 500 (TERMINATED_GRANT)

After completion of step 3, SAS Test Harness shall not allow any further grants to the UUT.
If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness shall respond with
a Heartbeat Response message with parameters:

® cbsdld=C1
®  grantld = G1

4 ® transmitExpireTime = current UTC time + 200 seconds

® responseCode=0
® Heartbeat Request message is within heartbeatinterval of previous Heartbeat Request

message

Monitor the RF output of CBSD2. Verify:
5 ® CBSD2 shall stop transmission within bandwidth F2 within (T+ 60 seconds) of completion of, KPASS OFAIL

step 3
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5.3.7 [WINNF.FT.C.HBT.9] Heartbeat Response Absent (First Heartbeat)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
°  valid chsdld = C
1 ° valid grantld = G - -
° grantis for frequency range F, power P
°  grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its first Heartbeat

Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

2 ® cbsdld=C PASS OFAIL
® grantld=G

®  operationState = “GRANTED”

After completion of Step 2, SAS Test Harness does not respond to any further messages from UUT to
simulate loss of network connection

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify:

4 PA OIFAIL
® At any time during the test, UUT shall not transmit on RF interface PIPASS
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5.3.8 [WINNF.FT.C.HBT.10] Heartbeat Response Absent (Subsequent Heartbeat)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has avalid single grant as follows:
o valid cbsdld=C
1 o valid grantld=G - -
o grantisfor frequency range F, power P
o grantExpireTime=UTC time greater than duration of the test
® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F on RF

interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within the latest specified

heartbeatinterval, and is formatted correctly, including:

2 PASS OIFAIL
® cbsdld=C
®  grantld=G
®  operationState= “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the following parameters:
®  cbsdld=C
3 grantld=G - -

°
®  fransmitExpireTime= current UTC time + 200 seconds
°

responseCode=0

4 After completion of Step 3, SAS Test Harness does not respond to any further messages from UUT - -

Monitor the RF output of the UUT. Verify:
5 ®  UUT shall stop all transmission on RF interface within (¢transmitExpire Time + 60 XIPASS | OJFAIL

seconds), using the transmitExpireTime sent in Step 3.
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5.4 CBSD Relinquishment Process

5.4.1 [WINNF.FT.D.RLQ.2] Domain Proxy Successful Relinquishment

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  DP has successfully registered 2 CBSD with SAS Test Harness, each with cbsdld=Ci,
1 i={1,2} - -
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within the bounds
of their grants
Invoke trigger to relinquish each UUT Grant from the SAS Test Harness

Verify DP sends a Relinquishment Request message for each CBSD.
This may occur in a separate message per CBSD, or together in a single message with array of 2.

Verify Relinquishment Request message contains all required parameters properly formatted for

2 XPASS CJFAIL
each CBSD, specifically, for CBSDi:
®  cbsdld=_Ci
®  grantld=Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP, the SAS Test
Harness shall respond to each request message with a separate response message.
If a single Relinquishment Request message was sent by the DP containing a 2-object array (one
per CBSD), the SAS Test Harness shall respond with a single Response message containing a 2-
3 | objectarray. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
®  cbsdld=Ci
®  grantld=Gi

® responseCode=0

After completion of step 3, SAS Test Harness will not provide any additional positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This

is the end of the test. Verify:
5 XIPASS OIFAIL

® UUT shall stop RF transmission at any time between triggering the relinquishments and

UUT sending the relinquishment requests for each CBSD.
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5.4.2 [WINNF.FT.D.RLQ.4] Domain Proxy Unsuccessful Relinquishment, responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  DP has successfully registered 2 CBSD with SAS Test Harness, each with cbsdld=Ci,
1 i={1,2} - -
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
®  Both CBSD are in Grant State AUTHORIZED and actively transmitting within the bounds
of their grants
Invoke trigger on UUT to Relinquish Grant from the SAS Test Harness

DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test Harness.
This may occur in a separate message per CBSD, or together in a single message with array of 2.
Verify DP sends a Relinquishment Request message for each CBSD.
This may occur in a separate message per CBSD, or together in a single message with array of 2.
Verify Relinquishment Request message contains all required parameters properly formatted for
each CBSD, specifically, for CBSDi:

®  cbsdld=Ci

®  grantld=Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP, the SAS Test
Harness shall respond to each request message with a separate response message.
If a single Relinquishment Request message was sent by the DP containing a 2-object array (one
per CBSD), the SAS Test Harness shall respond with a single Response message containing a 2-
3 | objectarray. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:

®  cbsdld=Ci

®  Nograntld

® responseCode = Ri

After completion of step 3, SAS Test Harness will not provide any additional positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This

is the end of the test. Verify:
5 o ) o o XPASS | CIFAIL
A. UUT stopped RF transmission at any time between triggering the relinquishment

and UUT sending the relinquishment request
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5.4.3 [WINNF.FT.D.RLQ.6] Domain Proxy Unsuccessful Relinquishment, responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  DP has successfully registered 2 CBSD with SAS Test Harness, each with cbsdld=Ci,
1 i={1,2} - -
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
®  Both CBSD are in Grant State AUTHORIZED and actively transmitting within the bounds
of their grants
Invoke trigger on UUT to Relinquish Grant from the SAS Test Harness

DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test Harness.
This may occur in a separate message per CBSD, or together in a single message with array of 2.
Verify DP sends a Relinquishment Request message for each CBSD.
This may occur in a separate message per CBSD, or together in a single message with array of 2.
Verify Relinquishment Request message contains all required parameters properly formatted for
each CBSD, specifically, for CBSDi:

®  cbsdld=Ci

®  grantld=Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP, the SAS Test
Harness shall respond to each request message with a separate response message.
If a single Relinquishment Request message was sent by the DP containing a 2-object array (one
per CBSD), the SAS Test Harness shall respond with a single Response message containing a 2-
3 | objectarray. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:

®  cbsdld=Ci

®  Nograntld

® responseCode = Ri

After completion of step 3, SAS Test Harness will not provide any additional positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This

is the end of the test. Verify:
5 o ) o o XPASS | CIFAIL
A. UUT stopped RF transmission at any time between triggering the relinquishment

and UUT sending the relinquishment request
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5.5 CBSD Deregistration Process

5.5.1 [WINNF.FT.D.DRG.2] Domain Proxy Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  DP has successfully registered 2 CBSD with SAS Test Harness, each with cbsdld=Ci,
1 i={1,2} - -
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
®  Both CBSD are in Grant State AUTHORIZED and actively transmitting within the bounds
of their grants

Invoke trigger on UUT to Relinquish Grant from the SAS Test Harness

UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0 for each CBSD

Verify DP sends a Deregistration Request message for each CBSD.

This may occur in a separate message per CBSD, or together in a single message with array of 2.
3 Verify Deregistration Request message contains all required parameters properly formatted for - --
each CBSD, specifically, for CBSDi:

®  cbsdld=Ci
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 ®  No cbsdid - -

®  responseCode =102

After completion of step 3, SAS Test Harness will not provide any additional positive response

(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is complete. This

is the end of the test. Verify:
6 XIPASS CIFAIL
®  UUT stopped RF transmission at any time between triggering the relinquishment and

UUT sending the relinquishment request
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5.5.2 [WINNF.FT.D.DRG.4] Domain Proxy Deregistration responseCode=102

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  DP has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  DP has successfully registered 2 CBSD with SAS Test Harness, each with cbsdld=Ci,
1 i={1,2} - -
® DP hasreceived a valid grant with grantld = Gi, i={1,2} for each CBSD
®  Both CBSD are in Grant State AUTHORIZED and actively transmitting within the bounds
of their grants.
Invoke trigger to deregister each UUT from the SAS Test Harness

UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0 for each CBSD

Verify DP sends a Deregistration Request message for each CBSD.
This may occur in a separate message per CBSD, or together in a single message with array of 2.
3 Verify Deregistration Request message contains all required parameters properly formatted for - -
each CBSD, specifically, for CBSDi:

® cbsdld =Ci
If a separate Deregistration Request message was sent for each CBSD by the DP, the SAS Test

Harness shall respond to each request message with a separate response message.
If a single Deregistration Request message was sent by the DP containing a 2-object array (one per

CBSD), the SAS Test Harness shall respond with a single Response message containing a 2-object

4 - -
array.
Parameters for each CBSD within the Deregistration Response Message shall be as follows:
® No cbsdld in either response
®  responseCode =Ri
After completion of step 3, SAS Test Harness will not provide any positive response
> (responseCode=0) to further request messages from the UUT. - N
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is complete. This
is the end of the test. Verify:
6 ®  UUT stopped RF transmission at any time between triggering the deregistration and PASS CIEAIL
either AOR B occurs:
UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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5.5.3 [WINNF.FT.C.DRG.5] Deregistration responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS Test
Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdla=C

. ®  UUT has received a valid grant with grant/d=G - -
® UUTisin Grant State AUTHORIZED and is actively transmitting within the bounds of its
grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT may send a Relinquishment request and receives Relinquishment response with

responseCode=0

3 UUT sends Deregistration Request to SAS Test Harness with cbsd/d=C - -

The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 ®  responseData= cbsdld - -

®  responseCode=103

After completion of step 3, SAS Test Harness will not provide any positive response

5 - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is complete. This
is the end of the test. Verify:
6 UUT stopped RF transmission at any time between triggering the deregistration and PASS CIEAIL
either AOR B occurs:
A.  UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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5.6 CBSD Security Validation

5.6.1 [WINNF.FT.C.SCS.1] Successful TLS connection between UUT and SAS Test Harness

# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
®  The UUT shall establish a TLS handshake with the SAS Test Harness using configured
1 certificate. XPASS OFAIL
®  Configure the SAS Test Harness to accept the security procedure and establish the
connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected,
2 ®  TLS_RSA_WITH_AES_128_GCM_SHA256 XIPASS OIFAIL
®  TLS_RSA_WITH_AES_256_GCM_SHA384
®  TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA2 56
®  TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3 84
®  TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in section 6.1.4.1,
depending on CBSD capability.
®  UUT sends a registration request to the SAS Test Harness and the SAS Test Harness
sends a Registration Response with responseCode =0 and cbsd/d.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This
4 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:
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5.6.2 [WINNF.FT.C.SCS.2] TLS failure due to revoked certificate

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication with the security procedures PASS OFAIL

Make sure that UUT uses TLS v1.2 for security establishment.
Make sure UUT selects the correct cipher suite.

UUT shall use CRL or OCSP to verify the validity of the server certificate. XPASS | OIFAIL
Make sure that Mutual authentication does not happen between UUT and the SAS Test

Harness.

3 UUT may retry for the security procedure which shall fail PASS OFAIL

4 SAS Test-Harness shall not receive any Registration request or any application data. - -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

M WINNEFT.CSCS.2 0711.peappng peapng a] X
YR BIEE HIWV 0SG) BHEO BA® SAG Ty fUw) EIM E8TH)
dm 1@ RE QewmEFE =48 QTFH
A us [BES -]+
No. Time Source Destination Protocol Lengtt Info
100 2025-07-11 10:37:20.127013 172.21.130.50 172.21.130.15 TiSvi.2 350 Client Hello (SNI-sascertcrl.testharness.cbsd.winnf.github.com) |
161 2025-07-11 10:37:29.155869 172.21.130.15 172.21.130.50 TLSvi.2 1464 Server Hello
103 2025-07-11 10:37:29.155869 172.21.130.15 172.21.130.50 TLSvi.2 738 Certificate, Server Key Exchange, Certificate Request, Server Hello Done
108 2025-07-11 10:37:29.161933 172.21.130.50 172.21.130.15 TLsvi.2 1464 Certificate
109 2025-07-11 10:37:29.161933 172.21.130.50 172.21.130.15 TLSvi.2 445 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
111 2025-07-11 10:37:29.167333 172.21.130.15 172.21.130.50 Tisvi.2 105 Change Cipher Spec, Encrypted Handshake Message
112 2025-7-11 10:37:29.169130 172.21.130.50 172.21.130.15 TLSvi.2 85 Encrypted Alert
< >
Frame 100: 350 bytes on wire (2800 bits), 350 bytes captured (2800 bits) on interface \Device\NPF_{B87DES53D-@660-47F5-9926-D780B28B2CF85}, id @ 8c bd 9 1d a9 77 3c ec ef e
Ethernet 1I, Src: SuperMicroCo_df:51:2c (3ciecief:df:51:2c), Dst: SamsungElect 1d:a9:77 (8c:b@:e9:1d:a9:77) ’3% gg g; :g ‘1“; g‘; i; "g ;g <
a .
Internet Protocol Version 4, Src: 172.21.130.50, Dst: 172.21.130.15 P
Transmission Control Protecol, Src Port: 35766, Dst Port: 5000, Seq: 1, Ack: 1, Len: 296 @3 68 66 39 51 14 a1 68 F1 -
Transport Layer Security 443 524 7d c2 Se 26 2d
14 20 cf Bf b4 d3 21 6d eb ¢
fa 8F 19 b8 db Bc 73 1b 56
f2 b4 80 26 B 2b @ 2f O
<0 09 <0 13 0 @a <@ 14 00 ¢
€012 60 @a 13 01 13 2 13 {
00 31 60 2F 00 80 2c 73 61
6c 2e 74 65 73 74 68 61 72 1
73 64 2e 77 69 6e 62 66 2
63 6F 6d 80 05 00 85 O1 00 (o
< >
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5.6.3 [WINNF.FT.C.SCS.3] TLS failure due to expired server certificate

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication with the security procedures PASS OIFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate. XPASS | OIFAIL
°

Make sure that Mutual authentication does not happen between UUT and the SAS
Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS OFAIL

4 SAS Test-Harness shall not receive any Registration request or any application data. - -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OFAIL
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

Ml W FT . S0 S pw appng peapng - ] 4
GRE EEEm BT B EME R BN TEM RHM ERN SEEM
d m & RE qe=sH§F & & 8 8 5
LICE e =
Ha.  Teme Pronzil

203 2056748 1731 130,15 Tiswd. 2

1M 2058736 172.31. 1550 2
208 2356786 192,91, 150.18 173_71_158.58 Tuswd 3 481 Cartidicete, Servar Kay Exchenge, Certificete Raguest, Se-ver Halln Eone
790 250790 173,20 108,58 17271108, 15 Tl L Aderr (Levelt Faral, Bescriprion; Ned Ceetificate)
% *
Erome 338: §1 Eyes om wire (UMD bln), G bytee capeured [ABD blin) on Smterfsce \Devics\HPF_|BETOESI0- D660 -A7F| dc bb ol 1d @i 77 dconc ek #f 51 Ic 0B B0 25 B8 Wi o, E
SuparHicrofo_d¢:81:2c (Jcieciefidf:Sl=gc), Owt: Semsungblect 1d:a9:?T [Ecobl:e: b a®:77] :"‘:‘ L ‘IC *I“: : ;.'F 2‘3 :' “I = :5 ::' 1 ;; Il: .v ¥ i' : -'I
i e > e 1 o¥ 56 15 oF Ba gl 46 dv 2c 8a g 5P
slon &, Seon WTLALA3L50, Detn 1721438105 5 @0 b ctoca DO D0 1% @3 m3 oo oz e e |
Frotecol, Src Foct: 20007, But Port: SBOB, Seq: 394, Ack: 3B, Len: P

ri {Lewel: Fabal, Description: Bad Certificats)

evel) Fazal {2)
Description: Bed Certidficets (42)

I ¥ et ressage decription i slertmeseage darc), THEOIE WY s a1y - AR a0 0% LR Detygk
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5.6.4 [WINNF.FT.C.SCS.4] TLS failure when SAS Test Harness certificate is issued by an unknown

CA
# Test Execution Steps Results
1 ®  UUT shall start CBSD-SAS communication with the security procedures PASS OFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.
2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate XIPASS LIFAIL
®  Make sure that Mutual authentication does not happen between UUT and the SAS
Test Harness.
3 UUT may retry for the security procedure which shall fail. PASS OFAIL
4 SAS Test-Harness shall not receive any Registration request or any application data. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This
5 is the end of the test. Verify: PASS OJFAIL
®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

o o -~ a *
BEF BDE ENM NS0 BMG M B HEM RHM0 BN EEERH
dm -] TRE Qe=+EF 4T @ 8 8 T
N |duk (] +
Ho Time Soueoe Diessinuiion Protooo|
M5 MIS-9T-A8 1715136, MeaNTs 172,31, 130,58 172 71,115 TS REPTREE, £had wlART, 1 TRED, CTa)
26 D25 97-0E 1020506 09435 172.1.130.15 172 K085 1
HE WI5-AT-8F 17005006 850435 7. M. 19,15 1725, 139.58 Ti5ei.2 nge, Certhf e Bijuast, Server Hells Dase
203 TR0 1F-H - eediiE  |af2 i 180 % (LR RE KLY i 2 BE Alart [Lewal: fawtal, Sescriptios: Sad Gertificets)
[ b
Frams Ii2: 41 bytss on wire (4BB Bdta], &1 Byt o (433 hits) on Srtartace YDevice (WS _J{BETIR 300000 &75 Boowl w¥ d o3 77 3 e of #F 51 30 B8 B 45 - [N
Etbrset 11, Sre: Separfierols df :51:0c (deie 2e], Duk: SemsungElact 1d:a%:77 (88w :1d:a9: 07, BO 24 31 ec S0 0 G BE Bd BB ec L3 A2 X e 15 MRS ]
i e St ool 1. 0 o L ' B2 84 60 9 13 B3 Te 7 33 a 64 66 35 e 5O 18 1--= 345 B
atwraet Pratooal Mersion 4, Sre: 17271185, 2.11.130.15 ¢ 6 Fb 37 68 03 m 15 63 63 66 42 81 = q
Tewnsadssion Coatral Peatocol, Sec Parri 37752, Dst Port) 5008, Seqi 194, dcki 3358, Lent 7
w Tramsport Layer Secerity
v TLS¥L.2 Record Liveri Alert {Lived: Fatal, Descrlption: Bad CertbFicate)
Cartmak Typa: Alert {21)
Werglan; TUS 1,3 {@sB01]
Largta: §
w dlerT Message
Lavel: Fatal (2)
Dascriprion: Esd Careificats (43}
« »
I ¥ wderi meszage desoipiion Healert memage desc), VHIGE B i - B H A - TR DM LEW Defok
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5.6.5 [WINNF.FT.C.SCS.5] TLS failure when certificate at the SAS Test Harness is corrupted

# Test Execution Steps Results

1 ®  UUT shall start CBSD-SAS communication withthe security procedures PASS OIFAIL
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite.

2 ®  UUT shall use CRL or OCSP to verify the validity of the server certificate. XPASS | DFAIL
®  Make sure that Mutual authentication does not happen between UUT and the SAS

Test Harness.
3 UUT may retry for the security procedure which shall fail. XIPASS OJFAIL
4 SAS Test-Harness shall not receive any Registration request or any application data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is complete. This

5 is the end of the test. Verify: PASS OFAIL

®  UUT shall not transmit RF

Wireshark Capture Example for Test Case:

Ml i = a ®
R BEEH E6 NS B0 Edm R TEM B BN ERENG
d = @ TRE Qe=ETF 8 a8\ 8 i
LIL ] |4
o Time e Deestirariion, Protoosd
B I5-97-A8 (703557, 4TAEE 1721, 139,58 172.41.138.15 LS. 2 <100 [ SHT=scksas  TesTharness  chad . ulast, g, coa)
11 M35-87-08 17-5-57 _489)52 TF2 21,1815 1R .1 sa FLawi. 2
13 925-97-88 17:19:57 489753 172.1.13.15 172.41.130.50 LS. 2 SaY {ertifleate, Servar Koy Enchange, Cortifloate Requiit, Serar Hells Dose
17 MI%-07-08 17:F:87. 403008 1720118050 FEF RIS LY L I Mare [Leval: Frtal, Dwscrighios: Sad Certificsts)
% >
Frame 17 Gl bytes on wire (888 hits), 61 bytes coptursd (M blts) on leserface \Device\SPF_(BIPDESI0-060a-075% o000 DNORE 14 o 7 cuc ol dt Db m s w [l »~ 0. &
Ettarsst 11, Src: SeperfticroCo_of=S1:lc {Scsc:ef:df:31:2:], Dut: Semuungflect_1d:a®:77 [Sc:b@:ed:1d-a9:77) el ’: "_‘ &2 DO M OBE B3 Q6 ac 1% HD N2 ac 18 IR :i -'.
[aternet Pratocal Mershon 4, Srei 171,71, 18053, Derp §72, 11,100,105 AT E . 06 IR (TN R Ml e AW o Lpa

B0 fbodf 25 DO DD 1% B3 03 00 97 02 e
Tramimisaion Comtral Pretocel, Sec Port: 538, Dut Fort: 5800, Ses: 288, Ack: 3358, Les: 7

{Lwval: Futal, Dwscription: Hed Certificetm)

w Alert Meniege
Level: Fatal (2}
Descrbprion: Bad Certificate (430

i ¥ e i desoiption (ak s desd, THOIR | W 3 BN SHI O R DL DB Culimit
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5.7 CBSD RF Power Measurement

5.7.1 [WINNF.PT.C.HBT.1] UUT RF Transmit Power Measurement

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the SAS Test
Harness
®  UUT has registered with the SAS, with CBSD ID=C
® UUT has asingle valid grant G with parameters {lowFrequency = FL, highFrequency =
FH, maxEirp = Pi}, with grant in AUTHORIZED state, and grantExpireTime set to a value
far past the duration of this test case

Note: in order for the UUT to request a grant with the parameters

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to provide appropriate
guidance in the availableChannel object of the spectruminquiry response message, and the
operationParam object of the grant response message. Alternately, the UUT vendor may provide
the ability to set those parameters on the UUT so that the

UUT will request a grant with those parameters.

UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles, which
continues until the other test steps are complete. Messaging for each cycle is as follows:
®  UUT sends Heartbeat Request, including:
°  c¢bsdld=C
o  grantld=G
®  SAS Test Harness responds with Heartbeat Response, including:
°  c¢bsdld=C
o  grantld=G
°  transmitExpireTime= current UTC time + 200 seconds

°  responseCode=0

Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with the
maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfil the requirements of the power
measurement method.

3 XIPASS OJFAIL
Note: it may be required for the vendor to provide a method or configuration to bring the UUT to

a mode which is required by the measurement methodology. Any such mode is vendor-specific

and depends upon UUT behavior and the measurement methodology.
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® RF Power Measurements
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Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with the maxEirp setting, Pi. The RF

measurement method is out of scope of this document, but may include additional configuration of the UUT, as required, to fulfill

the requirements of the power measurement method

Conducted Power Density

Granted Tx1

Duty Cycle Antenna

Frequency Bandwidth Tx2 3 Tx4 Total . maxEIRP
[MHz] [MHz] maxEIRP  conducted  Conducted ~ Conducted ~ Conducted Conducted ~ Factor Gain [dBm/MHzZ]
[dBm/MHz]  pgpy PSD PSD PSD PSD (dB) [dBi]
[dBm/MHz] [dBm/MHz [dBm/MHz [dBm/MHz]  [dBm/MHz]
3624.99 40 16 0.873 0.909 0.825 0.992 6.921 3.010 6.00 15.931
3624.99 40 10 -5.532 -5.161 -5.219 -5.226 0.738 3.010 6.00 9.748
3624.99 40 4 -11.161 -11.275 -11.311 -11.290 -5.238 3.010 6.00 3.772
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Plots of RF Power Measurements

Report No. HCT-OT-2507-SS001

Granted max EIRP =16 dBm/MHz
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Granted max EIRP =10 dBm/MHz
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Granted max EIRP =4 dBm/MHz
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6. TEST LOGS

Please refer to the attached file named ‘Test Logs’
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7. TEST SETUP PHOTOGRAPHS
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