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ObjectName | Value Syntax | ZRCECON
pkts256t05110ctets Counter32 monitor
pkts512t010230ctets Counter32 monitor
pkts64Octets Counter32 monitor
pkts65t0127Octets Counter32 monitor
pldVersion DisplayString monitor
portindex Integer monitor
portNumber Integer monitor
powerStatus Integer monitor
rxAlignmentErrors Counter32 monitor
rxBroadcastPkts Counter32 monitor
rxDropPkts Counter32 monitor
rxExcessSizeDisc Counter32 monitor
rxFCSErrors Counter32 monitor
rxFragments Counter32 monitor
rxGoodOctets Counter64 monitor
rxJabbers Counter32 monitor
rxMulticastPkts Counter32 monitor
rxOctets Counter64 monitor
rxOversizePkts Counter32 monitor
rxPausePkts Counter32 monitor
rxSAChanges Counter32 monitor
rxSymbolErrors Counter32 monitor
rxUndersizePkts Counter32 monitor
rxUnicastPkts Counter32 monitor
satellitesTracked DisplayString monitor
satellitesVisible DisplayString monitor
softwareVersion DisplayString monitor
syncStatus DisplayString monitor
systemTime DisplayString monitor
trackingMode DisplayString monitor
txBroadcastPkts Counter32 monitor
txCollisions Counter32 monitor
txDeferredTransmit Counter32 monitor
txDropPkts Counter32 monitor

Issue 2, November 2007 Draft 5 for Regulatory Review 401



Release 8

24.5

Issue 2, November 2007

CMMmicro
Object Name

txExcessiveCollision
txFramelnDisc
txLateCollision
txMulticastPkts
txMultipleCollision
txOctets
txPausePkts
txSingleCollision
txUnicastPkts

upTime

Value Syntax

Counter32
Counter32
Counter32
Counter32
Counter32
Counter64
Counter32
Counter32
Counter32

DisplayString

Operation
Allowed

monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor

monitor

Operations Guide

OBJECTS DEFINED IN THE PTP 400 AND PTP 600 SERIES BRIDGES

MIB

The objects that the PTP 400 and PTP 600 series bridges’ MIB defines are listed in Table

64.

Table 63: PTP 400 and PTP 600 series bridge MIB objects

Object Name

iPAddress

subnetMask
gatewaylPAddress
targetMACAddress1
masterSlaveMode
maximumTransmitPower
receivePower?
vectorError®
transmitPower?

range

linkLoss®
receiveChannel
transmitChannel
receiveModulationMode
transmitModulationMode
receiveSnr®

systemReset

Value Syntax

IpAddress
IpAddress
IpAddress
DisplayString
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer
Integer

Integer

Draft 5 for Regulatory Review

Operation
Allowed

manage
manage
manage
manage
manage
manage
manage
manage
manage
manage
manage
manage
manage
manage
manage
manage

monitor
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Object Name Value Syntax gﬁg‘::::rn
softwareVersion DisplayString monitor
hardwareVersion DisplayString monitor
NOTES:

1. Of the other BH in the link.
2. max, mean, min, last during the past hour.

24.6 OBJECTS SUPPORTED IN THE CANOPY 30/60-Mbps BH
The 30/60-Mbps BH supports the following MIBs:

o

o

MIB II, RFC 1213, System Group

MIB Il, RFC 1213, Interfaces Group

WiIMAX 802.16 WMAN-IF-MIB

Bridge MIB, RFC 1493, dot1dBaseGroup

Bridge MIB, RFC 1493, dot1dBasePortTableGroup
30/60-Mbps Backhaul Canopy proprietary MIB

24.7 OBJECTS SUPPORTED IN THE CANOPY 150/300-Mbps BH
The 150/300-Mbps BH supports the following MIBs:

o

o

MIB II, RFC 1213, System Group

MIB Il, RFC 1213, Interfaces Group

WiIMAX 802.16 WMAN-IF-MIB

Bridge MIB, RFC 1493, dot1dBaseGroup

Bridge MIB, RFC 1493, dot1dBasePortTableGroup
High-capacity counter MIB, RFC 2233
150/300-Mbps Backhaul Canopy proprietary MIB

24.8 INTERFACE DESIGNATIONS IN SNMP
SNMP identifies the ports of the module as follows:

o

Interface 1 represents the Ethernet interface of the module. To monitor the status
of Interface 1 is to monitor the traffic on the Ethernet interface.

Interface 2 represents the RF interface of the module. To monitor the status of
Interface 2 is to monitor the traffic on the RF interface.

These interfaces can be viewed on the NMS through definitions that are provided in the
standard MIB files.
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24.9 TRAPS PROVIDED IN THE CANOPY ENTERPRISE MIB
Canopy modules provide the following SNMP traps for automatic notifications to the
NMS:
o whispGPSInSync, which signals a transition from not synchronized to
synchronized.

o whispGPSOutSync, which signals a transition from synchronized to not
synchronized.

o whispRegComplete, which signals registration completed.
o whispReglost, which signals registration lost.

o whispRadarDetected, which signals that the one-minute scan has been
completed, radar has been detected, and the radio will shutdown.

o whispRadarEnd, which signals that the one-minute scan has been completed,
radar has not been detected, and the radio will resume normal operation.

The PTP 400 and PTP 600 series bridges do not support the traps listed above.

—®—| NOTE:

24.10 TRAPS PROVIDED IN THE PTP 400 SERIES BRIDGE MIB
PTP 400 series bridges (previously known as 30/60-Mbps Backhauls) provide the
following SNMP traps for automatic notifications to the NMS:
o  coldStart
o linkUp
o linkDown
o dfsChannelChange, which signals that the channel has changed.

o dfsImpulsivelnterferenceDetected, which signals that impulsive interference has
been detected.

24.11 TRAPS PROVIDED IN THE PTP 600 SERIES BRIDGE MIB
PTP 600 series bridges (previously known as 150/300-Mbps Backhauls) provide the
following SNMP traps for automatic notifications to the NMS:
o coldStart
o linkUp
o linkDown
o dfsChannelChange, which signals that the channel has changed.

o dfsImpulsivelnterferenceDetected, which signals that impulsive interference has
been detected.
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24.12 MIB VIEWERS

Any of several commercially available MIB viewers can facilitate management of these
objects through SNMP. Some are available as open source software. The Canopy
division does not endorse, support, or discourage the use of any these viewers.

To assist end users in this area, Canopy offers a starter guide for one of these viewers—
MRTG (Multi Router Traffic Grapher). This starter guide is titted Canopy Network
Management with MRTG: Application Note, and is available in the Document Library
section under Support at http://www.motorola.com/canopy. MRTG software is available at
http://mrtg.hdl.com/mrtg.html.

Other MIB viewers are available and/or described at the following web sites:

http://ns3.ndgsoftware.com/Products/NetBoy30/mibbrowser.html

http://www.adventnet.com/products/snmputilities/

http://www.dart.com/samples/mib.asp

http://www.edge-technologies.com/webFiles/products/nvision/index.cfm

http://www.ipswitch.com/products/whatsup/monitoring.html

http://www.koshna.com/products/KMB/index.asp

http://www.mg-soft.si/mgMibBrowserPE.html

http://www.mibexplorer.com

http://www.netmechanica.com/mibbrowser.html

http://www.networkview.com

http://www.newfreeware.com/search.php3?q=MIB+browser

http://www.nudesignteam.com/walker.html

http://www.oidview.com/oidview.html

http://www.solarwinds.net/Tools

http://www.stargus.com/solutions/xray.html
http://www.totilities.com/Products/MibSurfer/MibSurfer.htm
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25 USING THE CANOPY NETWORK UPDATER TOOL
(CNUT)

The Canopy Network Updater Tool manages and automates the software and firmware
upgrade process for Canopy radio and CMMmicro modules across the network. This
eliminates the need for an administrator to visit each radio in the network (or each AP
while using the Autoupdate feature) to upgrade the modules.

25.1 CNUT FUNCTIONS
The Canopy Network Updater Tool

o

o

automatically discovers all Canopy network elements

executes a UDP command that initiates and terminates the Autoupdate mode
within APs. This command is both secure and convenient:

— For security, the AP accepts this command from only the IP address that you
specify in the Configuration page of the AP.

— For convenience, Network Updater automatically sets this Configuration
parameter in the APs to the IP address of the Network Updater server when
the server performs any of the update commands.

allows you to choose among updating

— your entire network.

— only elements that you select.

— only network branches that you select.

provides a Script Engine that you can use with any script that
— you define.

— Canopy supplies.

25.2 NETWORK ELEMENT GROUPS

With the Canopy Network Updater Tool, you can identify element groups composed of
network elements that you select. Identifying these element groups

o

o

organizes the display of elements (for example, by region or by AP cluster).
allows you to
— perform an operation on all elements in the group simultaneously.

— set group-level defaults for telnet or ftp password access and SNMP
Community String (defaults that can be overridden in an individual element
when necessary).

25.3 NETWORK LAYERS

A typical Canopy network contains multiple layers of elements, each layer lying farther
from the Point of Presence. For example, SMs are behind an AP and thus, in this context,
at a lower layer than the AP. Correctly portraying these layers in Network Updater is
essential so that Network Updater can perform radio and AP cluster upgrades in an
appropriate order.
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IMPORTANT!

Correct layer information ensures that Network Updater does not command an
AP that is behind another AP/SM pair (such as in a remote AP installation) to
perform an upgrade at the same time as the SM that is feeding the AP. If this
occurs, then the remote AP loses network connection during the upgrade (when
the SM in front of the AP completes its upgrade and reboots).

@ —alp

25.4 SCRIPT ENGINE

Script Engine is the capability in Network Updater that executes any user-defined script
against any network element or element group. This capability is useful for network
management, especially for scripts that you repetitively execute across your network.

The Autodiscovery capability in Network Updater finds all of your Canopy network
elements. This comprehensive discovery

o ensures that, when you intend to execute a script against all elements, the script
is indeed executed against all elements.

o maintains master lists of elements (element groups) against which you
selectively execute scripts.

The following scripts are included with CNUT:

o AP Data Import from BAM

o AP Data Export to BAM

o Set Autoupdate Address on APs
o Set SNMP Accessibility

o Reset Unit

25.5 SOFTWARE DEPENDENCIES FOR CNUT
CNUT functionality requires

o one of the following operating systems
- Windows® 2000
-  Windows XP
— Red Hat Linux 9
— Red Hat Enterprise Linux Version 3
o Java™ Runtime Version 1.4.2 or later
o Perl 5.8.0 or ActivePerl 5.8.3 software or later

25.6 CNUT DOWNLOAD

CNUT can be downloaded together with each Canopy system release that supports
CNUT. Software for these Canopy system releases is packaged on the Canopy Support
web page as either

o a .zip file for use without the CNUT application.
° a .pkgqg file that the CNUT application can open.
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26 USING INFORMATIONAL TABS IN THE GUI

26.1 VIEWING GENERAL STATUS (ALL)
See

o General Status Tab of the AP on Page 201.

o General Status Tab of the SM on Page 198.

o General Status Tab of the BHM on Page 213.

o Beginning the Test of Point-to-Point Links on Page 210.

26.2 VIEWING SESSION STATUS (AP, BHM)

The Session Status tab in the Home page provides information about each SM that has
registered to the AP. This information is useful for managing and troubleshooting a
Canopy system. This tab also includes the current active values on each SM for MIR, CIR, and
VLAN, as well as the source of these values, representing the SM itself, BAM, or the AP and cap.

An example of the Session Status tab is displayed in Figure 142.

Hom

Home == Session Status

5.7GHZ - Access Point - 03-00-30-f-11-0b

LUID; 002 - MAC: 0300 3e-0.51-5d(Lite SM) State: IN SESSION ([Encrypt Active)
Site Name | No Site Name
Software Version : CANOPY 8.0 (Duild 13) Mar 17 2006 16.46.09
Software Doot Version - CANOPYBOOT 3.0
FPGA Yersion - 022706 (DES Sched) P9
Session Timeowt: 0, AiDelay 4 (approximately 0.04 miles (196 feet))
Session Count: X3, Req Count 2097, Re-Reg Court 1910
RSSH (Avg/Last) 24052443 Seter (Any/Lagt) 1212 Power Lovel (Avy/Last) NANA
Sustaned Uplink Data Rate (BAM) 785 (kbat)
Uplink Burst Allocation (BAM) 5000 (kbae)
Sustaned Downlink Data Rate (BLAM) 5500 (kbit)
Downlink Buest Allocation (BAM) 7000 (kbi)
Low Pronty Uplink CIR (BAM)' O (kbps) Low Prionty Dawnlink CIR (BAM) 0 (kbpsa)
Rata - VC 18 Rate 201X
LUID: 003 $AAC: 0200 30055 5 State’ IN SESSION (Enceypt Active)
Site Name © Na Site Name
Software Version © CANOPY 80 (Build 19) Mar 17 2006 16 4609
Software Boot Veesion - CANOPYBOOT 30
FPGA Version (22705 (DES Sched) P4
Session Tmeout 0, AilDelay 3 (appraximately 0.03 miles (147 feet))
Session Count 1, Reg Count 1, Re-Reg Count 1
RSS! (Avy/Lant) 25500005 Stter (Aeg/Last) 83 Power Ll (Awg/Last) NANA
Sustamod Uplink Data Rate (BAM) 785 (kba)
Uplirk Burst Allocation (BAM). 5000 (kbe)
Sustemed Downlink Data Rate (BAM). 5500 (kbit)
Oowniink Burst Allocation (BAM). S0000) (kbd)
Low Pronty Uplink CIR [BAM) O (kbps) Low Priorty Downlnk CIR (BAM). 0 (kbps)
Rate  VC 19 Rate 202X
LUID; 004 MAL, Upd0) 3¢ 252 [5(LLe SM) State IN SESSION (Encrypt Acive}
Site Name . No Site Narne )
Soltware Version | CANOPY 8.0 (Build 19) Mar 17 2005 16 4609 ”

Lewel ADN

Figure 142: Session Status tab data, example

An additional example and explanations of the fields on this tab are provided in Session
Status Tab of the AP on Page 193.
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26.3 VIEWING REMOTE SUBSCRIBERS (AP, BHM)

See

o Remote Subscribers Tab of the AP on Page 197.
o Continuing the Test of Point-to-Point Links on Page 212.

26.4 INTERPRETING MESSAGES IN THE EVENT LOG (ALL)

26.4.1

26.4.2

Each line in the Event Log of a module Home page begins with a time and date stamp.
However, some of these lines wrap as a combined result of window width, browser
preferences, and line length. You may find this tab easiest to use if you widen the window
until all lines are shown as beginning with the time and date stamp.

Time and Date Stamp
The time and date stamp reflect either

o GPS time and date directly or indirectly received from the CMM.
o the running time and date that you have set in the Time & Date web page.

NOTE:

In the Time & Date web page, if you have left any time field or date field unset
and clicked the Set Time and Date button, then the time and date default to
00:00:00 UT : 01/01/00.

A reboot causes the preset time to pause or, in some cases, to run in reverse.
Additionally, a power cycle resets the running time and date to the default
00:00:00 UT : 01/01/00. Thus, whenever either a reboot or a power cycle has
occurred, you should reset the time and date in the Time & Date web page of
any module that is not set to receive sync.

—_—

Event Log Data Collection

The collection of event data continues through reboots and power cycles. When the
buffer allowance for event log data is reached, the system adds new data into the log and
discards an identical amount of the oldest data.

Each line that contains the expression WatchDog flags an event that was both

o considered by the system software to have been an exception
o recorded in the preceding line.

Conversely, a Fatal Error() message flags an event that is recorded in the next line. Some
exceptions and fatal errors may be significant and require either operator action or
technical support.

An example portion of Event Log data is displayed in Figure 143. In this figure (unlike in
the Event Log web page)
o lines are alternately highlighted to show the varying length of wrapped lines.

o the types of event messages (which follow the time and date stamps and the file
and line references) are underscored as quoted in Table 64 and Table 65.
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D Evert Log [vwol] - Msrorodl Internel Explores

“CANOPY |
Advantage- Platform

Favnnnls Winelonr Frundbans

Genorul Stutus | Session Status | Remute Sutsowers| | Nobwuns itaetace|
Home == Event Log

2 4AGHz - Access Point - 0a-00-3e-20-35-28

091513 UT 010003 | Fée srcfsyslog.c - Line 358 Systern Log Cleared
092832 UT 010703 Fde box.¢ ~ Liea 1185 Roboot from SNMP

093705 UT 010703 : Fés sre/sysiog ¢ - Lina 1118 Tima sat

0927.05 UT 010703 . Fée sicisyslog.c  Line %56 System Reset Exception - Extemnal Hard Reset WatchDog

09 27°05 UT - 01074000 : Fde sichmot ¢ - Line 521 *"*System Starup™

09:27:05 UT ' 014703 : Fee stcioot ¢ Line 526 Sotware Version - CANOPY 8.0 (Buds 17) Fab 16 2006 17:56:21 AP-DES
09:27.05 UT . 0107/03 . Fie srcfroot ¢ . Line 530 Software Boot Verssn . CANOPYBOOT 30

0927 05 UT - 010700 : Fde sichoot ¢ Line 536 FRPGA Version - 020206H

09.27 05 UT . 0VO203 . Fde sichoot ¢ . Line 540 FPGA Features - OES Sched

09:25328 UT  0147/03 : Fie box.¢ - L 1185 Reboot from SNMP

0329 25 UT - 0VAALY - INde srcisyslon ¢ - Line 1116 Time sa¢

0A2525UT 01407/03 . Fie sic/syslog.c  Line %56 Systemn Reset Exception - Extemal Hood Reset WatchDog

(82925 UT 01703 © Fe sichool ¢ © Line 521 *****System Statup™***

092925 UT . 014003 : Fée srcioot ¢ | Line 526 Seftware Version - CANOPY 8.0 (Buld 17) Fab 16 2006 17:96:21 AP-DES
032925 UT_ 01/7/03 . Fie srchoot ¢ . Line 530 Software Boot Verseon | CANOPYBOOT 20

31 31 UT 0107103 . File box.c . Lne 1185 Roboot from SNMP.

ITUT A7A0 © Fle siclsyslog.c - Lina 1118 Time sat

37 UT 010003 . Fde sicfsyslog ¢ - Line 65 Systern Reset Exceplion ~ Extemal Hied Resel WatchDog

7T 00703 : Fie sichoot ¢ © Line 521 """ System Startgp™™™

37 UT OATAS  Fés sreioot &0 Line 526 Software Varsan - CANOPY 8 0 (Budd 17) Fab 16 X086 17 45 21 AP.OES
37 UT 010703 Fae srchoot ¢ - Line 530 Soft Bout Versen - CANOPYBOOT 30

UT 010703 © Fie sicfoot ¢ @ Ling 536 FPGA Version  020206H

UT 0147003 : Fie srelrootc @ Line $40 FPGA Features - DES Sched

UT 010703 Fie box e Line 1185 Reboot from SNMP '
3 UT 010703 . Fe srcisyslog.c . Line 1118 Time et ]
31 UT - 010740 - Fie sic/syslog ¢ - Line 968 ﬁmm Reset Excoption « Extemal Hard Reset WatchDog

J1.2] B N UT 010703 . Fde srchoot ¢ - Line 521 ™ Syslem Statup™

(93331 UT 010703 - Fle sichoot ¢ Line 526 Software Version - CANOPY 8 0 (Buld 17) Feb 16 2006 17.56 21 AP-DES
093931 UT | 014003 : Fée srciroot ¢ | Line 530 Software Boot Varseon | CANOPYBOOT 30 I'

S2BESBZZEIZBI
hey

BEREEEREEEY

0938 31 UT . 010703 . Fie srchoot ¢ - Line 538 FPGA Version . 0202051

093231 UT 010703 - Fle sichoot ¢ - Line 540 FPGA Features  DES Sched

152258 UT 0102003 . Fde box.c - Line 1185 Reboot from SNMP

152017 UT 0107100 © Filg srcleyelog.c - Line 1116 Time set

162107 UT 01A7A3 - Fie src/syslog o Lins 965 System Resst Exception — Extamal Mard Resst WatchDog

12117 UT 010703 . Fie srcfroot ¢ . Line 521 *****Syutem Startup*****

152017 UT 010700 : Fle sichoot ¢ - Line 526 Scftware Version - CANOPY 8.0 (Buld 17) Feb 16 2006 1756 21 APDES
B2 UT 0203 . Fle srciroot ¢ - Line 530 Software Bool Yerswn - CANOPYBOOT 30

152017 UT - 010703 : Fie sichnool ¢ : Ling 536 FPGA Version | 0202064

162017 UT O1AGAID C Fée sicitoot ¢ Line 540 FPGA Features  DES Sched

0631 11 UT 010803 . Fde sicidiptask ¢ Le 314 Reboot flom Webpage.

053103 UT 010800 : File sic/syslog ¢ - Line 1116 Time sat

063003 UT - 010803 : Fie sre/sysiog.c - Uine 566 System Resst Exception — Extamal Mard Reset WatchDeog

05.31.03 UT 010803 . Fle sicioot ¢ | Line 521 **"System Startup™*

063000 UT - 010880 © Fide sic/root © @ Line 526 Scftware Version - CAROPY 8.0 (Buds 17) Fab 16 206 17:4621 APDES
063103 UT 010803 . Fée srcfrool ¢ - Line 530 Software Boot Verson - CANOPYBOOT 30

063100 UT - 010803 © Fde srchoot ¢ © Lino 536 FPGA Version - D20206H

063103 UT . 010803 : Fée srciroot ¢ - Line 40 FPGA Faatures - DES Sched

155208 UT 010603 . Fée sicmiptask ¢ . Lne 318 Reboot from Webpage,

155120 UT - 0108100 : Fide srcisyslog ¢ - Line 1116 Time sat

155120 U7 0140803 . Fle sicfsyslog.c - Line 955 Systern Reset Exception ~ Extemal Hod Reset WatchDog

1651 20 UT 010803 © File sichiool ¢ ¢ Line 521 *****System Statup™™***

155120 UT | 010803 Fumfnol € . Line 526 Software Version - CANOPY 8.0 (Buld mm 16 2006 17:56:21 AP-DES
1551 20 UT . 010803 . Fie srchoot ¢ - Line 830 Soft Boot Verseon | CANORYBOOT

1551 20 UT 010807 - Fle sichoot ¢ Line 536 FPGA Version  D20206H

155120 UT 014803 . Fie sichool ¢ - Line S40 FPGA Festures - DES Sched I by

Figure 143: Event Log tab data, example
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26.4.3 Messages that Flag Abnormal Events

The messages listed in Table 64 flag abnormal events and, case by case, may signal the
need for corrective action or technical support. See Troubleshooting on Page 463.

Table 64: Event Log messages for abnormal events

Event Message

Expected LUID = 6 Actual
LUID=7

FatalError()

Loss of GPS Sync Pulse

Machine Check Exception

RcevFrmNum = 0x00066d
ExpFrmNum = 0x000799

System Reset Exception -- External
Hard Reset

System Reset Exception -- External
Hard Reset WatchDog

Meaning

Something is interfering with the control messaging of the
module. Also ensure that you are using shielded cables to
minimize interference. Consider trying different frequency
options to eliminate or reduce interference.

The event recorded on the line immediately beneath this
message triggered the Fatal Error().

Module has lost GPS sync signal.

This is a symptom of a possible hardware failure. If this is
a recurring message, begin the RMA process for the
module.

Something is interfering with the control messaging of the
module. Also ensure that you are using shielded cables to
minimize interference. Consider trying different frequency
options to eliminate or reduce interference.

The unit lost power or was power cycled.

The event recorded on the preceding line triggered this
WatchDog message.

26.4.4 Messages that Flag Normal Events

The messages listed in Table 65 record normal events and typically do not signal a need
for any corrective action or technical support.

Table 65: Event Log messages for normal events

Event Message
Acquired GPS Sync Pulse.
FPGA Features
FPGA Version
GPS Date/Time Set

PowerOn reset from Telnet
command line

Reboot from Webpage
Software Boot Version
Software Version

System Log Cleared

Meaning
Module has acquired GPS sync signal.
Type of encryption.
FPGA (JBC) version in the module.

Module is now on GPS time.
Reset command was issued from a telnet session.

Module was rebooted from management interface.
Boot version in the module.
Canopy release version and authentication method for the unit.

Event log was manually cleared.
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26.5 VIEWING THE NETWORK INTERFACE TAB (ALL)

y 23 Network Intetlace [inof] - Microenlt Intemet Fsgdoos

CANOPY

Advanhq.a" Piatform

Mavarale Wiietenn Ranunnaae

Home == Network Interface

240GHZ - Access Foint - 02-00-2e-20-71-8b

Ethamt Intadace 1008as0-TX Full Duplex
IP address o -
Subnat Mask 255 255 650
Gateway © addinas o

DHEP status DHCP not enabled

Figure 144: Network Interface tab of AP, example

3 Netwotk Indeilace froot] - Mictoealt letnmet Fagdooms

CANOPY

Advantage” Platform

Mavarale Wit besnrhene

Home => Network Interface

§ TGHz - Subscnber Moduls - (a.00-36.12.55.3(

Ethermed Interface 1008 use-TX Full Duplex

I address .

Subnet Mask 25525500

Catewsy ¥ acdess

DHCP ptstus DHCP not enabled
i Publc NetworkInterfice ( valid onky when NAT enstled with public oddressingl |
IF address

Subnet Mask 2525500

Gateway ¥ addass

DHCP status - DHCP not enablad

Figure 145: Network Interface tab of SM, example

In any module, the LAN1 Network Interface section of this tab displays the defined
Internet Protocol scheme for the Ethernet interface to the module. In slave devices, this
tab also provides an RF Public Network Interface section, which displays the Internet
Protocol scheme defined for network access through the master device (AP or BHM).
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26.6 INTERPRETING RADIO STATISTICS IN THE SCHEDULER TAB
(ALL)

73 Schedulnt [room) - Mczasedl Inteennt £ xplores

Statistics == Scheduler
5 T7GHz - Subscnber Module - 03-00-36-12.55-31
Transmt Urec 351 Data Count NN
Transme Beoodcast Dato Count : 480
Recer Uricast Datla Count 4367
Revere Broadeast Dato Count | SE5TE5
Transmit Controd Count 7%
Rocet Conrol Count | %
In Syn¢ Count . 181
Qut of Sync Count 158
Owvertun Count 0
Underrun Count (1]
Recewe Comupt Data Count 0
Recerve Bad Brosdcast Comral Court 1
PLL Out of Lotk Count 0
Old Verson Beacon Recemed (1]
Wicerg Frequency Beacon Recered 0
Non Lile Bescon Recered 0
TX Calibration Faillures 0
Bad In Sync 1D Recemed 0
Tempersture Out of Range (1]
RSS! 0wt of Range 0 i
Rangs Cap Endorced 0
Rev LT Stan 0
Rey LT Staa HS 0
Rev LT Result 0
Xmi LT Result 0
M2 Put 1440
HQ Gat: 1440
HPu No pHiQ ¢ o

Figure 146: Scheduler tab of SM, example

Statistics for the Scheduler are displayed as shown in Figure 146.
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26.7 VIEWING THE LIST OF REGISTRATION FAILURES (AP, BHM)
An example of the SM Registration Failures tab is displayed in Figure 147.

) 5™ Negittretion Falhues froot] - Microrolt Intesnet Explores

CANOPY

Advantage~ Platform

Savneals Woratonn beandband
! ) i

Statistics => SM Registration Failures

5 TGHz - Access Point - 0a-00.3e.f0-f1.8b

MAC : 000 30-0.18:97 Auth Fad 18.46.85 UT [01/1301)
MAC : Oa00-36-0-0e-58 Auth Fad 183521 UT 011301)
MAC : 0u00-3¢-0-18-67 Auth Fad 18.32.08 UT [01/1301)
MAC : 00-00-3e-0-00-58 Auth Fad 1820.29 UT [01/1301)
MAC : Ga-00-3¢-0-18-87 Auth Fad 18:17 13 UT [01/1301)
MAC : 0a00-36-0-0e-58 Auth Fad 180540 UT [01/1301)
MAC : 0500-3e-0-18-87 Auth Fad 180222 UT [01/1301)
MAC : 02-00-3e-0-0e-54 Auth Fad 1750 48 UT [01/1301)
MAC : Ga-00-3e-0-18-87 Auth Fad 17-47-31 UT [01/1301)
MAC : 0500-3e-0-0e-58 Auth Fad 17:35:59 UT [01/1301)
MAC : 0300-36-0-18-87 Auth Fad 17 32:40 UT [01/1301)
MAC : 03-00-36-0-0s-54 Auth Fadl 17-21:06 UT [01/1201)
MAC : 05-00-3e-0-18-87 Auth Fad 17:17:49 UT [01/1301)
MAC : 05-00-3¢-0-06-54 Auth Fad 17:06:14 UT (01/1301)
MAC : 05-00-3¢-0-18-87 Auth Fail 17.02.57 UT [01/1301)
MAC : 05-00-3¢-0-06-54 Auth Fad 16:51:25 UT D1/1201)
MAC : 0300-2e-0-18-07 Auth Fad 16:40.07 UT (01/1301)
MAC : 0200-Je-0-00-54 Auth Fail 16:36:33 UT [01/1301)
MAC ; 02-00-2e-0-18-67 Auth Fal 16:33.15 UT (0171301}
MAC : 02-00-Je-0-00-54 Auth Fad 16:21-40 UT (D1/1301)

Figure 147: SM Registration Failures tab of AP, example

The SM Registration Failures tab identifies SMs (or BHSs) that have recently attempted
and failed to register to this AP (or BHM). With its time stamps, these instances may
suggest that a new or transient source of interference exists.
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26.8 INTERPRETING DATA IN THE BRIDGING TABLE (ALL)
An example of the Bridging Table tab is displayed in Figure 148.

CANOPY

Advantage” Platform

Satereis WSl beesinane

Statistics => Bridging Table

5 7GHz - Access Point - 0a.00-3e.f0-f1.6b

Mac QADISEFOO045 Destl D035 Age 03 Hash 0653 Ent 01
Mac QADISEFOOSAT DestLLID 02A Age 01 Hash 0855 Em 02
Mac TADOZEFO2500 DestLUID 010 Age.02° Hash 0813 Ent 02
Mac QAQUZEF 25150 DestLLND 002 Age 01 Hash 0943 £ (12
Mac, TADOGEFO0B02 DestLIND 021 Age 02° Hash 00348 Er.02
Mac DADGSEFO0B02 DestLIND.021 Age 01 Mash. 0034 Era 02
Mac: TADOSEFO0ICT DestLIND.032 Age 02 Hazh: 0817 Em.02
Mac:0ADOZEFO0IC! DestLMD.032 Age 01 Hash:0817 Epa 02
Mac:0ADOSEFON 1E5 DesiLUID 02D Age 02 Hash 0709 Cne 02
Mac: 1ADOJEF00162 DestLUID 008 Age02° Hash 0914 Ent 02
Mac QADISEFDO162 DestLID 038 Age 01 Hash 0914 Ent 02
Mac VADOSEF 25545 DestLUND 008 Age 02" Hash 0951 Era 02
Mac QADISEF 25545 DestLUID 008 Age 01 Hazh (951 Ena 02
Mac 1ADOSEFOOCAA Dewtl UID 02F Age 02* Hash 0518 Em 02
Mac QADOZEF2953E DeutLIID.00A Age 01 Hagh 0972 Em 02
Mac TADUZEF 25540 DestLIND.00E Age 027 Hash 0959 Ent 02
Mac DADISEF25540 DestLUD.00E Age 01 Hash 0959 Ea 02
Mac TADOSEFDIS0S DestLLID.038 Age 02° Hash 0565 Ent.02
Mac QAD03EF25862 DesLLAD 008 Age G1 Mash (856 Ent 02
Mac:0ADOSEFO18CS DestLD.038 Age 01 Hash 0565 Ent 02
Mac: 3AD0ZEFO09CT DestlMD 023 Age 01 Hash:0323 Em:02
Mac: 1ADOSEFD1779 DestLUID 022 Age 02° Hash:0293 Ent.02
Mac QADOSEFD1779 DestLLID 022 Age 0! Hash 0333 Ent 02
Mac TAOSEFONDSZ DestLLND 007 Age 02° Hash 0930 Ert 02
| Mac OADOSEFOODSD Deatl N0 037 Age 01 Hash 0930 Era 02 k ﬂ
Mac 0A00ZEFOUICS DestLND. 034 Age 01 Hash (819 Em02

Mac: 1ADOZEFOF1E8 DeetLUiD 103 Age-1 Hash.0795 Ent:02
Mac . QADOJEFOF 1E0 DestLUID: 102 Age -1 Hash.0785 Em 02
Used 111 BridgeFree: 3905 BridgeF WllEr 0

Accound ot

Lavel ADMINGTRATOR

Figure 148: Bridging Table tab of AP, example

If NAT (network address translation) is not active on the SM, then the Bridging Table tab
provides the MAC address of all devices that are attached to registered SMs (identified
by LUIDs). The bridging table allows data to be sent to the correct module as follows:

o For the AP, the uplink is from RF to Ethernet. Thus, when a packet arrives in the
RF interface to the AP, the AP reads the MAC address from the inbound packet
and creates a bridging table entry of the source MAC address on the other end of
the RF interface.

o For the SM, BHM, and BHS, the uplink is from Ethernet to RF. Thus, when a
packet arrives in the Ethernet interface to one of these modules, the module
reads the MAC address from the inbound packet and creates a bridging table
entry of the source MAC address on the other end of the Ethernet interface.
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26.9 TRANSLATION TABLE (SM)

When Translation Bridging is enabled in the AP, each SM keeps a table mapping MAC
addresses of devices attached to the AP to IP addresses, as otherwise the mapping of
end-user MAC addresses to IP addresses is lost. (When Translation Bridging is enabled,
an AP modifies all uplink traffic originating from registered SM’s such that the source
MAC address of every packet will be changed to that of the SM which bridged the packet
in the uplink direction.)

An example of the Translaton Table is displayed in Figure 149.

/’_,..—_

CANOPY

Baisrnls Wir iwedh Fladfarm

TmT#n Etnermet| Radio] VLAN| Data Ve Firer| NAT Stats] NAT Deice

Statistics == Translation Table
5.7GHz - Subscriber Module - 0a-00-3e-18-44-08

Mac:001124CE2836 IpAddress:102.168.0.10 Agal

1l

Account: nong
Level: ADMINISTRATOR

Figure 149: Translation Table tab of SM, example

26.10 INTERPRETING DATA IN THE ETHERNET TAB (ALL)

The Ethernet tab of the Statistics web page reports TCP throughput and error information
for the Ethernet connection of the module.
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-
= Statistics == Ethernet
: 5 TGHz - Access Point - 0a-00.-3e.10.11.eb
: Ethemet Control Block Staisees
2 imoctects Court 1357 700es
Account, rout inucastpkts Count 4224145
Lownl ADMINISTRATOR | ) oeawepesreprormen 5424977
ndiscards Courd 0
inerors Count =031
nunknownprotos Count 0
outoctets Count 15068537055
outucasipktyCount 1562050
outnucastpids Count wan
outdiscards Count 217932
outerroey Courd 0
RxHavEn 0
TsHErr - 0
EBusEn 0
CRCErmor 0
RxOverrun 5031
LateCaollision 0
RetransLimeExp 0
TaUnderyn 0
CarSenselost 0

Figure 150: Ethernet tab of AP, example

The Ethernet tab displays the following fields.

inoctets Count

This field displays how many octets were received on the interface, including those that
deliver framing information.

inucastpkts Count

This field displays how many inbound subnetwork-unicast packets were delivered to a
higher-layer protocol.

Innucastpkts Count

This field displays how many inbound non-unicast (subnetwork-broadcast or subnetwork-
multicast) packets were delivered to a higher-layer protocol.

indiscards Count

This field displays how many inbound packets were discarded without errors that would
have prevented their delivery to a higher-layer protocol. (Some of these packets may
have been discarded to increase buffer space.)

inerrors Count

This field displays how many inbound packets contained errors that prevented their
delivery to a higher-layer protocol.
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inunknownprotos Count

This field displays how many inbound packets were discarded because of an unknown or
unsupported protocol.

outoctets Count

This field displays how many octets were transmitted out of the interface, including those
that deliver framing information.

outucastpkts Count

This field displays how many packets for which the higher-level protocols requested
transmission to a subnetwork-unicast address. The number includes those that were
discarded or not sent.

outnucastpkts Count

This field displays how many packets for which the higher-level protocols requested
transmission to a non-unicast (subnetwork-broadcast or subnetwork-multicast) address.
The number includes those that were discarded or not sent.

outdiscards Count

This field displays how many outbound packets were discarded without errors that would
have prevented their transmission. (Some of these packets may have been discarded to
increase buffer space.)

outerrrors Count

This field displays how many outbound packets contained errors that prevented their
transmission.

RxBabErr
This field displays how many receiver babble errors occurred.

EthBusErr
This field displays how many Ethernet bus errors occurred on the Ethernet controller.

CRCError
This field displays how many CRC errors occurred on the Ethernet controller.

RxOverrun
This field displays how many receiver overrun errors occurred on the Ethernet controller.

Late Collision

This field displays how many late collisions occurred on the Ethernet controller. A normal
collision occurs during the first 512 bits of the frame transmission. A collision that occurs
after the first 512 bits is considered a late collision.

IMPORTANT!

A late collision is a serious network problem because the frame being
transmitted is discarded. A late collision is most commonly caused by a
mismatch between duplex configurations at the ends of a link segment.

@ —alp
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RetransLimitExp
This field displays how many times the retransmit limit has expired.

TxUnderrun

This field displays how many transmission-underrun errors occurred on the Ethernet
controller.

CarSenselost
This field displays how many carrier sense lost errors occurred on the Ethernet controller.

26.11 INTERPRETING RF CONTROL BLOCK STATISTICS IN THE RADIO
TAB (ALL)

," Radko [root] < Mictasolt knteennt £xplies

ﬂ..
CANOPY

Advantage” Platform

Mavarnle Wetens Mesnnhant

Statistics == Radio

Srutaatice

§ TGHz - Subscnber Moduls - (12.00.36.12.55.3(

noctects Court 9334174

mucasipkls Count 1S
Ancru Innucastpkte Count V4449

Lowal ALK

Indiscaeds Count 5

inarrors Count 0

nunknoanprotos Count o

cutoctets Count 19307535

cutucastpkisCount PATE 9]

outnucastphts Count ABD

outdiscards Count 0

oerorz Count 0 i

Figure 151: Radio tab of Statistics page in SM, example

The Radio tab of the Statistics page displays the following fields.

inoctets Count

This field displays how many octets were received on the interface, including those that
deliver framing information.

inucastpkts Count

This field displays how many inbound subnetwork-unicast packets were delivered to a
higher-layer protocol.

Innucastpkts Count

This field displays how many inbound non-unicast (subnetwork-broadcast or subnetwork-
multicast) packets were delivered to a higher-layer protocol.
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indiscards Count

This field displays how many inbound packets were discarded without errors that would
have prevented their delivery to a higher-layer protocol. (Some of these packets may
have been discarded to increase buffer space.)

inerrors Count

This field displays how many inbound packets contained errors that prevented their
delivery to a higher-layer protocol.

inunknownprotos Count

This field displays how many inbound packets were discarded because of an unknown or
unsupported protocol.

outoctets Count

This field displays how many octets were transmitted out of the interface, including those
that deliver framing information.

outucastpkts Count

This field displays how many packets for which the higher-level protocols requested
transmission to a subnetwork-unicast address. The number includes those that were
discarded or not sent.

outnucastpkts Count

This field displays how many packets for which the higher-level protocols requested
transmission to a non-unicast (subnetwork-broadcast or subnetwork-multicast) address.
The number includes those that were discarded or not sent.

outdiscards Count

This field displays how many outbound packets were discarded without errors that would
have prevented their transmission. (Some of these packets may have been discarded to
increase buffer space.)

outerrrors Count

This field displays how many outbound packets contained errors that prevented their
transmission.

26.12 INTERPRETING DATA IN THE VLAN TAB (AP, SM)

The VLAN tab in the Statistics web page provides a list of the most recent packets that
were filtered because of VLAN membership violations. An example of the VLAN tab is
shown in Figure 152.
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[ R VLAN [rool] - Micras

g s s e e, .

CANOPY

Advantage” Platform

Mavwnale Winelows Brawdband

Statistics == VLAN

Stulnl=s

5 TGHz - Accass Point - 0a.00.38.10.41.e0

VLAN Statistics Configuration Il {Rarge : 1 - 4095)

Accuunt. 1001
Liwl ADMNSGTRATOR

viD 1
Frames Recened 7744515

Byles Recewed 1147014508

Framss Transmitted © X1 85686

Byles Transmitted = 2135926476

No Ingrees FiRerad Framas

Ingress : Total Frames Filterod O Total Bytes Filternd 0

Eqgress : Total Frames Fillered , 0 Total Bytes Fikered . 0

Figure 152: VLAN tab of AP, example

Interpret entries under Most Recent Filtered Frames as follows:

o Unknown—This should not occur. Contact Canopy Technical Support.

o Only Tagged—The packet was filtered because the configuration is set to
accept only packets that have an 802.1Q header, and this packet did not.

o Ingress—When the packet entered through the wired Ethernet interface,
the packet was filtered because it indicated an incorrect VLAN membership.

o Local Ingress—When the packet was received from the local TCP/IP stack,
the packet was filtered because it indicated an incorrect VLAN membership.
This should not occur. Contact Canopy Technical Support.

o Egress—When the packet attempted to leave through the wired Ethernet
interface, the packet was filtered because it indicated an incorrect VLAN
membership.

o Local Egress—When the packet attempted to reach the local TCP/IP stack,
the packet was filtered because it indicated an incorrect VLAN membership.
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26.13 DATA VC (ALL)
B l~l

"
rad Al

ﬂ“*
CANOPY

Advantage- Platform

Mavarale Wletens besashand

Statistics == Data VC

rataatice
§ TGHz - Subscnber Moduls - (a.00-36.12.55.3(

VG018 CoS 0
Queve Ovorflow Cnt - 0

A eaiat shal u'fxlllll:'.rl hh‘?;?
3 g inutastphts C
Lavel ACKINISTRATOR .nm:)“:p&:‘ e -0
indescaeds Cnt O
Inarroes Ced * 0
outoctets Cnt - 419796
outycastpkts Crt | 550
eutnucastpkts Crt - &
outdiscards Crt . 0
outerenrs Cot - 0

Figure 153: Data VC tab of SM, example

The Data VC tab page displays the following fields.

vC

This field displays the virtual channel number. Low priority channels start at VC18 and
count up. High priority channels start at VC255 and count down. If one VC is displayed,
the high-priority channel is disabled. If two are displayed, the high-priority channel is
enabled

CoS

This field displays the Class of Service for the virtual channel. The low priority channel is
a CoS of 00, and the high priority channel is a CoS of 01. CoS of 02 through 07 are not
currently used.

Queue Overflow Cnt

This is a count of packets that were discarded because the queue for the VC was
already full.

inoctets Cnt

This field displays how many octets were received on the interface, including those that
deliver framing information.

inucastpkts Cnt

This field displays how many inbound subnetwork-unicast packets were delivered to a
higher-layer protocol.

Innucastpkts Cnt

This field displays how many inbound non-unicast (subnetwork-broadcast or subnetwork-
multicast) packets were delivered to a higher-layer protocol.
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indiscards Cnt

This field displays how many inbound packets were discarded without errors that would
have prevented their delivery to a higher-layer protocol. (Some of these packets may
have been discarded to increase buffer space.)

inerrors Cnt

This field displays how many inbound packets contained errors that prevented their
delivery to a higher-layer protocol.

outoctets Cnt

This field displays how many octets were transmitted out of the interface, including those
that deliver framing information.

outucastpkts Cnt

This field displays how many packets for which the higher-level protocols requested
transmission to a subnetwork-unicast address. The number includes those that were
discarded or not sent.

outnucastpkts Cnt

This field displays how many packets for which the higher-level protocols requested
transmission to a non-unicast (subnetwork-broadcast or subnetwork-multicast) address.
The number includes those that were discarded or not sent.

outdiscards Cnt

This field displays how many outbound packets were discarded without errors that would
have prevented their transmission. (Some of these packets may have been discarded to
increase buffer space.)

outerrrors Cnt

This field displays how many outbound packets contained errors that prevented their
transmission.

26.14 FILTER (SM)

The Filter tab displays statistics on packets that have been filtered (dropped) due to the
filters set on the SM’s Protocol Filtering tab. An example of the Filter tab is shown in
Figure 154.
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‘CANOPY

afarals Wiralein bntecasd Flafdarm

Statistics == Filter
5.7GHz - Subscriber Module - 0a-00-3e-18-44-d8

PPPoE Count :

Account nona Al IPv4 Count ;

Lovel: ADMINISTRATOR All Other [Pva Count
SMB Count

SMHMP Count

Baatp Client Count :
Boolp Server Count :

| IPwd Multicasi Count :
|ARP Count :

All Others Count |

Usar Defined Port! Count ©
Usar Dafined Part2 Count ©
Uear Dafined Part3 Count

oo olocooojoDo oo o

Figure 154: Filter tab on SM, example

26.15 NAT STATS (SM)

When NAT is enabled on an SM, statistics are kept on the Public and Private (WAN and
LAN) sides of the NAT, and displayed on the NAT Stats tab. An example of the NAT
Stats tab is shown in Figure 155.
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/#,.—_-B,H .

CANOPY
= ridgirg Tabls] Transtation Table| Ethemet| Fade| VIAN| Dain VC| Fiter| NAT DHCH

- Statistics => NAT Stats
: 5.7GHz - Subscriber Module - 0a-00-3e-18-44-d8
: Private NAT Statisies
. |Packot In Count : o

Packel Out Count : 0

Packe! Out Toss Count ; 0

Out Of Resources Count : o

Failed Hash Insert Count ; LA

Packet In Count - o

Packe! Out Count ; o

Packet Out Toss Count : 0

Out Of Resources Count © 0

FE!I?:E Hu.nh_ hmr_l C_:pl.!rll. ! 4]

Figure 155: Nat Stats tab on SM, example

26.15.1 NAT DHCP Statistics (SM)

When NAT is enable on an SM with DHCP client and/or Server, statistics are kept for
packets transmitted, received, and tossed, as well as a table of lease information for the
DHCP server (Assigned IP Address, Hardware Address, and Lease Remained/State). An
example of the NAT DHCP Statistics tab is shown in Figure 156.

‘CANOPY

Mabaialn ®Wipabans bednrend Flitdaim

Statistics == NAT DHCP Statistics
5.7GHz - Subscriber Module - 0a-00-3e-18-44-d8
DHCP Client Statises

PriXmt Count. 5
PriRcv Count. 0

Accounk: nong .
P visEyR Ry | [FhrToss Count:0

Argigned IP Addmss  Hamdwara Address Leass FRamained/Stats
010000000002 001124082936  30d, 000000

Pktmt Count. 2
PriRcy Count. 4
PktTass Count: O

Figure 156: NAT DHCP Statistics tab in SM, example
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26.15.2 Interpreting Data in the GPS Status Page (AP, BHM)

The GPS Status tab is only displayed when the Sync Input is set to Sync to Received
Signal (Timing Port), which is the configuration desired when connecting an AP or BHM
to a CMM2. See Sync Input on Page 237.

The page displays information similar to that available on the web pages of a CMM3,
including Pulse Status, GPS Time and Date, Satellites Tracked, Available Satellites,
Height, Lattitude and Longitude. This page also displays the state of the antenna in the
Antenna Connection field as

o Unknown—Shown for early CMM2s.
o OK—Shown for later CMM2s where no problem is detected in the signal.

o Overcurrent—Indicates a coax cable or connector problem.
o Undercurrent—Indicates a coax cable or connector problem.
IMPORTANT!

If Unknown is displayed where a later CMM2 is deployed, then the connection is
not working but the reason is unknown.

@ —alp

This information may be helpful in a decision of whether to climb a tower to diagnose a
perceived antenna problem.
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27 USING TOOLS IN THE GUI

27.1 USING THE SPECTRUM ANALYZER TOOL (SM, BHS)
See Monitoring the RF Environment on Page 363.

27.2 USING THE ALIGNMENT TOOL (SM, BHS)
An example of the Alignment tab in an SM or BHS is displayed in Figure 157.

Alignment [none] - Microsolt Intemet Lxplores (—?r‘

/—‘0-.

CANOPY

Ratarals Wirahons faverner Pharturs

Tools == Alignment

24GHz - Backi4aul - Timing Slave - 03.00-3e.20.19.af

© Enabled

RSS! Only Moda @ Drsabled
NOTE: No beacon information can be decoded when enablad
Radio Camer Frequency iNoM i NOTE This only applies ¢ RSS! Only Mode' is enabled

_ _ (Push Enable button to manvally refresh duplay)

Current St1stus SM iz in Oparsting Mode

RSS! Not supported in this confiqueation  Range [0 — &000)
Jitter Not supported in this configuraton  Range . 0 - 15)
Number Repstered Users Mot wpp&imi in this conﬁdwibun Rmbui (0 - ;‘52)

Aiming mode s currently disabled

Figure 157: Alignment tab of BHS, example

Proper alignment must achieve all of the following indications for an acceptable link
between the modules:
o RSSI typically at least 10 dBM above receiver sensitivity

o jitter value between 0 and 4

o uplink and downlink efficiency greater than 90%, except as described under
Comparing Efficiency in 1X Operation to Efficiency in 2X Operation on Page 135.
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IMPORTANT!

If any of these values is not achieved, a link can be established but will manifest
occasional problems.

@ —alp

In the Alignment tab, you may set the following parameters.

RSSI Only Mode

In the RSSI Only Mode, the screen displays the signal strength based on the amount of
energy in the selected frequency, regardless of whether the module has registered. This
mode simplifies the aiming process for long links. To invoke the RSSI Only Mode, select
Enabled.

Radio Carrier Frequency
If you enabled the RSSI Only Mode, select the frequency (in MHz) for the aiming
operation.

The Alignment tab also provides the following buttons.

Enable

A click of this button launches the slave device into alignment mode. Each further click
refreshes the data in the tab to display the latest measurements collected.

Disable

A click of this button changes the slave device from alignment mode back to operating
mode.

The Alignment tab also provides the following read-only fields.

Current Status

This field indicates either SM is in Alignment Modeor SM is in Operating
Mode. This syntax is used in an SM and in a BHS.

RSSI

This field displays the Radio Signal Strength Indicator units and, in parentheses, the
current power level, of the signal received from the AP or BHM.

Jitter
This field displays the jitter level of the signal received from the AP or BHM.

Number Registered Users

This field displays how many slave devices are currently registered to the master device
whose beacon is being received during the aiming period.

In addition, the Alignment tab includes the following Detailed Beacon Information where it
is available.
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Average measured RSSI

This field displays the Radio Signal Strength Indicator units and, in parentheses, the
power level as an average of the measurements that were collected throughout the
aiming period. Try for the highest power level that you can achieve at the least amount of
jitter. For example, if you achieve a power level of =75 dBm with a jitter level of 5, and
further refine the alignment to achieve a power level of =78 dBm with a jitter level of 2

or 3, the link is better because of the further refinement.

Average measured Jitter

This field displays Jitter as an average of the measurements that were collected
throughout the aiming period. In 1X operation, jitter values of 0 to 4 are acceptable. In 2X
operation, jitter values 0 to 9 are acceptable. In either mode, 0 to 15 is the range of
possible values that the Jitter field reports. Within the acceptable range, incremental
improvements in the jitter level achieved can significantly improve link quality where
power level is not significantly diminished by re-aiming.

Users
This is a count of the number of SMs registered to the AP you are aligning to.

Frequency

This field displays the frequency in MHz of the signal that was being received during the
aiming period.

ESN
This field displays the MAC address of the AP or BHM you are aligning to.

Color Code
This field displays the color code of the AP or BHM you are aligning to.

Backhaul

This field displays a 1 if the device you are aligning to is a BHM, and a 0 if the device you
are aligning to is an AP.
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27.3 USING THE LINK CAPACITY TEST TOOL (ALL)
An example of the Link Capacity Test tab is displayed in Figure 158.

Advantage” Platform

Barereis WSl b

Tools == Link Capacity Test

5 TGHz - Access Point - 0a-00-3s-10-11.8b

© Enobled
@ Disabled

Link Test wah MIR

Cumrent Subscriber Module [Fie St Namv 0003025154) Lurd 2 |
Duration |? | Sacands (2 - 10)
Packet Longlh 1522 | aytes B2 - 1522)

Stats for LSO, 2 Test Duration: 2 Pt Length. 1522
Downhink RATE 8517312 bpy

Uplink RATE: 1353216 bps

Downlink Efficiency. 6 Petcent

Max Downlink Index. 100

Actual Downlink Index. 56

| Expected Frug Court. 21552 g
Actual Frag Count' 22200

Uplink Efficiancy 100 Parcor
Max Uplak ndex 100

Actisal Uplink Index: 100
Expacted Frag Count 50856
Actual Frag Count: 5706

Figure 158: Link Capacity Test tab with 1522-byte packet length, example

The Link Capacity Test page allows you to measure the throughput and efficiency of the
RF link between two Canopy modules. Many factors, including packet length, affect
throughput. The Link Capacity Test tab contains the settable parameter Packet Length
with a range of 64 to 1522 bytes. This allows you to compare throughput levels that result
from various packet sizes.

For example, the same link was measured in the same time frame at a packet length of
64 bytes. The results are shown in Figure 159.
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Tools == Link Capacity Test
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C Enabled

Link Test with MIR
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Cuerent Subscriber Module |Ne Ste Nama [05003e(25154d) Luid: 2 '
Durstion E | Seconds (2-10)
Packet Langth F‘ : | Bytes (B4 - 1522)

Stats for LLAD' 2 Test Duration: 2 PRt Length' 64
Downlink RATE 1292268 bps

Uplink RATE 618752 bps

Downlink Efficiency 780 Pascent

Max Downdink ladex 100

| Actusl Downlink Indox 78 ]
! Expectod Frag Count: 5040 ’
| Actual Frag Count' 640D

Uplink Efficiancy B4 Parcent
Max Uplink ndex: 100
Actisal Uplink Index: B4
Expacted Frag Count: 2417
Actual Frag Count' 2045

Figure 159: Link Capacity Test tab with 64-byte packet length, example

To test a link, perform the following steps.

Procedure 40: Performing a Link Capacity Test
1. Access the Link Capacity Test tab in the Tools web page of the module.
2. If you are running this test from an AP

a. and you want to see Maximum Information Rate (MIR) data for the SM
whose link you will be testing, then perform the following steps:

(1) For Link Test with MIR, select Enabled.
(2) Click the Save Changes button.
(3) Click the Reboot button.
b. use the drop-down list to select the SM whose link you want to test.
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3. Type into the Duration field how long (in seconds) the RF link should be tested.

4. Type into the Packet Length field the packet length at which you want the test
conducted.

5. Type into the Number of Packets field either

o the number of packets (1 to 64) for the test.

o 0 to flood the link for as long as the test is in progress.
6. Click the Start Test button.

In the Current Results Status block of this tab, view the results of the test.
8. Optionally

a. change the packet length.

b. repeat Steps 5 and 6.

c. compare the results to those of other tests.

The key fields in the test results are

o Downlink RATE and Uplink RATE, expressed in bits per second
o Downlink Efficiency and Uplink Efficiency, expressed as a percentage

A Canopy system link is acceptable only if the efficiencies of the link test are greater than
90% in both the uplink and downlink direction, except during 2X operation. See Using
Link Efficiency to Check Received Signal Quality on Page 135. Whenever you install a
new link, execute a link test to ensure that the efficiencies are within recommended
guidelines.

The AP downlink data percentage, slot settings, other traffic in the sector, and the quality
of the RF environment all affect throughput. However, a Maximum Information Rate
(MIR) throttle or cap on the SM does not affect throughput.

27.4 USING THE AP EVALUATION OR BHM EVALUATION TOOL
(SM, BHS)

The AP Evaluation tab in the Tools web page of the SM provides information about the
AP that the SM sees. Similarly, the BHM Evaluation tab of the BHS provides information
about the BHM. An example of the AP Evaluation tab is shown in Figure 160.

NOTE:
The data for this page can be suppressed by the SM Display of AP Evaluation

—_——
Data selection in the Security tab of the Configuration page in the AP.
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Tools => AP Evaluation
5.7GHz - Subscnber Module - 0a.00.3e.10.09.92

Curent entry indax 1

Index: 0 Frequency 57500 MH2 ESN 020030 0.1.de

Jitter 4 RSS! 1049 Power Level 56 Beacon Count: 31 BRovW 1 DFS OFEC 0
Type. Multipoint Avail § Age 0 Lockout. O RegFad U Renge. O feel TxBER 0 EBcast 0
Session Count 0 NoLUIDS 0 OutOfRange 0 AuthFail D EncryptFail 0 Rescan Req 0
FrameNumber. 1328 SectorlD. 0 Color Code. 5 BesconVersion. 1 SectorUserCount 1
Froquency 5750 NumLHalfSlots 19 NumDLHalfSlots 57 NumULContSlots: O

Idex 1 Frequency. 58050 MKz ESN Da00 30 0.M.¢b

Jitter 3 RES1 2192 Powsr Lavel -24 Bsaron Count: 32 8RewW 1 DFS: 0 FEC 0O

Type Multipoint Awail 1 Age: O Lockout 0 RegFail 1 Range 282 feet TXBER 1 EBcast 0
Session Count 4 NoLIADS D OutDfRange O AuthFail D EncryptFail O Rescan Reg 0
FrameNumber 1034 SectordD. 0 Color Code. 253 BesconVersion. 1 SectorUiserCount: 8
Froquency 5805 NumULHalfSlots 19 NumDLHalfSlots: 57 NumAlL CantSlats 0

Index 2 Frvquenty 57800 MH: ESN Da00-30028¢-43

Jitter: 2 RSS). 862 Power Level -€0 Beacon Count: 3 BRowWW 1 DFS OFEC. O

Type: Multipoint Awail 1 Age. O Lockout O RegFail O Range. 0 feet TYBER. 1 EBcant. 0
Sasgion Count 0 NoLUIDS: D OutORange O AuthEail D EncrypiFail D Rescan Hag 0
Framehumber 887 SectorD. 0 Color Code. 72 BoaconVersion. 1 SectoiUserCount. 3
Frequancy 5780 NumULMalfSlots 18 NumDILHalfSlots: 57 NumiJLContSlots 0

Indox: 3 Froquency 57000 MHz ESN 020030 R8c.52

Jifter: B RSS1 S50 Power Level -58 Bescon Count. 22 BRoW 1 DFS. O FEC. U

Type: SinglePaint Axail 1 Ago: O Lackout: O RegFad 0 Range D fost TWBER 1 EBcast D
Session Count 0 NoLUIDS: 0 QuOfRangs: 0 Authail O EncryptFail 0 Rescan Req 0
FrameNumber. 1248 SectonC. 5 Color Code. 72 BraconVeesion: 1 SectoiseConn. 78
Fraquancy S780 NumULHaltSlate: 4 NumOLHsHSI0e: & Numi ContSiate 1

1 lindex 4 Frno _ERON 0 MKz ESN 0200213807 o ,'
Jitter. 13 RSSI. 755 Power Level 65 Beacon Count. 3 BROW. 1 OFS 0 FEC. 0 ]
Type: Multipaint Avail 1 Age 0 Lockout 0 RegFail 0 Range: 0 feet TeBER 1 EBcast 0 i

Sesgion Count 0 NoLUIDS: 0 CutOfRange O AuthFail D EncryptFail U Rescan Reg 0

Framehumber. $12 SectorD 0 Color Code: 212 BeaconVergion. 1 SectorUserCount. 1

Frequency S800 NumULMaiSIots 37 Num©LHaltSlots 38 NumtLContSiots O

Figure 160: AP Evaluation tab of SM, example

The AP Evaluation tab provides the following fields that can be useful to manage and
troubleshoot a Canopy system:

Index

This field displays the index value that the Canopy system assigns (for only this page) to
the AP where this SM is registered (or to the BHM to which this BHS is registered).

Frequency
This field displays the frequency that the AP or BHM transmits.

ESN
This field displays the MAC address (electronic serial number) of the AP or BHM.
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Jitter, RSSI, and Power Level

The AP Evaluation tab shows the received Power Level in dBm and Jitter. Proper
alignment maximizes Power Level and minimizes Jitter. As you refine alignment, you
should favor lower jitter over higher dBm. For example, if coarse alignment gives an SM
a power level of =75 dBm and a jitter measurement of 5, and further refining

the alignment drops the power level to -78 dBm and the jitter to 2 or 3, use the refined
alignment, with the following caveats:

o When the receiving link is operating at 1X, the Jitter scale is 0 to 15 with desired
jitter between 0 and 4.

o When the receiving link is operating at 2X, the Jitter scale is 0 to 15 with desired
jitter between 0 and 9.

For historical relevance, the AP Evaluation tab also shows the RSSI, the unitless
measure of power. Use Power Level and ignore RSSI. RSSI implies more accuracy and
precision than is inherent in its measurement.

e NOTE:

—— Unless the page is set to auto-refresh, the values displayed are from the instant
the General Status tab was selected. To keep a current view of the values,

A — refresh the browser screen or set to auto-refresh.

Beacon Count
A count of the beacons seen in a given time period.

BRcvW
DFS

FEC

Type
Multipoint indicates an AP, not a BHM.

Age

Lockout

This field displays how many times the SM or BHS has been temporarily locked out of
making registration attempts.

RegFail
This field displays how many registration attempts by this SM or BHS failed.

Range

This field displays the distance in feet for this link. To derive the distance in meters,
multiply the value of this parameter by 0.3048.

TxBER
A 1 in this field indicates the AP or BHM is sending Radio BER.
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EBcast

A 1 in this field indicates the AP or BHM is encrypting broadcasst packets. A 0 indicates it
is not.

Session Count

This field displays how many sessions the SM (or BHS) has had with the AP (or BHM).
Typically, this is the sum of Reg Count and Re-Reg Count. However, the result of internal
calculation may display here as a value that slightly differs from the sum.

In the case of a multipoint link, if the number of sessions is significantly greater than the
number for other SMs, then this may indicate a link problem or an interference problem.

NoLUIDs
OutOfRange

AuthFail

This field displays how many times authentication attempts from this SM have failed in
the AP.

EncryptFail

This field displays how many times an encryption mismatch has occurred between
the SM and the AP.

Rescan Req
FrameNumber

Sector ID
This field displays the value of the Sector ID field that is provisioned for the AP or BHM.

Color Code

This field displays the value of the Color Code field that is provisioned for the AP or
BHM.

BeaconVersion

Sector User Count
This field displays how many SMs are registered on the AP.

Frequency
This field displays the frequency of the received signal, expressed in MHz.

NumULHalfSlots

This is the number of uplink half slots in this AP or BHM'’s frame. To get slots, just divide
by 2.

NumbDLHalfSlots

This is the number of downlink half slots in this AP or BHM’s frame. To get slots, just
divide by 2.
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NumULContSlots

This field displays how many control slots are being used in the uplink portion of the
frame.

The AP Evaluation tab also provides the following buttons.

Rescan APs

You can click this button to force the SM or BHS to rescan the frequencies that are
selected in the Radio tab of the Configuration page. (See Custom Radio Frequency Scan
Selection List on Page 273.) This module will then register to the AP or BHM that
provides the best results for power level, jitter, and—in an SM—the number of registered
SMs.

Update Display

You can click this button to gather updated data without causing the SM or BHS to
rescan and re-register.

27.5 USING THE FRAME CALCULATOR TOOL (ALL)

Canopy avoids self-interference by syncing collocated APs (so they begin each
transmission cycle at the same time) and requiring that collocated APs have the same
transmit/receive ratio (so they stop transmitting and start receiving at the same time).
This ensures that, at any instant, they are either all receiving or all transmitting.

This avoids, for example, the problem of one AP attempting to receive from a distant SM,
while a nearby AP is transmitting and overpowering the signal from the distant SM.
Parameters that affect transmit/receive ratio include range, slots, downlink data
percentage, and high priority uplink percentage. All collocated APs must have the same
transmit/receive ratio. Additional engineering is needed for setting the parameters in a
mixed cluster — one with APs on hardware scheduler and APs on software scheduler.

A frame calculator helps to do this. The operator inputs various AP settings into the
calculator, and the calculator outputs many details on the frame including the Uplink Rev
SQ Start. This calculation should be done for each AP that has different settings. Then
the operator varies the Downlink Data percentage in each calculation until the calculated
Uplink Rcv SQ Start for all collocated APs is within 300 time bits. The frame calculator is
accessed by clicking on Expanded Stats in the navigation column, then clicking on Frame
Calculator (at the bottom of the expanded navigation column).

The calculator does not use data on the module or populate new data. It is merely a
convenience application running on the module. For this reason, you can use any module
to do the calculations for any AP. Running the calculator on the AP in question is not
necessary.

IMPORTANT!

APs with slightly mismatched transmit/receive ratios and low levels of data traffic
may see little effect on throughput. As the data traffic increases, the impact of
mismatched transmit/receive ratios will increase. This means that a system that
was not tuned for collocation may work fine at low traffic levels, but encounter
problems at higher traffic level. The conservative practice is to tune for
collocation from the beginning, and prevent future problems as sectors are built
out and traffic increases.

@ —alp
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An example of the Frame Calculator tab is shown in Figure 161.

Tools == Frame Calculator
5 7GHz - Access Polnt - 0a-00-20.10-f1-0b
Software Version Transmittor |CWY7 2 Currort i
Software Version Recerver | Mﬁ_gfﬁ_qngij
Transend Sync Input | Generate Sync Signal ]
* © Point- To-Point Link

Link Mode

@ Multipoint Link
Max Range Ei Miles (Range 1- 30 miles)
Air Dolay B | bea

C Hardware
Scheduling ®s A

o
Mobilty . e g:

@ Wirgleys Lnk
Wireless/\Wired . O Wired Link
Platform Type Transmiter P10
Platform Type Recenver P10
Frequency Band |56 7GHz i
Extornal Bus Frequency Transmiftor J40
Externs! Bus Frequency Recemer @_ i
Downlink Data E"‘. 1%
High Priosity Uplink Parcontags LR ¥ ’
Tatal Numnber LACK Siots B | {Range 1-7)
Number High 54}
Number DACK Slots * [5 | (Range 1-7)
Number High 5
Numbar Control Siots - B | menge 1-18)
Number High 5* \
|lvmlvd Cotguratson |

Figure 161: Frame Calculator tab, example

In the Frame Calculator tab, you may set the following parameters.

Software Version Transmitter
From the drop-down menu, select the Canopy software release that runs on the AP(s).
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Software Version Receiver
From the drop-down menu, select the Canopy software release that runs on the SM(s).

Transmit Sync Input
If the APs in the cluster

o receive sync from a CMMmicro, select Sync to Received Signal (Power Port).
o receive sync from a CMM2, select Sync to Received Signal (Timing Port).
o are self timed, select Generate Sync Signal.

Link Mode
For AP to SM frame calculations, select Multipoint Link.

Max Range
Set to the same value as the Max Range parameter is set in the AP(s).

Air Delay
Leave this parameter set to the default value of 0 bits.

Scheduling
Initially select Software.

Mobility
Leave the default value of Off selected.

Wireless/Wired
Leave the default value of Wireless Link selected.

Platform Type Transmitter
Use the drop-down list to select the hardware series (board type) of the AP.

Platform Type Receiver
Use the drop-down list to select the hardware series (board type) of the SM.

Frequency Band
Use the drop-down list to select the radio frequency band of the AP and SM.

External Bus Frequency Transmitter
Leave this parameter set to the default value of 40.

External Bus Frequency Receiver
Leave this parameter set to the default value of 40.

Downlink Data

Initially set this parameter to the same value that the AP has for its Downlink Data
parameter (percentage). Then, as you use the Frame Calculator tool in Procedure 41,
you will vary the value in this parameter to find the proper value to write into the
Downlink Data parameter of all APs in the cluster.
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High Priority Uplink Percentage

If the AP is running Canopy software earlier than Release 8, set this parameter to
the current value of the High Priority Uplink Percentage parameter in the AP.

Total Number UACK Slots

If the AP is running Canopy software earlier than Release 8, set this parameter to
the current value of the Total NumUAckSlots parameter in the AP.

Number High

If the AP is running Canopy software earlier than Release 8, set this parameter to
the current value of the Num High parameter associated with Total NumUAckSlots
in the AP.

Number DACK Slots

If the AP is running Canopy software earlier than Release 8, set this parameter to
the current value of the NumDAckSlots parameter in the AP.

Number High

If the AP is running Canopy software earlier than Release 8, set this parameter to
the current value of the Num High parameter associated with NumDAckSlots in the AP.

Number Control Slots

Set this parameter to the current value of the Control Slots (for Release 8) or
NumCtiSlots (for earlier releases) parameter in the AP. In Release 8, the Control Slots
parameter is present in the Radio tab of the Configuration web page.

Number High

If the AP is running Canopy software earlier than Release 8, set this parameter to

the current value of the Num High parameter associated with NumCtISlots in the AP.
To use the Frame Calculator, perform the following steps.

Procedure 41: Using the Frame Calculator

1. Populate the Frame Calculator parameters with appropriate values as described
above.

2. Click the Apply Settings button.

3. Click the Calculate button.

4. Scroll down the tab to the Calculated Frame Results section.
NOTE: An example of the Calculated Frame Results section is displayed in
Figure 162.
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3 Frame Calculator [root] - Miclosgft Internet Explorer

| Fle Edt View Favortes Tooks Help

Operations Guide

=lox|

'

Jases |

|

Total Frame Bits : 25000
Frame Start Difference (OneSided/TwoSided) : /9

Bit Rate : 10000000

Current TimeStamps (Transmit/Receive) : 00

Transmit Details :

Total Frame Overhead Bits : 4532

Data Slots (Down/UpLow/UpHigh) : 25/8/0

Start To Air: 338

Total Hdw Dly : 16 {Analog/Digital) : 10/6

MultiPoint Slot Sizes (DH/DH+DF/UH+/UF +) : 298/314/610/340/652

PToP Slot Sizes (UH/UH+/UF) : 298/314/610

External Bus Freq : 40000000

CPU To Bit Clock Ratio : 4

AirDelay (Actual/MaxRange) : 0/216

Approximate distance {Actual/MaxRange) : 0.00 miles (0 feet) / 2.00 miles (10584 feet)
Uplink Rcv SQ Start 0 17130

Uplink Rcy SQ End @ 24972

Receive Details :

Total Frame Overhead Bits : 4532

Data Slots (Down/UpLow/UpHigh) : 25/8/0

Start To Air : 338

Total Hdw Dly : 16 (Analog/Digital) : 10/6

MultiPoint Slot Sizes (DH/DH+DF/UH+/UF +) : 298/314/610/340/652

PToP Slot Sizes (UH/UH+/UF) : 298/314/610

External Bus Freq : 40000000

CPU To Bit Clock Ratio : 4

AirDelay (Actual/MaxRange) : 0/216

Approximate distance (Actual/MaxRange) : 0.00 miles (0 feet) / 2.00 miles (10584 feet)
Downlink Rey SQ End : 17118

Uplink Xmt SQ Start : 17336

|£] Logged in as roat

=
C T B enenet

Figure 162: Calculated Frame Results section of Frame Calculator tab, example

© N o o

10.
1.
12.

13.
14.

15.

Record the value of the Uplink Rcv SQ Start field.
Scroll up to the Scheduling parameter.
Select Hardware.

Click the Apply Settings button.
RESULT: The values in the Calculated Frame Results section are updated for
hardware scheduling.

In the Number Control Slots parameter, type in the number needed.
Click the Apply Settings button.
Click the Calculate button.

Scroll down the tab to the Calculated Frame Results section. If “Invalid
Configuration” is displayed, check and change values and settings, with special
attention to the Platform Type parameters (P7, P8, and so on).

Record the value of the Uplink Rcv SQ Start field.

If the recorded values of the Uplink Rev SQ Start field are within 150 time bits of
each other, skip the next step.

Repeat this procedure, changing the value of the Downlink Data parameter until
the values that this tool calculates for the Uplink Rcv SQ Start field are within
150 time bits of each other regardless of the selection in the Scheduling
parameter.
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16. When they are within 150 time bits, access the Radio tab in the Configuration
web page of each AP in the cluster and change its Downlink Data parameter
(percentage) to the last value that you used in the Frame Calculator.

See Figure 77: Radio tab of AP (900 MHz), example on Page 241.

27.6 USING THE SM CONFIGURATION TOOL (AP, BHM)
The SM Configuration tab in the Tools page of the AP or BHM displays

o the current values whose control may be subject to the setting in the
Configuration Source parameter.

o an indicator of the source for each value.

An example of the SM Configuration tab is displayed in Figure 163.

3 SM Eonfiguralion [root] - Microsoft Internet Explorer

CANOPY

Advantage" Platform

Motorala Wireless Broadband

Tools => SM Configuration

Tools

2 AGHz - Access Point - 0a-00-3e-20-70-7c

Current Subscriber Module : |1dle [0a003e203ad4] Luid: 2§

LUID: 002 : MAC: Oa-00-3e-20-3a-d4 State: IDLE

Site Name: =~ House (.98)

Sustained Uplink Data Rate(AP): 10000 Uplink Burst Allocation(AP): 10000 Sustained
Downlink Data Rate (AP): 10000 Downlink Burst Allocation (AP): 10000 {kbit)

HiPriChan(D): 0 ¥CChannel: 1

Low Priority Uplink CIR (D): O Low Priority Downlink CIR (D): O High Priority Uplink CIR (D): O
High Priority Downlink CIR (D): 0 (kbps)

Low Priority Uplink (D): 3 Low Downlink Priority (D): 3 High Uplink Priority (D): 5 High
Downlink Priority (D): 5

APBerLevel(D): 4 Level HIPHTCPAck(D): 1

Allow\VLANLearning(D): 0 AllowyLANFrameType(D): 0 VLANAgeTmout(D): 25
SMManageVIDDis(D): 0

IngressVID(D): 1 ManageVID(D): 1

MemberSet(D):
VID Number Type Age

Account! root
Level. ADMINISTRATOR

Empty Set

Figure 163: SM Configuration tab of AP, example

Indicators for configuration source are explained under Session Status Tab of the AP on
Page 193.

Issue 2, November 2007 Draft 5 for Regulatory Review 443



Release 8 Operations Guide

27.7 USING THE BER RESULTS TOOL (SM, BHS)

Radio BER is now supported on hardware scheduling. When looking at Radio BER data
it is important to note that it represents bit errors at the RF link level. Due to CRC checks
on fragments and packets and ARQ (Automatic Repeat reQuest), the BER of customer
data is essentially zero. Radio BER gives one indication of link quality, along with
received power level, jitter, and link tests.

BER is only instrumented on the downlink, and can be read on each SM’s Tools>BER
Results page. Each time the tab is clicked, the current results are read, and counters are
reset to zero. An example of the BER Results tab is displayed in Figure 164.

[ 2 BER Results (root] - Microsolt Intemet Explorer

) e 9 o

Sy -
. EM =

- e ———
A R T
=

N . T

ﬁ s
CANOPY
Advantage” Platform

MAteratn Worehaen Reanthane

| | I

T A

Tools == BER Results

2 4GHz - Subscnber Module - 03-00-3¢-20-35-48

BER £ Lewl

Number of bits ecenwd 3144995840

Number of Primary be amors  S0041

Number of Secondary bit errors - 61441

Measured Primary Bt Enror Rate 159113105
Measured Secondary Bit Eror Rste . 195351105
Moasured Totad Ba Eror Rate 3 544742005

Ascount roct
Lol ADMINISTRATOR

@] Logoed v me 1ol

Figure 164: BER Results tab of SM, example

The BER Results tab can be helpful in troubleshooting poor link performance. The value
in the Measured Total Bit Error Rate field represents the bit error rate (BER) in the RF
link since the last time the BER Results tab was clicked.

The link is acceptable if the value of this field is less than 107*. If the BER is greater than
107", re-evaluate the installation of both modules in the link.

The BER test signal is only broadcast by the AP (and compared to the expected test
signal by the SM) when capacity in the sector allows it — it is the lowest priority for AP
transmissions.
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28 MAINTAINING YOUR CANOPY SOFTWARE

Canopy provides release compatibility information and caveats about each release.

28.1 HISTORY OF SYSTEM SOFTWARE UPGRADES

28.1.1 Canopy Release 8 Features
Canopy Release 8 introduces the following new features:

o Scheduling Limited to Hardware Scheduler

o Tiered Permissions and User Accounts

o GUI Customizable via CSS

o Links to SM GUI via Session Status and Remote Subscribers Tabs of AP
o Dynamic Frequency Selection (DFS) v1.2.3 in All 5.4- and 5.7-GHz Modules
o Bit Error Rate (BER) Display with Hardware Scheduler

o AP SNMP Proxy to SMs

o Translation Bridging (MAC Address Mapping)

o SM Isolation

o Management Access Filtering for SM

o Source IP Management Access for AP and SM

o Optional DHCP Configuration of Management Interface

28.1.2 Canopy Release 8 Fixes
Canopy Release 8 includes the following fixes:

o Management Web (http) Access Lockup Fix
o Enforcement of Ethernet Link Speed Setting
o MIBs Support Only Applicable Objects

28.2 HISTORY OF CMMmicro SOFTWARE UPGRADES
o Canopy currently supports CMMmicro Releases up through Release 2.2.

28.3 TYPICAL CONTENTS OF RELEASE NOTES
Canopy supports each release with software release notes, which include

o description of features that are introduced in the new release.
o issues that the new release resolves.

o known issues and special notes for the new release.

o installation procedures for the new release.

28.4 TYPICAL UPGRADE PROCESS
In a typical upgrade process, proceed as follows:

1. Visit the software page of the Canopy web site.

2. Read the compatibility information and any caveats that Canopy associates with
the release.
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3. Read the software release notes from the web site.

4. On the basis of these, decide whether the release is appropriate for your
network.

5. Download the software release and associated files.
6. Use CNUT to manage the upgrade across your network.

28.4.1 Downloading Software and Release Notes

All supported software releases, the associated software release notes document, and
updated MIB files are available for download at any time from
http://motorola.motorola.com/canopy/support/software/. This web site also typically
provides a summary of the backward compatibility and any advantages or disadvantages
of implementing the release.

When you click on the release that you wish to download, you are prompted for
information that identifies yourself and your organization (such as name, address, and
e-mail address). When you complete and submit the form that prompts for this
information, the download is made available to you.
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29 REBRANDING MODULE INTERFACE SCREENS

Distinctive fonts indicate

literal user input.

variable user input.
literal system responses.
variable system responses.

The interface screens on each module display the Canopy or Canopy Advantage logo.
These logos can be replaced with other logos using Procedure 42.

The logo is a hyperlink and clicking on it takes the user to the Canopy web site.
A different site (perhaps the operator’s support site) can be made the destination using
Procedure 43.

To return a module to regular logos and hyperlinks, use Procedure 44.

The logo at the top of each page is a key indicator to the user whether a module is
Canopy or Canopy Advantage. If you choose to replace the Canopy logos, use two
noticeably different logos so that users can continue to easily distinguish between a
Canopy module and a Canopy Advantage module.

To replace logos and hyperlinks efficiently throughout your network, read the following
two procedures, write a script, and execute your script through the Canopy Network
Updater Tool (CNUT).” To replace them individually, use one of the following two
procedures.

Procedure 42: Replacing the Canopy logo on the GUI with another logo

1. If the current logo is the Canopy logo, name your custom logo file on your
computer canopy. jpg and put it in your home directory.

If the current logo is the Canopy Advantage logo, name your custom logo file on
your computer advantaged. jpg and put it in your home directory.

2. Use an FTP (File Transfer Protocol) session to transfer this file to the module, as
in the example session shown in Figure 165.

" See Using the Canopy Network Updater Tool (CNUT) on Page 407.

Issue 2, November 2007 Draft 5 for Regulatory Review 447



Release 8 Operations Guide

> ftp ModuleIPAddress

Connected to ModuleIPAddress

220 FTP server ready

Name (ModuleIPAddress:none): root

331 Guest login ok

Password: <password-if-configured>

230 Guest login ok, access restrictions apply.

ftp> binary
200 Type set to I
ftp> put canopy. jpg
OR
put advantaged.]jpg
OR
put top.html
ftp> quit
221 Goodbye

Figure 165: Example ftp session to transfer custom logo file

3. Use a telnet session and the addwebfile command to add the new file to the
file system, as in the example session shown in Figure 166.

NOTE:
Supported telnet commands execute the following results:
:l:. o addwebfile adds a custom logo file to the file system.
° clearwebfile clears the logo file from the file system.

o 1sweb lists the custom logo file and display the storage
space available on the file system.
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>telnet ModuleIPAddress

Motorola Broadband Wireless Technology Center
(Copyright 2001, 2002 Motorola Inc.)

Login: root
Password: <password-if-configured>

Telnet +> addwebfile canopy.jpg

OR
addwebfile advantaged.jpg

OR
addwebfile top.html

Telnet +> lsweb
Flash Web files
/canopy.jpg 7867

free directory entries: 31
free file space: 55331

Telnet +> exit

Figure 166: Example telnet session to activate custom logo file

Procedure 43: Changing the URL of the logo hyperlink

1. In the editor of your choice, create a file named top.html, consisting of one
line:

<a href="myurl">
where myurl is the desired URL, for example, http://www.canopywireless.com.
Save and close the file as top.html.

3. Use an FTP (File Transfer Protocol) session to transfer this file to the module, as
in the example session shown in Figure 165 on Page 448.

4. Use a telnet session and the addwebfile command to add the new file (top.html)
to the file system, as in the example session shown in Figure 166.

If you ever want to restore the original logo and hyperlink in a module, perform the
following steps.

Procedure 44: Returning a module to its original logo and hyperlink

1. Use a telnet session and the clearwebfile command to clear all custom files from
the file system of the module, as in the example session shown in Figure 167
below.
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>telnet ModuleIPAddress

Motorola Broadband Wireless Technology
Center
(Copyright 2001, 2002 Motorola Inc.)

Login: root
Password: <password-if-configured>

Telnet +> lsweb

Flash Web files

canopy.Jjpg 7867

free directory entries: 31
free file space: 56468

Telnet +> clearwebfile
Telnet +> lsweb

Flash Web files

free directory entries: 32
free file space 64336 bytes

Telnet +> exit

Figure 167: Example telnet session to clear custom files
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30 TOGGLING REMOTE ACCESS CAPABILITY

Based on your priorities for additional security and ease of network administration, you
can deny or permit remote access individually to any AP, SM, or BH.

30.1 DENYING ALL REMOTE ACCESS
Wherever the No Remote Access feature is enabled by the following procedure, physical
access to the module is required for
o any change in the configuration of the module.
o any software upgrade in the module.

Where additional security is more important that ease of network administration, you can
disable all remote access to a module as follows.

Procedure 45: Denying all remote access
Insert the override plug into the RJ-11 GPS utility port of the module.
Power up or power cycle the module.
Access the web page http://169.254.1.1/lockconfig.html.
Click the check box.
Save the changes.

Reboot the module.

N ook wNh =

Remove the override plug.
RESULT: No access to this module is possible through HTTP, SNMP, FTP,
telnet, or over an RF link.

30.2 REINSTATING REMOTE ACCESS CAPABILITY
Where ease of network administration is more important than the additional security that
the No Remote Access feature provides, this feature can be disabled as follows:
Procedure 46: Reinstating remote access capability

Insert the override plug into the RJ-11 GPS utility port of the module.

Power up or power cycle the module.

Access the web page http://169.254.1.1/lockconfig.html.

Click the check box to uncheck the field.

Save the changes.

Reboot the module.

N o ok wNh =

Remove the override plug.
RESULT: Access to this module is possible through HTTP, SNMP, FTP, telnet,
or over an RF link.
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31 SETTING UP A PROTOCOL ANALYZER ON YOUR
CANOPY NETWORK

Selection of protocol analyzer software and location for a protocol analyzer depend on
both the network topology and the type of traffic to capture. However, the examples in
this section are based on free-of-charge Ethereal software, which is available at
http://ethereal.com/.

The equipment required to set up a protocol analyzer includes:

o 1hub

o 1 laptop computer with protocol analyzer software installed
o 2 straight-through Ethernet cables

o 1 Canopy power converter (ACPS110)

31.1 ANALYZING TRAFFIC AT AN SM

The IP address of the protocol analyzer laptop computer must match the IP addressing
scheme of the SM. If the SM has DHCP enabled, then configure the laptop computer to
automatically obtain an address. If DHCP is not enabled, then ensure that the laptop
computer is configured with a static IP address in the same subnet as the SM.

The configuration for analyzing traffic at an SM is shown in Figure 168.

SM Power Subscriber
To Radio Cable Supply To Computer Cable PC
HUB
Sniffer
Laptop

Figure 168: Protocol analysis at SM
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31.2 ANALYZING TRAFFIC AT AN AP OR BH WITH NO CMM

The IP address of the protocol analyzer laptop computer must match the IP addressing
scheme of the AP/BH. If the router is configured to be a DHCP server, then configure the
laptop computer to automatically obtain an address. If DHCP is not enabled, then ensure
that the laptop computer is configured with a static IP address in the same subnet as the
AP/BH.

The configuration for analyzing traffic at an AP or BH that is not connected to a CMM is
shown in Figure 169.

AP or BH Power Router
To Radio Cable Supply To Computer Cable
HUB
Sniffer
Laptop

Figure 169: Protocol analysis at AP or BH not connected to a CMM

31.3 ANALYZING TRAFFIC AT AN AP OR BH WITH A CMM

The IP address of the protocol analyzer laptop computer must match the IP addressing
scheme of the AP/BH. If the router is configured to be a DHCP server, then configure the
laptop computer to automatically obtain an address. If DHCP is not enabled, ensure that
the laptop computer is configured with a static IP address in the same subnet as the
AP/BH.

Connect the hub to the J2 Ethernet to Switch of the port that is associated with the
AP/BH. This example is of capturing traffic from AP/BH 111, which is connected to

Port 1. The configuration for analyzing traffic at an AP or BH that is connected to a CMM
is shown in Figure 170.
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CMM
8 | J1toRadio J2 Ethernetto 8
7 Switch 7 Ethemet Switch
6 6 A
5 5
4 4
—» 3 3
AP/BH > 1 1
111
_ l A 4
Sniffer HUB Route r
Laptop

Figure 170: Protocol analysis at AP or BH connected to a CMM

31.4 EXAMPLE OF A PROTOCOL ANALYZER SETUP FOR AN SM

The following is an example of a network protocol analyzer setup using Ethereal®
software to capture traffic at the SM level. The Ethereal network protocol analyzer has
changed its name to Wireshark™, but functionality and use remains much the same. This
example is based on the following assumptions:

o

o

All required physical cabling has been completed.

The hub, protocol analyzer laptop computer, and subscriber PC are successfully
connected.

The SM is connected

— as shown in Figure 169 on Page 454.

— to the subscriber PC and the AP.

Ethereal software is operational on the laptop computer.

Although these procedures involve the SM, the only difference in the procedure for
analyzing traffic on an AP or BH is the hub insertion point.

The IP Configuration screen of the example SM is shown in Figure 171.
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‘3 IP [root] - Microsoft Internet Explorer O] x|

“‘CANOPY

Advantage" Platform

Motorola Wireless Broadband

Configuration

Configuration => |P

5.7GHz - Subscriber Module - 0a-00-3e-f2-55-3f

IP Address : |

C Public
@ Local

Subnet Mask : [s5.255.010 |
Gateway IP Address : ||_ |

 Enabled
@ Disabled

Account: root

Level: ADMINISTRATOR Metwork Accessibility :

DHCP state :

|

[ e 7

Figure 171: IP tab of SM with NAT disabled and local accessibility

Procedure 47: Setting up a protocol analyzer
1. Note the IP configuration of the SM.
2. Browse to Start-> My Network Places—> Network and Dialup Connections.

3. For Local Area Connection, select Properties.
RESULT: The Local Area Connections Properties window opens, as shown in
Figure 172.
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Local Area Connection Properties 21 x|

General I

Connect using:

I E3 3Com 3C20 Integrated Fast Ethernet Controller [3C305C-

Components checked are used by this connection:

Configure |

V! = E acfilt Driver

V| = Client for Microsoft Netwarks

Internet Protocol [TCP/IP)

Install... I Uninstall I | Properties I

— Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

¥ Show icon in taskbar when connected

oK Cancel

Figure 172: Local Area Connection Properties window

4. Select Internet Protocol (TCP/IP).

5. Click the Properties button.

Operations Guide

RESULT: The Internet Protocol (TCP/IP) Properties window opens, as shown in

Figure 173.

Internet Protocol (TCP/IP) Properties 2| x|

General I

You can get |P settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator far

the appropriate IP settings.

¢ Dbtain an IP address automatically

—" Use the following IP address:
P atdress
Subrnet rmask

[Detault asteway:

—
——
—

Preferred DNS server:

Altermate DS seryer

' [Obtain DNS server address automatically

—{" Use the following DNS server add

—
——

Advanced... I

[ ok | cance |

Figure 173: Internet Protocol (TCP/IP) Properties window
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6. Unless you have a static IP address configured on the SM, select
Obtain an IP address automatically for the protocol analyzer laptop computer,
as shown in Figure 173.

7. If you have configured a static IP address on the SM, then

a. select Use the following IP address.

b. enter an IP address that is in the same subnet as the SM.
8. Click OK.
9. Open your web browser.

10. Enter the IP address of the SM.
RESULT: The General Status tab of the SM opens, as shown in Figure 60 on
Page 198.

11. If the General Status tab did not open, reconfigure how the laptop computer
obtains an IP address.

12. Verify that you have connectivity from the laptop computer to the SM with the hub
inserted.

13. Launch the protocol analyzer software on the laptop computer.

14. In the Capture menu, select Start.
RESULT: The Ethereal Capture Options window opens, as shown in Figure 174.

(@ Ethereal: Capture Options 1 =10 x|

Capture -
Interface: I3Com EtherLink PCI: \Device\NF‘F_{EU_/l

Link-layer header type:  Ethernet _i
_I Limit each packet to |55 —} bytes

- Capture packets in promiscuous mode

Capture ﬁle(s)
File:| |

_|Use iing buffer Mumber of files |El —>
I Rotate capture file every |1 A, second(s)

'Display options

_| Update list of packets in real time
_J Autorratic scrolling In live capture

-Capture limits -

_1 Stop capture after |l ‘} packet(s) captured
_| Stop capture after I | A, kilobyte(s) captured

| | Stop capture after Ii '? second(s)

MName resolution -
- Enable MAC name resolution

_| Enable network name resolution

r~ Enable transport name resolution

oK ] Cancel

Figure 174: Ethereal Capture Options window
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Ensure that the Interface field reflects the network interface card (NIC) that is
used on the protocol analyzer laptop computer.

NOTE: Although you can select filters based on specific types of traffic, all values
are defaults in this example.

If you wish to select filters, select them now.
Click OK.
RESULT: The Ethereal Capture window opens, as shown in Figure 175.
Captured Packets -
Total 70 % of total
SCTP G 0.0%
TCP 60 ‘ 85.7%
UDP i I 0.0%
ICMP g I 11.4%
ARP 2 ‘ 29%
OSPF 0 0.0%
GRE 0 0.0%
NetBIOS 0 0.0%
IPX 0 0.0%
VINES 0 0.0%
| Other 0 0.0%
Running 00:01:33
Stop

Figure 175: Ethereal Capture window

NOTE: This window graphically displays the types of packets (by percentage)
that are being captured.

If all packet types are displayed with 0%, either
o launch your Web browser on the subscriber PC for the IP address of the SM
o ping the SM from the home PC.

If still all packet types are displayed with 0% (meaning that no traffic is being
captured), reconfigure IP addressing until you can successfully see traffic
captured on the laptop computer.

Whenever the desired number of packets have been captured, click Stop.
RESULT: When you stop the packet capture, the <capture> - Ethereal window
opens, as shown in Figure 176.
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alelx
E:lv Eét Vaw Captoe  Andyze  Help
d x [@|S] @ =[] 5] 8 .
Time Sewrce Destinstiin j
0,000981 | 037003301201 00705 1111“_74:'1'.:{."- anp 369,254, 1.3 15 T 03700:3€:2010030
3 0.002011 . d.147 169.254.1.1 ICHP gcho (ping) request
4 0,007021 5.1.1 54.1.147 ICHP gche {(ping) reply
$ 1,00302% +1.147 -1.1 1Cne echo (ping) requast
6 1,004272 S BS § .1.147 IHP gcho {ping) reply
7 2.004900 1,147 d.1.1 1CHp £cho (ping) request
s L s2:383 Tow: S GRAd-FaRl 4
= ] =
Wrrame 1 (42 bytes on wire, 32 captured) £
@ eTthernet I, Src: 00:hOId0:74 209, OsT: FRIfFIffIfroreifr
0 Agdress Resolution Protocol (request)
Hargware Type: tthernet (0x0001)
Protacol Ly 1P (Ox0800)
Hardware %
Protacal size: 4
opcede: request (O
LEnGer MAC adoress: }274:35:00 (0aliComp_74:35:00)
sender IP addrese: .147 (149.25a.1.147)
TArQeT Mmac adore 200:00:00 (00:00:00_00:00:00)
Taroer IP address: 1 (169.25%.1.1) 7
| — -
0000 T ff T ff T #Ff 00 b0 00 74 35 09 08 06 00 01 ........ . Thvjioia X
0010 03 00 06 OM 00 01 QO B0 o) 74 35 Q0 A9 e 02 93 ........ B2 0%
0020 00 0D 0O OO0 00 00 a® fe 0L 01 = Liiieies s
7
rl!ol‘" _/I Roml Appi,llﬁb <gaptues> Deopy 0
Byt [0 MK || e | Bom | Gl | Soa. | Zowx | Elowe | Frc s |[@ <can- S PRB sum
Figure 176: <capture> - Ethereal window, Packet 1 selected
This window has three panes:

o The top pane provides a sequenced summary of the packets captured and
includes SRC/DEST address and type of protocol. What you select in this pane
determines the additional information that is displayed in the lower two panes.

o The lower two panes facilitate drill-down into the packet that you selected in the
top pane.

In this example, Packet 1 (a broadcast ARP request) was selected in the top pane. The
lower two panes provide further details about Packet 1.
Another example is shown in Figure 177.
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|Protecal [ wto
0 5.o%T 680 B ARSI v 8 ICRY ECNG CpIngy Tepry
11 S6.3R8738  166.254.1.147 we 7457 > hrtp [SvN] seqed Acke( wine65535 Leans0 mEs«14
12 56.390395 169.25%4.1.1 TR hetp > 2437 [Syn, ACK] Segel Ackel WinedOY6 Lens0 M5
13 56,3904 59 165,.258.1,147 ©wr 2457 » hrep [Ack] Seqel Ackel wine65535 LeneO
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15!

T e
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8 Hypertext Transfer drotoco)
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\ri\n |7
sl I P
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Figure 177: <capture> - Ethereal window, Packet 14 selected
In this second example, Packet 14 (protocol type HTTP) is selected in the top pane.
The two lower panes provide further details about Packet 14.
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32 TROUBLESHOOTING

32.1 GENERAL PLANNING FOR TROUBLESHOOTING

Effective troubleshooting depends in part on measures that you take before you
experience trouble in your network. Canopy recommends the following measures for
each site:

1. Identify troubleshooting tools that are available at your site (such as a protocol
analyzer).

2. ldentify commands and other sources that can capture baseline data for the site.
These may include

° ping
° tracert or traceroute
o Link Capacity Test results
> throughput data
o Configuration tab captures
o Status tab captures
o session logs
3. Start a log for the site.
4. Include the following information in the log:
o operating procedures
o site-specific configuration records
> network topology
o software releases, boot versions, and FPGA firmware versions
o types of hardware deployed
o site-specific troubleshooting processes
o escalation procedures
5. Capture baseline data into the log from the sources listed in Step 2.

32.2 GENERAL FAULT ISOLATION PROCESS
Effective troubleshooting also requires an effective fault isolation methodology that
includes
o attempting to isolate the problem to the level of a system, subsystem, or link,
such as
AP to SM
- APto CMM
- APto GPS
- CMM to GPS
- BHMto BHS
- BHMto CMM
- power

o researching Event Logs of the involved equipment. (See Interpreting Messages
in the Event Log on Page 410.)
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o answering the questions listed in the following section.
o reversing the last previous corrective attempt before proceeding to the next.
o performing only one corrective attempt at a time.

32.3 QUESTIONS TO HELP ISOLATE THE PROBLEM
When a problem occurs, attempt to answer the following questions:

1. What is the history of the problem?
> Have we changed something recently?
o Have we seen other symptoms before this?
2. How wide-spread is the symptom?
o |s the problem on only a single SM? (If so, focus on that SM.)
o Is the problem on multiple SMs? If so
— is the problem on one AP in the cluster? (If so, focus on that AP)

— is the problem on multiple, but not all, APs in the cluster? (If so, focus on
those APs)

— is the problem on all APs in the cluster? (If so, focus on the CMM and the
GPS signal.)

3. Based on data in the Event Log (described in Interpreting Messages in the Event
Log on Page 410)

> does the problem correlate to External Hard Resets with no WatchDog timers?
(If so, this indicates a loss of power. Correct your power problem.)

o is intermittent connectivity indicated? (If so, verify your configuration, power
level, jitter, cables and connections, and the speed duplex of both ends of the
link).

o does the problem correlate to loss-of-sync events?
4. Are connections made via shielded cables?
5. Does the GPS antenna have an unobstructed view of the entire horizon?

32.4 SECONDARY STEPS
After preliminary fault isolation through the above steps
1. check the Canopy knowledge base

(http://motorola.canopywireless.com/support/knowledge) to find whether other
network operators have encountered a similar problem.

2. proceed to any appropriate set of diagnostic steps. These are organized as
follows:

o Module Has Lost or Does Not Establish Connectivity

o NAT/DHCP-configured SM Has Lost or Does Not Establish Connectivity on
Page 466

o SM Does Not Register to an AP on Page 468

o BHS Does Not Register to the BHM on Page 469

o Module Has Lost or Does Not Gain Sync on Page 470

o Module Does Not Establish Ethernet Connectivity on Page 471
o Module Does Not Power Up on Page 472

o Power Supply Does Not Produce Power on Page 472
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o CMM2 Does Not Power Up on Page 473
o CMM2 Does Not Pass Proper GPS Sync to Connected Modules on

Page 473

32.5 PROCEDURES FOR TROUBLESHOOTING

32.5.1 Module Has Lost or Does Not Establish Connectivity
To troubleshoot a loss of connectivity, perform the following steps.

Procedure 48: Troubleshooting loss of connectivity

1. Isolate the end user/SM from peripheral equipment and variables such as
routers, switches, and firewalls.

2. Set up the minimal amount of equipment.
3. On each end of the link

a.
b.

@ "o oo

check the cables and connections.

verify that the cable/connection scheme—straight-through or crossover—is
correct.

verify that the LED labeled LNK is green.

access the General Status tab in the Home page of the module.
verify that the SM is registered.

verify that RSSI is 700 or higher.

verify that jitter is reported as 9 or lower.

access the IP tab in the Configuration page of the module.
verify that IP addresses match and are in the same subnet.

4. On the SM end of the link

a.

b.
c.

verify that the PC that is connected to the SM is correctly configured to obtain
an IP address through DHCP.

execute ipconfig.
verify that the PC has an assigned IP address.

5. On each end of the link

a.
b.

access the General tab in the Configuration page of each module.

verify that the setting for Link Speeds (or negotiation) matches that of the
other module.

access the Radio tab in the Configuration page of each module.

verify that the Radio Frequency Carrier setting is checked in the Custom
Radio Frequency Scan Selection List.

verify that the Color Code setting matches that of the other module.

access the browser LAN settings (for example, at
Tools—> Internet Options—> Connections—=> LAN Settings in Internet
Explorer).

verify that none of the settings are selected.
access the Link Capacity Test tab in the Tools page of the module.

perform a link test. (See Procedure 40: Performing a Link Capacity Test on
Page 433.)
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verify that the link test results show efficiency greater than 90% in both the
uplink and downlink (except as described under Comparing Efficiency in 1X
Operation to Efficiency in 2X Operation on Page 135).

execute ping.
verify that no packet loss was experienced.

. verify that response times are not significantly greater than

o 2.5 ms from BH to BH

o 4 ms from AP to SM

o 15 ms from SM to AP

replace any cables that you suspect may be causing the problem.

6. After connectivity has been re-established, reinstall network elements and
variables that you removed in Step 1.

32.5.2 NAT/DHCP-configured SM Has Lost or Does Not Establish Connectivity

Before troubleshooting this problem, identify the NAT/DHCP configuration from the
following list:

o

o

o

o

NAT with DHCP Client and DHCP Server
NAT with DHCP Client

NAT with DHCP Server

NAT without DHCP

To troubleshoot a loss of connectivity for an SM configured for NAT/DHCP, perform the
following steps.

Procedure 49: Troubleshooting loss of connectivity for NAT/DHCP-configured SM

1.

Isolate the end user/SM from peripheral equipment and variables such as
routers, switches, and firewalls.

Set up the minimal amount of equipment.

On each end of the link

a. check the cables and connections.

b. verify that the cable/connection scheme—straight-through or crossover—is
correct.

c. verify that the LED labeled LNK is green.

At the SM

a. access the NAT Table tab in the Logs web page.

NOTE: An example of this tab is shown in Figure 178.
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ANAT T

able [root] - Microsoft Internet Explorer

“CANOPY

Motorola Wireless Internet Platform

M .|

(Eogo]
Logs => NAT Table

5.7GHz - Subscriber Module - 0a-00-3e-f0-09-c7

Orig IP Port Final IP Port Prot ALG Status HFin RFin Timeout
used 0 free 2048

Account: root
Level. ADMINISTRATOR i

Figure 178: NAT Table tab of SM, example

b. verify that the correct NAT translations are listed.
RESULT: NAT is eliminated as a possible cause if these translations are
correct.

5. If this SMis configured for NAT with DHCP, then at the SM

a. execute ipconfig.

b. verify that the PC has an assigned IP address.

c. ifthe PC does not have an assigned IP address, then
o enter ipconfig /release "“Adapter Name”.
o enter ipconfig /renew “Adapter Name”.
o reboot the PC.
o retreat to Step 5a.

d. ifthe PC has an assigned IP address, then

o access the NAT DHCP Statistics tab in the Statistics web page of
the SM.

NOTE: An example of this tab is shown in Figure 179.
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3 NAT DHCP Statistics [root] - Microsoft Internet Explorer [TIT[—

CANOPY

Metorola Wireless Internet Platform

; I KlAT DHCP Statisiics

Statistics Statistics => NAT DHCP Statistics

5.7GHz - Subscriber Module - 0a-00-3e-f0-09-¢7

Assigned IP: 10.40.255 252
Subnet Mask: 255.255.0.0

Account: root 7
Level ADMINISTRATOR Default Gateway: 10.40.255.254

DHCP Server IP: 172.16.20.3
DNS Servers: 172.16.20.2 172.16.20.3
Lease remained: Od, 23:26:00

PktXmt Count: 17
PktRcy Count: 9
PktToss Count: O

Agsigned IP Address  Hardware Address  Lease Remained/State

PktXmt Count: O
PktRcv Count: 0
PktToss Count: D

Figure 179: NAT DHCP Statistics tab of SM, example

o verify that DHCP is operating as configured.

6. After connectivity has been re-established, reinstall network elements and
variables that you removed in Step 1.

32.5.3 SM Does Not Register to an AP
To troubleshoot an SM failing to register to an AP, perform the following steps.

Procedure 50: Troubleshooting SM failing to register to an AP

Access the Radio tab in the Configuration page of the SM.
Note the Color Code of the SM.

Access the Radio tab in the Configuration page of the AP.
Verify that the Color Code of the AP matches that of the SM.
Note the Radio Frequency Carrier of the AP.

Verify that the value of the RF Frequency Carrier of the AP is selected in the
Custom Radio Frequency Scan Selection List parameter in the SM.

AR o
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7. In the AP, verify that the Max Range parameter is set to a distance slightly
greater than the distance between the AP and the furthest SM that must register
to this AP.

8. Verify that a clear line of sight exists between the AP and the SM, and that no
obstruction significantly penetrates the Fresnel zone of the attempted link.
If these conditions are not established, then verify that the AP and SM are
900-MHz modules in close proximity to each other.

9. Access the General Status tab in the Home page of each module.

10. In the Software Version field, verify that both the AP and SM are of the same
encryption scheme (AES or DES).

11. Remove the bottom cover of the SM to expose the LEDs.

12. Power cycle the SM.
RESULT: Approximately 25 seconds after the power cycle, the green LED
labeled LNK should light to indicate that the link has been established. If the
orange LED labeled SYN is lit instead, then the SM is in Alignment mode
because the SM failed to establish the link.

13. In this latter case, and if the SM has encountered no customer-inflicted damage,
then request an RMA for the SM.

32.5.4 BHS Does Not Register to the BHM
To troubleshoot an BHS failing to register to the BHM, perform the following steps.

Procedure 51: Troubleshooting BHS failing to register to a BHM

Access the Radio tab in the Configuration page of the BHS.
Note the Color Code of the BHS.

Access the Radio tab in the Configuration page of the BHM.
Verify that the Color Code of the BHM matches that of the BHS.
Note the Radio Frequency Carrier of the BHM.

Verify that the value of the RF Frequency Carrier of the BHM is selected in the
Custom Radio Frequency Scan Selection List parameter on the Configuration
page of the BHS.

7. Verify that a clear line of sight exists between the BHM and BHS, and that no
obstruction significantly penetrates the Fresnel zone of the attempted link.

o ok wNh =

8. Access the General Status tab in the Home page of each module.

9. In the Software Version field, verify that both the BHM and BHS are of the same
encryption scheme (AES or DES).

10. Also in the Software Version field, verify that both the BHM and BHS are of the
same modulation rate from the factory (BH20 or BH10).

11. Remove the bottom cover of the BHS to expose the LEDs.
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12. Power cycle the BHS.
RESULT: Approximately 25 seconds after the power cycle, the green LED
labeled LNK should light to indicate that the link has been established. If the
orange LED labeled SYN is lit instead, then the BHS is in Alignment mode
because the BHS failed to establish the link. In this latter case, and if the BHS
has encountered no customer-inflicted damage, then request an RMA for
the BHS.

32.5.5 Module Has Lost or Does Not Gain Sync
To troubleshoot a loss of sync, perform the following steps.
Procedure 52: Troubleshooting loss of sync

1. Access the Event Log tab in the Home page of the SM.
NOTE: An example of this tab is shown in Figure 180.

23 Fvont Log oot - Micraealt [edereet Eeplorme

|

CANOPY

Bararshs Wirateoh Favarann Plantien

Home

Home == Event Log

5 7GHz - Subscnbar Module - 08-00-36-10-09.c7

1B25 I UT 010801 File src/oct ¢ - Line 526 Software Varsion - CANOPY 80 (Build 17) Feb 16 2006 1758 21 SMDES
162534 UT 010601 * Fie srefroot.c - Lime 530 Software Bout Verswon . CANOPYBOOT 30

162535 UT - OG0T - Fie srcfioct ¢ - Line 538 FPGA Version - 07 13054

162535 UT 0106101 . Fie srefroot ¢ - Line 580 FPGA Fealwes  DES Sched

162818 UT : 010601 - Fide arc/syslog ¢ © Line 1116 Time sot

16:52:14 UT | 010801 - Foe src/sysiog.c | Line 1116 Time sat

17.12.06 UT . 010501 . Fie srcfupdate.c - Une 2202 Burndie App from Autolipdate

171149 UT 010801 © Fés srefsyslog e Ling 1116 Time st

17 180 UT 010601 Fite sic/syslog ¢ - Line %66 System Reset Excoption - Extemst Hord Ruset WatchDog Cur Extint
D Max Extiet D Cur Decint 0 Max Dacint 0 Cur Sync 0 Max Sync 0 Cur LED D Max LED 1 Cur FthXow 0 Max Ethicw 0 Cur
FEC 0 Max FEC O Cur FPGA D Max FPGA 216 Cur FrmLoc 0 Max FrmLoc 0 AAS|ste 12

17 1180 UT - 010801 - File src/roct ¢ - Line 521 ****System Statup™™*

171120 U1 D0E01 - File srefroet e Line 525 Soltware Version - CANOPY 80 (Budd 17) Feb 16 2006 17 5621 SM-UES
71180 UT D1O601 - Fils srefroct ¢ Line 530 Softwar Boot Versan © CANOPYBOOT 10

171051 UT 010601 © Foe srcfreot.c - Uine 536 FPGA Vaesion - 0713054

17 1151 UT . 010501 . Fide s1ciioot ¢ - Ling 580 FPGA Featues  DES Sched

1772003 UT 014801 © Fie srefayalog € @ Ling 1116 Tima sat

19.47. 28 UT . 010801 . Fike srcfsyslog e . Line 1115 Time get

20061WUT 010601 Fie sic/sysloge Line 1116 Time set

& 06 UT 010601 . Fide siefsyslog e Line 1116 Time set

A NATUT DIDEO1  Fie sic/update c - Line 2202 Bumdle App from Autolipdate

202530UT 00801 . Fée sic/sysloge - Line 1116 Time set

202531 UT - D10601 * Fie sre/ayslag ¢ Line %66 Systom Reset Excoption - Extomal Hard Reset WatehDog Cur Exting
0 Max Extirt O Cur Dacint O Max Dscint 0 Cur Sync 0 Max Sync O Cur LED O Max LED 1 Cur EthXevr O Max EthXey O Cur

Arcoun

Luvel ADMINE

Figure 180: Event Log tab of SM, example

2. Check for messages with the following format:
RcvErmNum =

ExpFrmNum =
(See Table 64: Event Log messages for abnormal events on Page 412.)
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3. If these messages are present, check the Event Log tab of another SM that is
registered to the same AP for messages of the same type.

4. If the Event Log of this second SM does not contain these messages, then the
fault is isolated to the first SM.

5. If the Event Log page of this second SM contains these messages, access the
GPS Status page of the AP.

6. If the Satellites Tracked field in the GPS Status page of the AP indicates fewer
than 4 or the Pulse Status field does not indicate Generating Sync, check the
GPS Status page of another AP in the same AP cluster for these indicators.

7. |If these indicators are present in the second AP

a. verify that the GPS antenna still has an unobstructed view of the entire
horizon.

b. visually inspect the cable and connections between the GPS antenna and
the CMM.

c. if this cable is not shielded, replace the cable with shielded cable.
8. If these indicators are not present in the second AP

a. visually inspect the cable and connections between the CMM and the AP
antenna.

b. if this cable is not shielded, replace the cable with shielded cable.

32.5.6 Module Does Not Establish Ethernet Connectivity
To troubleshoot a loss of Ethernet connectivity, perform the following steps.

Procedure 53: Troubleshooting loss of Ethernet connectivity

1. Verify that the connector crimps on the Ethernet cable are not loose.
2. Verify that the Ethernet cable is not damaged.

3. If the Ethernet cable connects the module to a network interface card (NIC),
verify that the cable is pinned out as a straight-through cable.

4. If the Ethernet cable connects the module to a hub, switch, or router, verify that
the cable is pinned out as a crossover cable.

5. Verify that the Ethernet port to which the cable connects the module is set to
auto-negotiate speed.

6. Power cycle the module.
RESULT: Approximately 25 seconds after the power cycle, the green LED
labeled LNK should light to indicate that the link has been established. If the
orange LED labeled SYN is lit instead, then the module is in Alignment mode
because the module failed to establish the link.

7. In this latter case, and if the module has encountered no customer-inflicted
damage, then request an RMA for the module.
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32.5.7 Module Does Not Power Up
To troubleshoot the failure of a module to power up, perform the following steps.

Procedure 54: Troubleshooting failure to power up

1. Verify that the connector crimps on the Ethernet cable are not loose.
2. Verify that the Ethernet cable is not damaged.

3. Verify that the cable is wired and pinned out according to the specifications
provided under Wiring Connectors on Page 182.

4. Remove the cover of the module to expose the components on the printed wiring
board.

5. Find the Ethernet transformer, which is labeled with either the name Halo or the
name Pulse.

6. Verify that the Ethernet transformer does not show damage that would have
been caused by improper cabling. (You can recognize damage as the top of the
transformer being no longer smooth. The transformer in the following picture is
damaged and is ineligible for an RMA.)

7. Connect the power supply to a known good Canopy module via a known good
Ethernet cable.

8. Attempt to power up the known good module and

o if the known good module fails to power up, request an RMA for the power
supply.
o if the known good module powers up, return to the module that does not power
up.
9. Reconnect the power supply to the failing module.
10. Connect the power supply to a power source.
11. Verify that the red LED labeled PWR lights.

12. If this LED does not light, and the module has not been powered up since the last
previous FPGA firmware upgrade was performed on the module, then request an
RMA for the module.

32.5.8 Power Supply Does Not Produce Power

To troubleshoot the failure of a power supply to produce power, perform the following
steps.

Procedure 55: Troubleshooting failure of power supply to produce power

1. Verify that the connector crimps on the Ethernet cable are not loose.
2. Verify that the Ethernet cable is not damaged.
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3. Verify that the cable is wired and pinned out according to the specifications
provided under Wiring Connectors on Page 182.

4. Connect the power supply to a known good Canopy module via a known good
Ethernet cable.

5. Attempt to power up the known good module.

6. If the known good module fails to power up, request an RMA for the power
supply.

32.5.9 CMM2 Does Not Power Up
To troubleshoot a malfunctioning CMM2, perform the following steps.

Procedure 56: Troubleshooting CMM2 that malfunctions

1. Verify that the 115-/230-V switch (in the lower right-hand corner of the CMM2) is
in the correct position for the power source. (See Figure 123 on Page 337.)
Applying power when this switch is in the wrong position can damage the CMM2
and will render it ineligible for an RMA.

2. Verify that the electrical source to the CMM2 meets Canopy specifications. See
Table 18 on Page 71.

3. Verify that the electrical source is connected to the CMM2 at the proper
connection point. (See Figure 125 on Page 339.)

Verify that the fuse is operational.

Attempt to power up the CMM2.

If the power indicator on the interconnect board of the CMM2 fails to light when
power is applied to the CMM2, request an RMA for the CMM2.

4
5. Verify that the fuse is properly seated in the receptacle.
6
7

32.5.10 CMM2 Does Not Pass Proper GPS Sync to Connected Modules
If the Event Log tabs in all connected modules contain Loss of GPS Sync Pulse
messages, perform the following steps.
Procedure 57: Troubleshooting CMM?2 not passing sync
Verify that the GPS antenna has an unobstructed view of the entire horizon.
Verify that the GPS coaxial cable meets specifications.
Verify that the GPS sync cable meets specifications for wiring and length.

b=

If the web pages of connected modules indicate any of the following, then find
and eliminate the source of noise that is being coupled into the GPS sync cable:

o In the GPS Status page
— anomalous number of Satellites Tracked (greater than 12, for example)
— incorrect reported Latitude and/or Longitude of the antenna
o In the Event Log page
— garbled GPS messages
— large number of Acquired GPS Sync Pulse messages
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5. If these efforts fail to resolve the problem, then request an RMA for the CMM2.

32.5.11 Module Software Cannot be Upgraded
If your attempt to upgrade the software of a module fails, perform the following steps.

Procedure 58: Troubleshooting an unsuccessful software upgrade

1. Download the latest issue of the target release and the associated release notes.
2. Compare the files used in the failed attempt to the newly downloaded software.

3. Compare the procedure used in the failed attempt to the procedure in the newly
downloaded release notes.

4. If these comparisons reveal a difference, retry the upgrade, this time with the
newer file or newer procedure.

5. If, during attempts to upgrade the FPGA firmware, the following message is
repeatable, then request an RMA for the module:

Error code 6, unrecognized device

32.5.12 Module Functions Properly, Except Web Interface Became Inaccessible

If a module continues to pass traffic, and the telnet and SNMP interfaces to the module
continue to function, but the web interface to the module does not display, perform the
following steps.

Procedure 59: Restoring the web interface to a module

1. Enter telnet DottedIPAddress.
RESULT: A telnet session to the module is invoked.

At the Login prompt, enter root.
At the Password prompt, enter PasswordIfConfigured.

At the Telnet +> prompt, enter reset.
RESULT: The web interface is accessible again, and this telnet connection is
closed.
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33 OBTAINING TECHNICAL SUPPORT

NOTE:

— The contact information for Canopy Technical Support staff is included at the

end of this section (on Page 479). However, in most cases, you should follow
the procedure of this section before you contact them.

To get information or assistance as soon as possible for problems that you encounter,
use the following sequence of actions:

1.

Search this document, the user guides of products that are supported by
dedicated documents, and the software release notes of supported releases

a. inthe Table of Contents for the topic.
b. in the Adobe Reader® search capability for keywords that apply.8

Visit http://motorola.canopywireless.com/support/knowledge to view the Canopy
Knowledge Base.

Ask your Canopy products supplier to help.

View and analyze event logs, error messages, and debug messages to help
isolate the problem.

Check release notes and verify that all of your Canopy equipment is on the
correct software release.

Verify that the Canopy configuration files match the last known good (baseline)
Canopy configuration files captured in the site log book.

Verify connectivity (physical cabling).

At the SM level, minimize your network configuration (remove home network
devices to help isolate problem).

Perform the site verification checklist.

. Use Table 66 (two pages) as a job aid to collect basic site information for

technical support to use.

® Readeris a registered trademark of Adobe Systems, Incorporated.
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Table 66: Basic site information for technical support

Call Log Number: Company:
Problem Type: Site Contact:
Call Severity (Select One): Open Date:

1- Urgent-Customer Svc Down
2- Serious- Customer Svc Impacted
3- Non-Critical/General Inquiry

Product Types Involved: MAC Addresses:
(ID the product type)

2400 SM/AP/BHM/BHS

5200 ER /BHM/BHS

5200 SM/AP/BHM/BHS

5700 SM/AP/BHM/BHS

1008CK

300SS

ACPS110

Software Releases: Boot Versions:
Authentication ?: Is the customer using
Yes/No shielded cables?
Type: Yes/No

Issue 2, November 2007 Draft 5 for Regulatory Review

Location:

Site Phone:

Close Date:

IP Addresses:

FPGA Versions:

Remote Access Method:

IP Address:
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Network Scenario for this issue: Link Distance: Reflectors in use:
(ID those that apply) Yes/No
dBm=
SM to Subscriber PC Jitter=
Yes/No
SM to AP (Point to Multipoint)
Yes/No
BHM to BHS (Point to Point)
Yes/No
20Meg or 10Meg backhaul
Yes/No
NAT/DHCP Scenario: Problem Description: NAT/DHCP Scenario:
NAT Disabled NAT Disabled
Yes/No Yes/No
NAT with DHCP Client and DHCP NAT with DHCP Client and
Server DHCP
Yes/NO SerVer
NAT with DHCP Client Yes/No
Yes/No NAT with DHCP Client
NAT with DHCP Server Yes/No
Yes/No NAT with DHCP Server
NAT with no DHCP Yes/No
Yes/No New Install: Yes/No NAT with no DHCP
Yes/No

11. Save your basic site information as file Site Info.

12. From among Figure 28 on Page 103, Figure 29 on Page 104, and Figure 30 on
Page 104, select the basic network topology diagram that most closely matches
your network configuration.

13. If you selected Figure 28.

a.

@ ~0o ao o

Indicate how many APs are in each cluster.

Indicate how many AP clusters are deployed (and what types).
Include the IP addresses.

Indicate the frequency for each sector.

Indicate the type of synchronization.

Indicate how much separation exists between clusters.
For each AP collect the following additional information:
o Sector number:

o SW release:

o Frequency:

o Color code:
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14.

15.

16. Add any details that are not present in the generic diagram that you selected.
17.

Operations Guide

o |P address:
o Downlink/uplink ratio:
e Max range:
o Bridge entry timeout:
o Number of subscribers:
o Method of synchronization:
If you selected Figure 29
a. Indicate how many APs are in each cluster.
Indicate how many AP clusters are deployed (and what types).
Indicate how many BH links are configured.
Include the IP addresses.
Indicate the frequency for each sector.
Indicate the type of synchronization.
Indicate how much separation exists between clusters and BHs.
Indicate the types of BH links (10-Mbps or 20-Mbps).
Distances of links.

S@ "o a0 T

j. Frequency used by each BH.
k. Foreach AP and BHM, collect the following additional information:
o Sector number:
o SW release:
o Frequency:
o Color code:
o |P address:
o Downlink/uplink ratio:
e Max range:
o Bridge entry timeout:
o Number of subscribers:
o Method of synchronization:
If you selected Figure 30, collect the following additional information:
o Sector number:
o SW release:
o Frequency:
o Color code:
o |P address:
o Downlink/uplink ratio:
e Max range:
o Bridge entry timeout:
o Number of subscribers:
o Method of synchronization:

Save your diagram as file Net Diagram.

18. Capture screens from the following web pages of affected modules:
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Home page Status tabs as files SM/AP/BHM/BHS StatusTabname.gif
Configuration page tabs as files S;/AP/BHM/BHS ConfigTabname.gif
Home page Event Log as file SM/AP/BHM/BHS Events.gif

Tools page Link Capacity Test tab (with link test results) as file
SM/AP/BHM/BHS LinkTST.gif

Statistics page Radio tab as file sSM/AP/BHM/BHS RFstats.gif

19. For any affected SM or BHS, capture the Tools page AP Evaluation tab as file
SM/BHS APEval.gif.

20. For any affected SM that has NAT/DHCP enabled, capture screens from the
following additional web pages:

o

o

o

o

o

o

Configuration page NAT tab as file S¥ Natconfig.gif

Configuration page NAT Port Mapping tab as file SM_NatPortmap.gif
Logs page NAT Table tab as file SM NatTable.gif

Statistics page NAT Stats tab as file SM NatStats.gif

Statistics page Translation Table tab as file SM ArpStats.gif
Statistics page NAT DHCP Statistics tab as file SM DhcpStats.gif

Also capture the Windows IP Configuration screen as file SM WindowsIP.gif.

21. Escalate the problem to Canopy systems Technical Support (or another technical
support organization that has been designated for you) as follows:

a.

Start e-mail to technical-support@canopywireless.com. In this email

o Describe the problem.

o Describe the history of the problem.

o List your attempts to solve the problem.
o Attach the above files.

o List the files that you are attaching.
Send the email.

Call 1 888 605 2552 (or +1 217 824 9742).
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34 GETTING WARRANTY ASSISTANCE

For warranty assistance, contact your reseller or distributor for the process.
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35 ADMINISTERING MODULES THROUGH TELNET
INTERFACE

In the telnet administrative interface to a module, the Canopy platform supports the
commands defined in Table 67. Many of these are not needed with CNUT.

Command

addwebfile

burnfile

cat

clearsyslog

clearwebfile

exit

fpga_conf

ftp

help

jbi

1s

lsweb

Issue 2, November 2007
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Add a custom web file

Burn flash from file

Concatenate and display.
Clear the system event
log

Clear all custom web
files

Exit from telnet session

Update FPGA program

File transfer application

Display command line
function help

Update FPGA program

List the contents of a
directory

List Flash Web files

Table 67: Supported telnet commands for module administration

Notes

Syntax: addwebfile filename. Copies the
custom web file £iIlename to non-volatile
memory.

Syntax: burnfile filename.Updates the
CPU firmware with a new image. User the image
contained in £ilename if filename is
provided. If provided, £i Iename must match
the module type (for example, SMboot.bin for
a Subscriber Module or APboot .bin for an
Access Point Module).

Syntax: cat filename. Displays the
contents of £ilename.

Syntax: clearsyslog. Clears the system
event log.

Syntax: clearwebfile. Deletes all custom
web files.

Syntax: exit. Terminates the telnet interface
session.

Syntax: £pga_conf. Forces a module to
perform a hard (FPGA and CPU) reset. (See
reset.)

Syntax: £tp. Launches the ftp client
application on the module.

Syntax: help. Displays a list of available telnet
commands and a brief description of each.

Syntax: jbi —aprogram file. jbc.
Updates the FPGA firmware with the new image
contained in file. jbc.

Syntax: 1s. Lists the file names of all files in the
directory.
Syntax: 1s -1. Displays additional

information, such as the sizes and dates of the
files.

Syntax: 1sweb. Lists the file names of the saved
custom web files.
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Command

ping

reset

syslog

telnet

tftp

update

updateoff

version
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Send ICMP ECHO REQUEST
packets to network hosts

Reboot the unit

Remove (unlink) files

Display system event log:

syslog <optional
filename>

Telnet application

tftp application

Enable automatic SM code
updating

Disable automatic SM
code updating

Display the software
version string

Draft 5 for Regulatory Review
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Notes

Syntax: ping IPaddress. Sends an ICMP
ECHO_REQUEST to IPaddress and waits
for aresponse. If aresponse is received, the
system returns IPaddress is alive.

Ifno response is received, the system returns no
answer from IPaddress.

Syntax: reset. Forces the module to perform a
hard (FPGA and CPU) module reset. (See
fpga_conf.)

Syntax: rm filename. Remove filename.

Syntax: syslog. Displays the contents of the
system log. Syntax: syslog filename. Saves
the contents of the system log to filename.
Caution: overwrites £ilename if it already
exists.

Syntax: telnet hostIPaddress. Launches
the telnet client application on the Canopy
module.

Syntax: tftp hostIPaddress. Launches
the tftp client application on the Canopy
module.

Syntax: update actionlist. txt. Enables
the automated update procedure that
actionlist. txt specifies. (Supported for
only the Access Point Module.)

Syntax: updateoff. Disables the
automated update procedure.

Syntax: version. Displays the module
version string, which contains the
software/firmware/hardware versions, the
module type, and the operating
frequency.
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36 REGULATORY AND LEGAL NOTICES

36.1 IMPORTANT NOTE ON MODIFICATIONS

Intentional or unintentional changes or modifications to the equipment must not be made unless
under the express consent of the party responsible for compliance. Any such modifications could
void the user’s authority to operate the equipment and will void the manufacturer's warranty.

36.2 NATIONAL AND REGIONAL REGULATORY NOTICES

36.2.1 U.S. Federal Communication Commission (FCC) Notification

This device complies with Part 15 of the US FCC Rules and Regulations. Operation is
subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) This device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the US FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio-frequency energy and, if not installed
and used in accordance with these instructions, may cause harmful interference to radio
communications. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment on and off, the
user is encouraged to correct the interference by one or more of the following measures:

o Increase the separation between the affected equipment and the unit;

o Connect the affected equipment to a power outlet on a different circuit from that
which the receiver is connected to;
o Consult the dealer and/or experienced radio/TV technician for help.

FCC IDs and the specific configurations covered are listed in Table 68.
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Table 68: US FCC IDs and Industry Canada Certification Numbers and Covered
Configurations

FCCID

ABZ89FC5809

ABZ89FC5808

ABZ89FC3789

ABZ89FC5807

ABZ89FT7623

Industry
Canada
Cert
Number

109W-9000

109W-2400

109W-5200

109W-5210

Issue 2, November 2007

Frequencies

8 MHz channels,
centered on 906-
924 MHz in 1 MHz
increments (within
the 902-928 MHz
ISM band)

20 MHz channels,
centered on 2415-
2457.5 MHz in 2.5
MHz increments
(within the 2400-
2483.5 MHz ISM
band)

20 MHz channels,
centered on 5275-
5325 MHz in 5 MHz
increments (within
the 5250-5350 MHz
U-NII band)

20 MHz channels,
centered on 5275-
5325 MHz in 5 MHz
increments (within
the 5250-5350 MHz
U-NII band)

20 MHz channels,
centered on 5495-
5705 MHz in 5 MHz
increments (within
the 5470-5725 MHz
U-NII band)

Draft 5 for Regulatory Review

Module
Families

900 SM,
AP

2400 BH,
SM, AP

2400 BH,
SM

5200 BH,
SM, AP

5200 BH
or SM,

only P10
Modules

5210 BH

5400 BH,
SM, AP

5400 BH,
SM

Antenna or
Reflector

12 dBi Canopy
integrated
antenna

10 dBi Maxrad
Model # 21681,
flat panel

10 dBi Mars
Model # MA-
IS91-T2, flat
panel

10 dBi MTI
Model #MT-
2630003/N, flat
panel

8 dBi internal

8 dBi internal +
11 dB reflector

7 dBi internal

7 dBi internal +
18 dB reflector

7 dBi internal +
9dB lens

7 dBi internal +
18 dB reflector

7 dBi internal

7 dBi internal +
18 dB reflector

7 dBi internal +
9dB lens

Maximum
Transmitter
Output
Power

24 dBm
(250 mW)

26 dBm
(400 mw)

26 dBm
(400 mw)

26 dBm
(400 mw)

25 dBm
(340 mW)

25 dBm
(340 mW)

23 dBm
(200 mw)

5dBm
(3.2 mW)

14 dBm

5dBm
(3.2 mW)

23 dBm
(200 mw)

5dBm
(3.2 mW)

14 dBm
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FCCID Industry
Canada
Cert
Number

109W-5400

ABZ89FC5804 @ 109W-5700

ABZ89FT7629

36.2.2

Frequencies

20 MHz channels,
centered on 5495-
5575 and 5675-
5705 MHz in 5 MHz
increments (within
the 5470-5725 MHz
U-NII band with
5600-5650 MHz
excluded)

20 MHz channels,
centered on 5735-
5840 MHz in 5 MHz
increments (within
the 5725-5850
MHz ISM band)

10 MHz channels,
centered on 5476-
5719 in 0.5 MHz
increments (within
the 5470-5725 MHz
U-NII band)

Industry Canada (IC) Notification

Module
Families

5400 BH,
SM, AP

5400 BH,
SM

5700 BH,
SM, AP

5700 BH,
SM

5440 AP

5440 SM

Reference Information

Antenna or Maximum
Reflector Transmitter
Output
Power

7 dBi internal 23 dBm
(200 mW)

7 dBi internal + 5dBm

18 dB reflector (3.2 mW)

7 dBi internal + 14 dBm

9dB lens

7 dBi internal 23 dBm
(200 mW)

7 dBi internal + 23 dBm

18 dB reflector (200 mW)

7 dBi internal + 23 dBm

10 di lens (200 mW)

17 dBi 10 dBm

connectorized

antenna (60° x

5° 3 dB beam

width)

17 dBi 10 dBm

integrated

antenna (18° x
18° 3 dB beam
width)

This device complies with RSS-210 of Industry Canada. Operation is subject to the
following two conditions: (1) This device may not cause harmful interference, and (2) This
device must accept any interference received, including interference that may cause

undesired operation.

Users should be cautioned to take note that in Canada high power radars are allocated
as primary users (meaning they have priority) of 5250 — 5350 MHz and 5650 — 5850 MHz
and these radars could cause interference and/or damage to license-exempt local area

networks (LELAN).

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to RSS-210 of Industry Canada. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses, and can radiate radio-frequency energy and, if not installed
and used in accordance with these instructions, may cause harmful interference to radio

communications.
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36.2.3

television reception, which can be determined by turning the equipment on and off, the
user is encouraged to correct the interference by one or more of the following measures:

o Increase the separation between the affected equipment and the unit;

o Connect the affected equipment to a power outlet on a different circuit from that
which the receiver is connected to;

o Consult the dealer and/or experienced radio/TV technician for help.

To reduce potential radio interference to other users, the antenna type and its gain
should be chosen so its Equivalent Isotropic Radiated Power (EIRP) is not more than that
permitted for successful communication.

Industry Canada Certification Numbers and the specific configurations covered are listed
in Table 68.

This device has been designed to operate with the antennas listed in Table 68 and
having a maximum gain as shown in Table 68. Antennas not included or having a gain
greater than as shown in Table 68 are strictly prohibited from use with this device.
Required antenna impedance is 50 ohms.

Regulatory Requirements for CEPT Member States (www.cept.org)

When operated in accordance with the instructions for use, Motorola Canopy Wireless
equipment operating in the 2.4 and 5.4 GHz bands is compliant with CEPT
Recommendation 70-03 Annex 3 for Wideband Data Transmission and HIPERLANs. For
compliant operation in the 2.4 GHz band, the transmit power (EIRP) from the built-in
patch antenna and any associated reflector dish shall be no more than 100mW (20dBm).
For compliant operation in the 5.4 GHz band, the transmit power (EIRP) from the built-in
patch antenna and any associated reflector dish shall be no more than 1 W (30 dBm).

The following countries have completely implemented CEPT Recommendation 70-03
Annex 3A (2.4 GHz band):

o EU & EFTA countries: Austria, Belgium, Denmark, Spain, Finland, Germany,
Greece, Iceland, ltaly, Ireland, Liechtenstein, Luxembourg, Netherlands, Norway,
Portugal, Switzerland, Sweden, UK

o New EU member states: Bulgaria, Czech Republic, Cyprus, Estonia, Hungary,
Lithuania, Latvia, Malta, Poland, Slovenia, Slovakia

o Other non-EU & EFTA countries: Bosnia and Herzegovina, Turkey
The following countries have a limited implementation of CEPT Recommendation 70-03
Annex 3A:
o France — Outdoor operation at 100mW is only permitted in the frequency band
2400 to 2454 MHz;

— Any outdoor operation in the band 2454 to 2483.5MHz shall not exceed
10mW (10dBm);

— Indoor operation at 100mW (20dBm) is permitted across the band 2400 to
2483.5 MHz

o French Overseas Territories:

— Guadeloupe, Martinique, St Pierre et Miquelon, Mayotte — 100mW indoor &
outdoor is allowed

— Réunion and Guyana — 100mW indoor, no operation outdoor in the band
2400 to 2420MHz

o |taly — If used outside own premises, general authorization required
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36.2.4

o Luxembourg - General authorization required for public service
o Romania — Individual license required. T/R 22-06 not implemented
Motorola Canopy Radios operating in the 2400 to 2483.5MHz band are categorized as

“Class 2" devices within the EU and are marked with the class identifier symbol®,
denoting that national restrictions apply (for example, France). The French restriction in
the 2.4 GHz band will be removed in 2011.

This 2.4 GHz equipment is “CE” marked c €® to show compliance with the European
Radio & Telecommunications Terminal Equipment (R&TTE) directive 1999/5/EC. The
relevant Declaration of Conformity can be found at
http://motorola.canopywireless.com/doc.php.

Where necessary, the end user is responsible for obtaining any National licenses
required to operate this product and these must be obtained before using the product in
any particular country. However, for CEPT member states, 2.4 GHz Wideband Data
Transmission equipment has been designated exempt from individual licensing under
decision ERC/DEC(01)07. For EU member states, RLAN equipment in both the 2.4 &
5.4GHz bands is exempt from individual licensing under Commission Recommendation
2003/203/EC. Contact the appropriate national administrations for details on the
conditions of use for the bands in question and any exceptions that might apply. Also see
www.ero.dk for further information.

Motorola Canopy Radio equipment operating in the 5470 to 5725 MHz band are
categorized as “Class 1” devices within the EU in accordance with ECC DEC(04)08 and

are “CE” marked c E to show compliance with the European Radio &
Telecommunications Terminal Equipment (R&TTE) directive 1999/5/EC. The relevant
Declaration of Conformity can be found at http://motorola.canopywireless.com/doc.php.

A European Commission decision, implemented by Member States on 31 October 2005,
makes the frequency band 5470-5725 MHz available in all EU Member States for
wireless access systems. Under this decision, the designation of Canopy 5.4GHz
products become “Class 1 devices” and these do not require notification under article 6,
section 4 of the R&TTE Directive. Consequently, these 5.4GHz products are only marked

with the c E symbol and may be used in any member state.

For further details, see
http://europa.eu.int/information_society/policy/radio_spectrum/ref documents/index en.ht
m

European Union Notification for 5.7 GHz Product

The 5.7 GHz connectorized product is a two-way radio transceiver suitable for use in
Broadband Wireless Access System (WAS), Radio Local Area Network (RLAN), or Fixed
Wireless Access (FWA) systems. It is a Class 2 device and uses operating frequencies
that are not harmonized throughout the EU member states. The operator is responsible
for obtaining any national licenses required to operate this product and these must be
obtained before using the product in any particular country.

This equipment is marked c €® 0977to show compliance with the European
R&TTE directive 1999/5/EC.

The relevant Declaration of Conformity can be found at
http://www.canopywireless.com/doc.php.
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36.2.5

36.2.6

36.2.7

36.2.8

36.2.9

Equipment Disposal

and Electric
Equipment

Waste
X (Disposal)

of Electronic
|

Please do not dispose of Electronic and Electric Equipment or Electronic and Electric
Accessories with your household waste. In some countries or regions, collection systems
have been set up to handle waste of electrical and electronic equipment. In European
Union countries, please contact your local equipment supplier representative or service
center for information about the waste collection system in your country.

EU Declaration of Conformity for RoHS Compliance

Motorola hereby, declares that these Motorola products are in compliance with the
essential requirements and other relevant provisions of Directive 2002/95/EC, Restriction
of the use of certain Hazardous Substances (RoHS) in electrical and electronic
equipment.

The relevant Declaration of Conformity can be found at
http://www.canopywireless.com/doc.php.

UK Notification

The 5.7 GHz connectorized product has been notified for operation in the UK, and when
operated in accordance with instructions for use it is compliant with UK Interface
Requirement IR2007. For UK use, installations must conform to the requirements of
IR2007 in terms of EIRP spectral density against elevation profile above the local horizon
in order to protect Fixed Satellite Services. The frequency range 5795-5815 MHz is
assigned to Road Transport & Traffic Telematics (RTTT) in the U.K. and shall not be
used by FWA systems in order to protect RTTT devices. UK licensing specifies that
radiolocation services shall be protected by a Dynamic Frequency Selection (DFS)
mechanism to prevent co-channel operation in the presence of radar signals.

Belgium Notification
Belgium national restrictions in the 2.4 GHz band include

o EIRP must be lower then 100 mW

o For crossing the public domain over a distance > 300m the user must have the
authorization of the BIPT.

o No duplex working

Luxembourg Notification

For the 2.4 GHz band, point-to-point or point-to-multipoint operation is only allowed on
campus areas. 5.4GHz products can only be used for mobile services.

36.2.10Czech Republic Notification

2.4 GHz products can be operated in accordance with the Czech General License
No. GL-12/R/2000.

5.4 GHz products can be operated in accordance with the Czech General License
No. GL-30/R/2000.
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36.2.11Norway Notification

Use of the frequency bands 5725-5795 / 5815-5850 MHz are authorized with maximum
radiated power of 4 W EIRP and maximum spectral power density of 200 mW/MHz. The
radio equipment shall implement Dynamic Frequency Selection (DFS) as defined in
Annex 1 of ITU-R Recommendation M.1652 / EN 301 893. Directional antennae with a
gain up to 23 dBi may be used for fixed point-to-point links. The power flux densit%/ at the
border between Norway and neighboring states shall not exceed — 122.5 dBW/m
measured with a reference bandwidth of 1 MHz.

Canopy 5.7 GHz connectorized products have been notified for use in Norway and are
compliant when configured to meet the above National requirements. Users shall ensure
that DFS functionality is enabled, maximum EIRP respected for a 20 MHz channel, and
that channel spacings comply with the allocated frequency band to protect Road
Transport and Traffic Telematics services (for example, 5735, 5755, 5775 or 5835 MHz
are suitable carrier frequencies). Note that for directional fixed links, TPC is not required,
conducted transmit power shall not exceed 30 dBm, and antenna gain is restricted to 23
dBi (maximum of 40W from the Canopy 5.7 GHz connectorized products).

36.2.12Greece Notification

The outdoor use of 5470-5725MHz is under license of EETT but is being harmonized
according to the CEPT Decision ECC/DEC/(04) 08, of o July. End users are advised to
contact the EETT to determine the latest position and obtain any appropriate licenses.

36.2.13Brazil Notification

Local regulations do not allow the use of 900 MHz, 2.4 GHz, or 5.2 GHz Canopy modules
in Brazil.

For compliant operation of an AP in the 5.7 GHz band, the Equivalent Isotropic Radiated
Power from the built-in patch antenna and any associated reflector dish or LENS shall not
exceed 36 dBm (4 W). When using the passive reflector (18 dB), transmitter output
power must be configured no higher than 11 dBm. When using the LENS (10 dB at 5.7
GHz), transmitter output power must be configured no higher than 19 dBm.

For compliant operation in the 5.4 GHz band, the Equivalent Isotropic Radiated Power
from the built-in patch antenna and any associated reflector dish or LENS shall not
exceed 30 dBm (1 W). When using the passive reflector (18 dB), transmitter output
power must be configured no higher than 5 dBm. When using the LENS (9 dB at 5.4
GHz), transmitter output power must be configured no higher than 14 dBm. When not
using the passive reflector or the LENS, the transmitter output power of the radio must be
configured no higher than 23 dBm.

The operator is responsible for enabling the DFS feature on any Canopy 5.4 GHz radio
by setting the Region Code to “Brazil”, including after the module is reset to factory
defaults.

Important Note: This equipment operates as a secondary application, so it has no rights
against harmful interference, even if generated by similar equipment, and cannot cause
harmful interference on systems operating as primary applications.

36.2.14 Australia Notification

900 MHz modules must be set to transmit and receive only on center channels of 920,
922, or 923 MHz so as to stay within the ACMA approved band of 915 MHz to 928 MHz
for the class license and not interfere with other approved users.
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After taking into account antenna gain (in dBi), 900 MHz modules’ transmitter output
power (in dBm) must be set to stay within the legal regulatory limit of 30 dBm (1 W) EIRP
for this 900 MHz frequency band.

36.2.15Labeling and Disclosure Table for China

The People’s Republic of China requires that Motorola’s products comply with China
Management Methods (CMM) environmental regulations. (China Management Methods
refers to the regulation Management Methods for Controlling Pollution by Electronic
Information Products.) Two items are used to demonstrate compliance; the label and the
disclosure table.

The label is placed in a customer visible position on the product.

o Logo 1 means that the product contains no substances in excess of the maximum
concentration value for materials identified in the China Management Methods
regulation.

o Logo 2 means that the product may contain substances in excess of the maximum
concentration value for materials identified in the China Management Methods
regulation, and has an Environmental Friendly Use Period (EFUP) in years, fifty
years in the example shown.

Logo 1 @ Logo 2 @

The Environmental Friendly Use Period (EFUP) is the period (in years) during which the
Toxic and Hazardous Substances (T&HS) contained in the Electronic Information Product
(EIP) will not leak or mutate causing environmental pollution or bodily injury from the use
of the EIP. The EFUP indicated by the Logo 2 label applies to a product and all its parts.
Certain field-replaceable parts, such as battery modules, can have a different EFUP and
are marked separately.

The Disclosure Table is intended only to communicate compliance with China
requirements; it is not intended to communicate compliance with EU RoHS or any other
environmental requirements.
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36.3

36.4

36.4.1

Table 69: Disclosure Table

RF EXPOSURE

For important information on RF exposure and separation distances see Section 15.1,
Exposure Separation Distances, on Page 169.

LEGAL NOTICES

Software License Terms and Conditions

ONLY OPEN THE PACKAGE, OR USE THE SOFTWARE AND RELATED PRODUCT IF YOU
ACCEPT THE TERMS OF THIS LICENSE. BY BREAKING THE SEAL ON THIS DISK KIT /
CDROM, OR IF YOU USE THE SOFTWARE OR RELATED PRODUCT, YOU ACCEPT THE
TERMS OF THIS LICENSE AGREEMENT. IF YOU DO NOT AGREE TO THESE TERMS, DO
NOT USE THE SOFTWARE OR RELATED PRODUCT; INSTEAD, RETURN THE SOFTWARE
TO PLACE OF PURCHASE FOR A FULL REFUND. THE FOLLOWING AGREEMENT IS A
LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL OR ENTITY), AND
MOTOROLA, INC. (FOR ITSELF AND ITS LICENSORS). THE RIGHT TO USE THIS PRODUCT
IS LICENSED ONLY ON THE CONDITION THAT YOU AGREE TO THE FOLLOWING TERMS.

Now, therefore, in consideration of the promises and mutual obligations contained herein, and for
other good and valuable consideration, the receipt and sufficiency of which are hereby mutually
acknowledged, you and Motorola agree as follows:

Grant of License. Subject to the following terms and conditions, Motorola, Inc., grants to you a
personal, revocable, non-assignable, non-transferable, non-exclusive and limited license to use on
a single piece of equipment only one copy of the software contained on this disk (which may have
been pre-loaded on the equipment)(Software). You may make two copies of the Software, but only
for backup, archival, or disaster recovery purposes. On any copy you make of the Software, you
must reproduce and include the copyright and other proprietary rights notice contained on the copy
we have furnished you of the Software.

Ownership. Motorola (or its supplier) retains all title, ownership and intellectual property rights to
the Software and any copies,

including translations, compilations, derivative works (including images) partial copies and portions
of updated works. The Software is Motorola’s (or its supplier's) confidential proprietary information.
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This Software License Agreement does not convey to you any interest in or to the Software, but
only a limited right of use. You agree not to disclose it or make it available to anyone without
Motorola’s written authorization. You will exercise no less than reasonable care to protect the
Software from unauthorized disclosure. You agree not to disassemble, decompile or reverse
engineer, or create derivative works of the Software, except and only to the extent that such activity
is expressly permitted by applicable law.

Termination. This License is effective until terminated. This License will terminate immediately
without notice from Motorola or judicial resolution if you fail to comply with any provision of this
License. Upon such termination you must destroy the Software, all accompanying written materials
and all copies thereof, and the sections entitled Limited Warranty, Limitation of Remedies and
Damages, and General will survive any termination.

Limited Warranty. Motorola warrants for a period of ninety (90) days from Motorola’s or its
customer’s shipment of the Software to you that (i) the disk(s) on which the Software is recorded
will be free from defects in materials and workmanship under normal use and (ii) the Software,
under normal use, will perform substantially in accordance with Motorola’s published specifications
for that release level of the Software. The written materials are provided "AS IS" and without
warranty of any kind. Motorola's entire liability and your sole and exclusive remedy for any breach
of the foregoing limited warranty will be, at Motorola's option, replacement of the disk(s), provision
of downloadable patch or replacement code, or refund of the unused portion of your bargained for
contractual benefit up to the amount paid for this Software License.

THIS LIMITED WARRANTY IS THE ONLY WARRANTY PROVIDED BY MOTOROLA, AND
MOTOROLA AND ITS LICENSORS EXPRESSLY DISCLAIM ALL OTHER WARRANTIES,
EITHER EXPRESS OF IMPLIED, INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. MOTOROLA DOES NOT WARRANT THAT THE OPERATION OF THE
SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT DEFECTS IN THE
SOFTWARE WILL BE CORRECTED. NO ORAL OR WRITTEN REPRESENTATIONS MADE BY
MOTOROLA OR AN AGENT THEREOF SHALL CREATE A WARRANTY OR IN ANY WAY
INCREASE THE SCOPE OF THIS WARRANTY. MOTOROLA DOES NOT WARRANT ANY
SOFTWARE THAT HAS BEEN OPERATED IN EXCESS OF SPECIFICATIONS, DAMAGED,
MISUSED, NEGLECTED, OR IMPROPERLY INSTALLED. BECAUSE SOME JURISDICTIONS
DO NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED WARRANTIES, THE ABOVE
LIMITATIONS MAY NOT APPLY TO YOU.

Limitation of Remedies and Damages. Regardless of whether any remedy set forth herein fails
of its essential purpose, IN NO EVENT SHALL MOTOROLA OR ANY OF THE LICENSORS,
DIRECTORS, OFFICERS, EMPLOYEES OR AFFILIATES OF THE FOREGOING BE LIABLE TO
YOU FOR ANY CONSEQUENTIAL, INCIDENTAL, INDIRECT, SPECIAL OR SIMILAR DAMAGES
WHATSOEVER (including, without limitation, damages for loss of business profits, business
interruption, loss of business information and the like), whether foreseeable or unforeseeable,
arising out of the use or inability to use the Software or accompanying written materials, regardless
of the basis of the claim and even if Motorola or a Motorola representative has been advised of the
possibility of such damage. Motorola's liability to you for direct damages for any cause whatsoever,
regardless of the basis of the form of the action, will be limited to the price paid for the Software
that caused the damages. THIS LIMITATION WILL NOT APPLY IN CASE OF PERSONAL
INJURY ONLY WHERE AND TO THE EXTENT THAT APPLICABLE LAW REQUIRES SUCH
LIABILITY. BECAUSE SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR
LIMITATION OF LIABILITY FOR CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE
LIMITATION MAY NOT APPLY TO YOU.

Maintenance and Support. Motorola shall not be responsible for maintenance or support of the
software. By accepting the license granted under this agreement, you agree that Motorola will be
under no obligation to provide any support, maintenance or service in connection with the Software
or any application developed by you. Any maintenance and support of the Related Product will be
provided under the terms of the agreement for the Related Product.

Transfer. In the case of software designed to operate on Motorola equipment, you may not transfer
the Software to another party except: (1) if you are an end-user, when you are transferring the
Software together with the Motorola equipment on which it operates; or 2) if you are a Motorola
licensed distributor, when you are transferring the Software either together with such Motorola
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36.4.2

36.4.3

equipment or are transferring the Software as a licensed duly paid for upgrade, update, patch, new
release, enhancement or replacement of a prior version of the Software. If you are a Motorola
licensed distributor, when you are transferring the Software as permitted herein, you agree to
transfer the Software with a license agreement having terms and conditions no less restrictive than
those contained herein. You may transfer all other Software, not otherwise having an agreed
restriction on transfer, to another party. However, all such transfers of Software are strictly subject
to the conditions precedent that the other party agrees to accept the terms and conditions of this
License, and you destroy any copy of the Software you do not transfer to that party. You may not
sublicense or otherwise transfer, rent or lease the Software without our written consent. You may
not transfer the Software in violation of any laws, regulations, export controls or economic
sanctions imposed by the US Government.

Right to Audit. Motorola shall have the right to audit annually, upon reasonable advance notice
and during normal business hours, your records and accounts to determine compliance with the
terms of this Agreement.

Export Controls. You specifically acknowledge that the software may be subject to United States
and other country export control laws. You shall comply strictly with all requirements of all
applicable export control laws and regulations with respect to all such software and materials.

US Government Users. If you are a US Government user, then the Software is provided with
"RESTRICTED RIGHTS" as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer
Software-Restricted Rights clause at FAR 52 227-19 or subparagraph (c)(1)(ii) of the Rights in
Technical Data and Computer Software clause at DFARS 252.227-7013, as applicable.

Disputes. You and Motorola hereby agree that any dispute, controversy or claim, except for any
dispute, controversy or claim involving intellectual property, prior to initiation of any formal legal
process, will be submitted for non-binding mediation, prior to initiation of any formal legal process.
Cost of mediation will be shared equally. Nothing in this Section will prevent either party from
resorting to judicial proceedings, if (i) good faith efforts to resolve the dispute under these
procedures have been unsuccessful, (ii) the dispute, claim or controversy involves intellectual
property, or (iii) interim relief from a court is necessary to prevent serious and irreparable injury to
that party or to others.

General. lllinois law governs this license. The terms of this license are supplemental to any written
agreement executed by both parties regarding this subject and the Software Motorola is to license
you under it, and supersedes all previous oral or written communications between us regarding the
subject except for such executed agreement. It may not be modified or waived except in writing and
signed by an officer or other authorized representative of each party. If any provision is held invalid,
all other provisions shall remain valid, unless such invalidity would frustrate the purpose of our
agreement. The failure of either party to enforce any rights granted hereunder or to take action
against the other party in the event of any breach hereunder shall not be deemed a waiver by that
party as to subsequent enforcement of rights or subsequent action in the event of future breaches.

Hardware Warranty in U.S.

Motorola U.S. offers a warranty covering a period of one year from the date of purchase by the
customer. If a product is found defective during the warranty period, Motorola will repair or replace
the product with the same or a similar model, which may be a reconditioned unit, without charge for
parts or labor.

Limit of Liability
IN NO EVENT SHALL MOTOROLA BE LIABLE TO YOU OR ANY OTHER PARTY FOR ANY
DIRECT, INDIRECT, GENERAL, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY OR
OTHER DAMAGE ARISING OUT OF THE USE OR INABILITY TO USE THE PRODUCT
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS,
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION OR ANY OTHER
PECUNIARY LOSS, OR FROM ANY BREACH OF WARRANTY, EVEN IF MOTOROLA HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. (Some states do not allow the
exclusion or limitation of incidental or consequential damages, so the above exclusion or limitation
may not apply to you.) IN NO CASE SHALL MOTOROLA'’S LIABILITY EXCEED THE AMOUNT
YOU PAID FOR THE PRODUCT.
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37 ADDITIONAL RESOURCES

Canopy provides two additional resources where you can raise questions and find
answers:

o Canopy Community Forums at
http://motorola.canopywireless.com/support/community/.
This resource facilitates communication with other users and with authorized
Canopy experts. Available forums include General Discussion, Network
Monitoring Tools, and Suggestions.

o Canopy Knowledge Base at
http://motorola.canopywireless.com/support/knowledge.
This resource facilitates exploration and searches, provides recommendations,
and describes tools. Available categories include

— General (Answers to general questions provide an overview of the Canopy
system.)

— Product Alerts

— Helpful Hints

— FAQs (frequently asked questions)
— Hardware Support

— Software Support

- Tools
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38 HISTORY OF DOCUMENTATION

This section is a placeholder where changes for Issue 2 and later of this Canopy System
Release 8 User Guide will be listed.
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10Base-T

100Base-TX

169.254.0.0
169.254.1.1

169.254.x.x

255.255.0.0

802.3

802.11
802.15

Access Point Cluster

Access Point Module

ACT/4

Activate

Address Resolution
Protocol

Issue 2, November 2007

Glossary

The command that terminates an SSH Secure Shell session to
another server. Used on the Bandwidth and Authentication Manager
(BAM) master server in the database replication setup.

Technology in Ethernet communications that can deliver 10 Mb of data
across 328 feet (100 meters) of CAT 5 cable.

Technology in Ethernet communications that can deliver 100 Mb of
data across 328 feet (100 meters) of CAT 5 cable.

Gateway IP address default in Canopy modules.
IP address default in Canopy modules.

IP address default in Microsoft and Apple operating systems without a
DHCP (Dynamic Host Configuration Protocol) server.

Subnet mask default in Canopy modules and in Microsoft and Apple
operating systems.

An IEEE standard that defines the contents of frames that are
transferred through Ethernet connections. Each of these frames
contains a preamble, the address to which the frame is sent, the
address that sends the frame, the length of the data to expect, the
data, and a checksum to validate that no contents were lost.

The IEEE standard for wireless local area networks.
The IEEE standard for wireless personal area networks.

Two to six Access Point Modules that together distribute network or
Internet services to a community of 1,200 or fewer subscribers. Each
Access Point Module covers a 60° sector. This cluster covers as much
as 360°. Also known as AP cluster.

Also known as AP. One module that distributes network or Internet
services in a 60° sector to 200 subscribers or fewer.

Second-from-left LED in the module. In the operating mode, this LED
is lit when data activity is present on the Ethernet link. In the aiming
mode for a Subscriber Module or a Backhaul timing slave, this LED is
part of a bar graph that indicates the quality of the RF link.

To provide feature capability to a module, but not to enable (turn on)
the feature in the module. See also Enable.

Protocol defined in RFC 826 to allow a network element to correlate a
host IP address to the Ethernet address of the host. See
http://www.fags.org/rfcs/rfc826.html.

Draft 5 for Regulatory Review 504



Release 8

Advanced Encryption
Standard

AES

Aggregate Throughput

AP

APA
Apache

APAS

API

APs MIB

ARP

ASN.1

Attenuation

Authentication Key

Issue 2, November 2007

Glossary

Over-the-air link option that provides extremely secure wireless
connections. Advanced Encryption Standard (AES) uses 128-bit
secret keys as directed by the government of the U.S.A. AES is not
exportable and requires a special AP to process the large keys.

See Advanced Encryption Standard.
The sum of the throughputs in the uplink and the downlink.

Access Point Module. One module that distributes network or Internet
services in a 60° sector to 200 subscribers or fewer.

Access Point module address.
A trademark of Apache Software Foundation, used with permission.

Access Point Authentication Server. Licensed to authenticate SMs that
attempt to register to it. The AP licensed as APAS may or may not
have authentication enabled (turned on). See also Activate and
Enable.

Application programming interface for web services that supports
Prizm integration with an operations support systems (OSS) such as a
customer relationship management (CRM), billing, or provisioning
system.

Management Information Base file that defines objects that are
specific to the Access Point Module or Backhaul timing master. See
also Management Information Base.

Address Resolution Protocol. A protocol defined in RFC 826 to allow a
network element to correlate a host IP address to the Ethernet
address of the host. See http://www.fags.org/rfcs/rfc826.html.

Abstract Syntax Notation One language. The format of the text files
that compose the Management Information Base.

Reduction of signal strength caused by the travel from the transmitter
to the receiver, and caused by any object between. In the absence of
objects between, a signal that has a short wavelength experiences a
high degree of attenuation nevertheless.

Software key that correlates to the random number that the Bandwidth
and Authentication Manager (BAM) server generates and sends in a
challenge through the AP to the SM. The network operator can create
and, at some security risk, send this key over the air to the SM. The
SQL database in the BAM server correlates this key to QoS
information about the SM. The format of this key is 32 hexadecimal
characters of 0 to 9 and a to f, padded with leading zeroes in Release
4.2.3 and later. This key must be unique to the individual SM.
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Also known as BH. A module that provides point-to-point connectivity
as either a standalone link or a link to an Access Point cluster through
a selected Access Point Module. See also Backhaul Timing Master
and Backhaul Timing Slave.

Backhaul Module that sends network timing (synchronization) to
another Backhaul Module, which serves as the Backhaul timing slave.

Backhaul Module that receives network timing (synchronization) from
another Backhaul Module, which serves as the Backhaul timing
master.

Bandwidth and Authentication Manager. A Canopy software product
that operates on a Linux server to manage bandwidth, high-priority
channel, and VLAN settings individually for each registered Subscriber
Module. This software also provides secure Subscriber Module
authentication and user-specified encryption keys. The upgrade path
for this product is to Prizm Release 2.0 or later.

Bit Error Rate. The ratio of incorrect data received to correct data
received.

Backhaul Module. A module that provides point-to-point connectivity
as either a standalone link or a link to an Access Point cluster through
a selected Access Point Module.

Ratio of incorrect data received to correct data received.

Management Information Base file that defines module-level objects.
See also Management Information Base.

Stream cipher that the TIA (Telecommunications Industry Association)
has standardized. The secret keys in both modules communicate with
each other to establish the Data Encryption Standard key. See Data
Encryption Standard.

Network element that uses the physical address (not the logical
address) of another to pass data. The bridge passes the data to either
the destination address, if found in the simple routing table, or to all
network segments other than the one that transmitted the data.
Canopy modules are Layer 2 bridges except that, where NAT is
enabled for an SM, the SM is a Layer 3 switch. Compare to Switch
and Router, and see also NAT.

Value that the operator sets as the maximum interval for no activity
with another module, whose MAC address is the Bridge Entry. This
interval should be longer than the ARP (Address Resolution Protocol)
cache timeout of the router that feeds the network.

Theoretical data repositories that can be filled at preset rates or

emptied when preset conditions are experienced, such as when data
is transferred.
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Preset amount limit of data that may be continuously transferred.
Ratio of intended signal (carrier) to unintended signal (interference).
A trademark of Motorola, Inc.

File that stores specifications for the Bandwidth and Authentication
Manager (BAM) GUI.

Ratio of intended reception to unintended reception.

This field displays how many carrier sense lost errors occurred on the
Ethernet controller.

Cable that delivers Ethernet communications from module to module.
Later modules auto-sense whether this cable is wired in a straight-
through or crossover scheme.

Canopy Data Formatter tool that creates an initial ESN Data Table.
Inputs for this tool include a list of SM ESNs and default values of
sustained data rates and burst allocations for each listed ESN.

A command that the Linux® operating system accepts to enable
MySQL® and Apache™ Server software for various run levels of the
mysqld and httpd utilities.

See Committed Information Rate.

Module that provides power, GPS timing, and networking connections
for an AP cluster. Also known as CMM. If this CMM is connected to a
Backhaul Module, then this CMM is the central point of connectivity for
the entire site.

Cluster Management Module. A module that provides power, GPS
timing, and networking connections for an Access Point cluster. If this
CMM is connected to a Backhaul Module (BH), then this CMM is the
central point of connectivity for the entire site.

See DiffServ.

Module parameter that identifies the other modules with which
communication is allowed. The range of values is 0 to 255. When set
at 0, the Color Code does not restrict communications with any other
module.

For an SM or specified group of SMs, a level of bandwidth that can be
guaranteed to never fall below a specified minimum. In the Canopy
implementation, this is controlled by the Low Priority Uplink CIR,

Low Priority Downlink CIR, High Priority Uplink CIR, and High Priority
Downlink CIR parameters.

Control string that allows a network management station to access
MIB information about the module.
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Customer premises equipment.

This field displays how many CRC errors occurred on the Ethernet
controller.

Customer relationship management system.

Over-the-air link option that uses secret 56-bit keys and 8 parity bits.
Data Encryption Standard (DES) performs a series of bit permutations,
substitutions, and recombination operations on blocks of data.

A field in the data that the cmd show esn command generates from
data in the SQL database in the Bandwidth and Authentication
Manager (BAM) server. This field identifies the date of the most recent
authentication attempt by the SM. Expressed in the database output
as DLT.

A trademark of Dell, Inc.

Internet Protocol area outside of a firewall. Defined in RFC 2647. See
http://www.fags.org/rfcs/rfc2647.html.

Data Encryption Standard. An over-the-air link option that uses secret
56-bit keys and 8 parity bits. DES performs a series of bit
permutations, substitutions, and recombination operations on blocks of
data.

Received an undesired signal that was strong enough to make the
module insensitive to the desired signal.

Dynamic Host Configuration Protocol, defined in RFC 2131. Protocol
that enables a device to be assigned a new IP address and TCP/IP
parameters, including a default gateway, whenever the device reboots.
Thus DHCP reduces configuration time, conserves IP addresses, and
allows modules to be moved to a different network within the Canopy
system. See http://www.fags.org/rfcs/rfc2131.html. See also Static IP
Address Assignment.

Partial obstruction of a signal. Typically diffraction attenuates a signal
so much that the link is unacceptable. However, in some instances
where the obstruction is very close to the receiver, the link may be
acceptable.

Differentiated Services, consistent with RFC 2474. A byte in the type
of service (TOS) field of packets whose values correlates to the
channel on which the packet should be sent. The value is a numeric
code point. Canopy maps each of 64 code points to values of 0
through 7. Three of these code points have fixed values, and the
remaining 61 are settable. Values of 0 through 3 map to the low-
priority channel; 4 through 7 to the high-priority channel. The
mappings are the same as 802.1p VLAN priorities. Among the settable
parameters, the values are set in the AP for all downlinks within the
sector and in the SM for each uplink.
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To turn off a feature in the module after both the feature activation file
has activated the module to use the feature and the operator has
enabled the feature in the module. See also Activate and Enable.

Date of last transaction. A field in the data that the cmd show esn
command generates from data in the SQL database in the Bandwidth
and Authentication Manager (BAM) server. This field identifies the
date of the most recent authentication attempt by the SM.

Demilitarized Zone as defined in RFC 2647. An Internet Protocol area
outside of a firewall. See http://www.fags.org/rfcs/rfc2647.html.

Protocol defined in RFC 2131 that enables a device to be assigned a
new IP address and TCP/IP parameters, including a default gateway,
whenever the device reboots. Thus Dynamic Host Configuration
Protocol reduces configuration time, conserves IP addresses, and
allows modules to be moved to a different network within the Canopy
system. See http://www.fags.org/rfcs/rfc2131.html. See also Static IP
Address Assignment.

Hardware address that the factory assigns to the module for
identification in the Data Link layer interface of the Open Systems
Interconnection system. This address serves as an electronic serial
number. Same as MAC Address.

A license for Prizm management of a multi-point sector and covers the
AP and up to 200 SMs, a backhaul link, or an Powerline LV link.

To turn on a feature in the module after the feature activation file has
activated the module to use the feature. See also Activate.

Bandwidth and Authentication Manager (BAM) interface to the AP and
SMs. Unique sets of commands are available on this interface to
manage parameters and user access. Distinguished from SSE. See
also SSE.

Electronic Serial Number. The hardware address that the factory
assigns to the module for identification in the Data Link layer interface
of the Open Systems Interconnection system. This address serves as
an electronic serial number. Same as MAC Address.

Table in which each row identifies data about a single SM. In tab-
separated fields, each row stores the ESN, authentication key, and
QoS information that apply to the SM. The operator can create and
modify this table. This table is both an input to and an output from the
Bandwidth and Authentication Manager (BAM) SQL database, and
should be identically input to redundant BAM servers.

File that stores telnet ports on the Bandwidth and Authentication
Manager (BAM) server.

This field displays how many Ethernet bus errors occurred on the
Ethernet controller.
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Any of several IEEE standards that define the contents of frames that
are transferred from one network element to another through Ethernet
connections.

The difference between strength of the received signal and the
strength that the receiver requires for maintaining a reliable link. A
higher fade margin is characteristic of a more reliable link. Standard
operating margin.

Federal Communications Commission of the U.S.A.

Software key file whose file name includes the ESN of the target
Canopy module. When installed on the module, this file activates the
module to have the feature enabled or disabled in a separate operator
action.

Array of logic, relational data, and wiring data that is factory
programmed and can be reprogrammed.

Utility that transfers of files through TCP (Transport Control Protocol)
between computing devices that do not operate on the same platform.
Defined in RFC 959. See http://www.fags.org/rfcs/rfc959.html.

Field-programmable Gate Array. An array of logic, relational data, and
wiring data that is factory programmed and can be reprogrammed.

Transmission of a beacon in only frames where the receiver expects a
beacon (rather than in every frame). This avoids interference from
transmissions that are not intended for the receiver.

Toggle parameter that prevents or allows the module to continue to
propagate GPS sync timing when the module no longer receives the
timing.

Signal attenuation that is naturally caused by atmospheric conditions
and by the distance between the antenna and the receiver.

Space in which no object should exist that can attenuate, diffract, or
reflect a transmitted signal before the signal reaches the target
receiver.

Frequency Shift Keying, a variation of frequency modulation to
transmit data, in which two or more frequencies are used.

File Transfer Protocol, defined in RFC 959. Utility that transfers of files
through TCP (Transport Control Protocol) between computing devices
that do not operate on the same platform. See
http://www.fags.org/rfcs/rfc959.html.

Network of satellites that provides absolute time to networks on earth,
which use the time signal to synchronize transmission and reception
cycles (to avoid interference) and to provide reference for
troubleshooting activities.
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Global Positioning System. A network of satellites that provides
absolute time to networks on earth, which use the time signal to
synchronize transmission and reception cycles (to avoid interference)
and to provide reference for troubleshooting activities.

Third-from-left LED in the module. In the operating mode for an
Access Point Module or Backhaul timing master, this LED is
continuously lit as the module receives sync pulse. In the operating
mode for a Subscriber Module or a Backhaul timing slave, this LED
flashes on and off to indicate that the module is not registered. In the
aiming mode for a Subscriber Module or a Backhaul timing slave, this
LED is part of a bar graph that indicates the quality of the RF link.

Graphical user interface.

Channel that supports low-latency traffic (such as Voice over IP) over
low-latency traffic (such as standard web traffic and file downloads).
To recognize the latency tolerance of traffic, this channel reads the
IPv4 Type of Service Low Latency bit.

Hypertext Transfer Protocol, used to make the Internet resources
available on the World Wide Web. Defined in RFC 2068. See
http://www.fags.org/rfcs/rfc2068.html.

Internet Control Message Protocols defined in RFC 792, used to
identify Internet Protocol (IP)-level problems and to allow IP links to be
tested. See http://www.fags.org/rfcs/rfc792.html.

How many inbound packets were discarded without errors that would
have prevented their delivery to a higher-layer protocol. (Some of
these packets may have been discarded to increase buffer space.)

How many inbound packets contained errors that prevented their
delivery to a higher-layer protocol.

How many inbound non-unicast (subnetwork-broadcast or
subnetwork-multicast) packets were delivered to a higher-layer
protocol.

How many octets were received on the interface, including those that
deliver framing information.

A registered trademark of Intel Corporation.

How many inbound subnetwork-unicast packets were delivered to a
higher-layer protocol.

How many inbound packets were discarded because of an unknown
or unsupported protocol.
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Internet Protocol defined in RFC 791. The Network Layer in the
TCP/IP protocol stack. This protocol is applied to addressing, routing,
and delivering, and re-assembling data packets into the Data Link
layer of the protocol stack. See http://www.fags.org/rfcs/rfc791.html.

32-bit binary number that identifies a network element by both network
and host. See also Subnet Mask.

Traditional version of Internet Protocol, which defines 32-bit fields for
data transmission.

Industrial, Scientific, and Medical Equipment radio frequency band, in
the 900-MHz, 2.4-GHz, and 5.8-GHz ranges.

Timing-based measure of the reception quality of a link. An acceptable
link displays a jitter value between 0 and 4 for a 10-Mbps Backhaul
timing slave in Release 4.0 and later, between 0 and 9 for a 20-Mbps
Backhaul timing slave, or between 5 and 9 for any Subscriber Module
or for a Backhaul timing slave in any earlier release.

Level 2 Tunneling Protocol over IP Security. One of several virtual
private network (VPN) implementation schemes. Regardless of
whether Subscriber Modules have the Network Address Translation
feature (NAT) enabled, they support VPNs that are based on this
protocol.

This field displays how many late collisions occurred on the Ethernet
controller. A normal collision occurs during the first 512 bits of the
frame transmission. A collision that occurs after the first 512 bits is
considered a late collision. A late collision is a serious network
problem because the frame being transmitted is discarded. A late
collision is most commonly caused by a mismatch between duplex
configurations at the ends of a link segment.

Acceptable tolerance for delay in the transfer of data to and from a
module.

Wireless path (not simply visual path) direct from module to module.
The path that results provides both ideal aim and an ideal Fresnel
zone.

A registered trademark of Linus Torvalds.

Furthest left LED in the module. In the operating mode, this LED is
continuously lit when the Ethernet link is present. In the aiming mode
for a Subscriber Module or a Backhaul timing slave, this LED is part of
a bar graph that indicates the quality of the RF link.

Final octet of the 4-octet IP address of the module.

Line of sight. The wireless path (not simply visual path) direct from

module to module. The path that results provides both ideal aim and
an ideal Fresnel zone.
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Logical Unit ID. The final octet of the 4-octet IP address of the module.

Media Access Control address. The hardware address that the factory
assigns to the module for identification in the Data Link layer interface
of the Open Systems Interconnection system. This address serves as
an electronic serial number.

Space that allows a program (agent) in the network to relay
information to a network monitor about the status of defined variables
(objects).

Designation that defines the role of a component relative to the role of
another. This designation both applies to a Backhaul module that
provides synchronization over the air to another Backhaul module

(a Backhaul timing slave) and applies to a Bandwidth and
Authentication Manager (BAM) server whose SQL database is
automatically copied onto a redundant BAM server (BAM slave). In
each case, the master is not a product. Rather, the master is the role
that results from deliberate configuration steps.

The cap applied to the bandwidth of an SM or specified group of SMs.
In the Canopy implementation this is controlled by the Sustained
Uplink Data Rate, Uplink Burst Allocation, Sustained Downlink Data
Rate, and Downlink Burst Allocation parameters.

Hardware address that the factory assigns to the module for
identification in the Data Link layer interface of the Open Systems
Interconnection system. This address serves as an electronic serial
number.

Management Information Base. Space that allows a program (agent)
in the network to relay information to a network monitor about the
status of defined variables (objects).

See Maximum Information Rate.

A registered trademark of MySQL AB Company in the United States,
the European Union, and other countries.

A command to set the administrator and associated password on the
Bandwidth and Authentication Manager (BAM) server.

Package group that enables the SQL Database Server application in
the Red Hat® Linux® 9 operating system to provide SQL data for
Bandwidth and Authentication Manager (BAM) operations.

Network Address Translation defined in RFC 1631. A scheme that
isolates Subscriber Modules from the Internet. See
http://www.fags.org/rfcs/rfc1631.html.

See Northbound Interface.
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National Electrical Code. The set of national wiring standards that are
enforced in the U.S.A.

Protocol defined in RFC 1001 and RFC 1002 to support an
applications programming interface in TCP/IP. This interface allows a
computer to transmit and receive data with another host computer on
the network. RFC 1001 defines the concepts and methods. RFC 1002
defines the detailed specifications. See
http://www.fags.org/rfcs/rfc1001.html and
http://www.fags.org/rfcs/rfc1002.html.

Scheme that defines the Access Point Module as a proxy server to
isolate registered Subscriber Modules from the Internet. Defined in
RFC 1631. See http://www.fags.org/rfcs/rfc1631.html.

Monitor device that uses Simple Network Management Protocol
(SNMP) to control, gather, and report information about predefined
network variables (objects).

Network Management Station. A monitor device that uses Simple
Network Management Protocol (SNMP) to control, gather, and report
information about predefined network variables (objects).

The interface within Prizm to higher-level systems. This interface
consists of a Simple Network Management Protocol (SNMP) agent for
integration with a network management system (NMS); a Simple
Object Access Protocol (SOAP) XML-based application programming
interface (API) for web services that supports integration with an
operations support systems (OSS) such as a customer relationship
management (CRM), billing, or provisioning system; and console
automation that allows such higher-level systems to launch and
appropriately display the PrizmEMS management console in a
custom-developed GUI.

Network variable that is defined in the Management Information Base.
A trademark of Dell, Inc.

Operations support system, such as a customer relationship
management (CRM), billing, or provisioning system. The application
programming interface (API) for Prizm supports integrating Prizm with
an OSS.

How many outbound packets were discarded without errors that would
have prevented their transmission. (Some of these packets may have
been discarded to increase buffer space.)

How many outbound packets contained errors that prevented their
transmission.

How many packets for which the higher-level protocols requested
transmission to a non-unicast (subnetwork-broadcast or subnetwork-
multicast) address. The number includes those that were discarded or
not sent.
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How many octets were transmitted out of the interface, including those
that deliver framing information.

How many packets for which the higher-level protocols requested
transmission to a subnetwork-unicast address. The number includes
those that were discarded or not sent.

Device that enables the operator to regain control of a module that has
been locked by the No Remote Access feature, the 802.3 Link Disable
feature, or a password or IP address that cannot be recalled. This
device can be either fabricated on site or ordered.

A registered trademark of Intel Corporation.

Package group that enables the Web Server application in the
Red Hat® Linux® 9 operating system to provide data from the SQL
Database Server application as PHP in the Bandwidth and
Authentication Manager (BAM) GUI.

Standards that RFC 1661 defines for data transmittal on the Internet.
Also known as PPP or PTP. See http://www.fags.org/rfcs/rfc1661.html.

Feature in Release 4.1 and later that allows the module to operate at
less than 18 dB less than full power to reduce self-interference.

Point to Point Tunneling Protocol. One of several virtual private
network implementations. With the Network Address Translation
(NAT) feature enabled, Subscriber Modules do not support VPNs that
are based on this protocol. With NAT disabled, they do support VPNs
that are based on this protocol.

The Canopy software product that allows users to partition their entire
Canopy networks into criteria-based subsets and independently
monitor and manage those subsets. Prizm Release 1.0 and later
includes a Northbound Interface to higher-level systems. Prizm
Release 2.0 and later integrates Canopy Bandwidth and
Authentication Manager (BAM) functionality and supports simple
migration of a pre-existing authentication, bandwidth, and VLAN
settings into the Prizm database.

Connection to earth (which has a charge of 0 volts). Also known as
ground.

Network computer that isolates another from the Internet. The proxy
server communicates for the other computer, and sends replies to only
the appropriate computer, which has an IP address that is not unique
or not registered.

Point-to-Multipoint Protocol defined in RFC 2178, which specifies that

data that originates from a central network element can be received by
all other network elements, but data that originates from a non-central

network element can be received by only the central network element.
See http://www.fags.org/rfcs/rfc2178.html.
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Point-to-Point Protocol. The standards that RFC 1661 defines for data
transmittal on the Internet. See http://www.fags.org/rfcs/rfc1661.html.

Quality of Service. A frame field that Bandwidth and Authentication
Manager (BAM) provides to the AP and SM the sustained data rates
and burst data limits of the SM. The format of this field is 64
hexadecimal characters of 0 to 9 and a to f. The BAM SQL database
expresses this field as five contiguous subfields.

A frame bit that Bandwidth and Authentication Manager (BAM)
provides to the AP and SM the sustained data rates and burst data
limits of the SM. The format of this field is 64 hexadecimal characters
of 0 to 9 and a to f. The BAM SQL database expresses this field as
five contiguous subfields. Also known as QoS.

Interface page that requires minimal configuration for initial module
operation.

Relative measure of the strength of a received signal. An acceptable
link displays an Radio Signal Strength Indicator (RSSI) value of
greater than 700.

Number that the Bandwidth and Authentication Manager (BAM)
generates, invisible to both the SM and the network operator, to send
to the SM as a challenge against an authentication attempt.

A registered trademark of Adobe Systems, Incorporated.

Resumed accumulation of data in available data space (buckets). See
Buckets.

A registered trademark of Red Hat, Inc.

Change of direction and reduction of amplitude of a signal that
encounters an object larger than the wavelength. Reflection may
cause an additional copy of the wavelength to arrive at after the
original, unobstructed wavelength arrives. This causes partial
cancellation of the signal and may render the link unacceptable.
However, in some instances where the direct signal cannot be
received, the reflected copy may be received and render an otherwise
unacceptable link acceptable.

Management Information Base file that defines registrations for global
items such as product identities and product components. See also
Management Information Base.

A command that sets up the database replication process on a
Bandwidth and Authentication Manager (BAM) master server, uses
SFTP to copy both the database and the repl-s script to a BAM
slave server, and remotely executes the repl-s script on the BAM
slave server. See Master, Slave, repl-s, Secure Shell, and SFTP.
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A command that sets up the database replication process on a
Bandwidth and Authentication Manager (BAM) slave server. See
Master, Slave, and repl-m.

Result. A field in the data that the cmd show esn command
generates from the SQL database in the Bandwidth and Authentication
Manager (BAM) server.

This field displays how many times the retransmit limit has expired.

Radio frequency. How many times each second a cycle in the antenna
occurs, from positive to negative and back to positive amplitude.

Standard cable that is typically used for telephone line or modem
connection.

Standard cable that is typically used for Ethernet connection. This
cable may be wired as straight-through or as crossover. Later Canopy
modules auto-sense whether the cable is straight-through or
crossover.

Network element that uses the logical (IP) address of another to pass
data to only the intended recipient. Compare to Switch and Bridge.

Red Hat® Package Manager.

A command that the Linux® operating system accepts to identify the
version of Linux® software that operates on the Bandwidth and
Authentication Manager (BAM) server.

Radio Signal Strength Indicator. A relative measure of the strength of
a received signal. An acceptable link displays an RSSI value of greater
than 700.

This field displays how many receiver babble errors occurred.

This field displays how many receiver overrun errors occurred on the
Ethernet controller.

PrizmEMS™ Software Development Kit (SDK)—the document that
provides server administrator tasks, GUI developer information for
console automation that allows higher-level systems to launch and
appropriately display the Prizm management console. The SDK also
describes the how to define new element types and customize the
Details views.

A trademark of SSH Communications Security.

Interference with a module from another module in the same network.
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skey

Slave
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SNMP

SNMP Trap
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Glossary

Third-from-right LED in the module. In the Access Point Module and
Backhaul timing master, this LED is unused. In the operating mode for
a Subscriber Module or a Backhaul timing slave, this LED flashes on
and off to indicate that the module is not registered. In the aiming
mode for a Subscriber Module or a Backhaul timing slave, this LED is
part of a bar graph that indicates the quality of the RF link.

Software key that the SM and Bandwidth and Authentication Manager
(BAM) separately calculate based on that both the authentication key
(or the factory-set default key) and the random number. BAM sends
the session key to the AP. Neither the subscriber nor the network
operator can view this key. See also Random Number.

Secure File Transfer Protocol.
Standard that is used for communications between a program (agent)

in the network and a network management station (monitor). Defined
in RFC 1157. See http://www.fags.org/rfcs/rfc1157.html.

Software key that correlates to the random number that the Bandwidth
and Authentication Manager (BAM) server generates and sends in a
challenge through the AP to the SM. The network operator can create
and, at some security risk, send this key over the air to the SM. The
SQL database in the BAM server correlates this key to QoS
information about the SM. The format of this key is 32 hexadecimal
characters of 0 to 9 and a to f. This key must be unique to the
individual SM. Also known as authentication key.

Designation that defines the role of a component relative to the role of
another. This designation both applies to a Backhaul slave that
receives synchronization over the air from another Backhaul module
(a Backhaul timing master) and applies to a redundant Bandwidth and
Authentication Manager (BAM) server whose SQL database is
automatically overwritten by a copy from the primary BAM server
(BAM master). In each case, the slave is not a product. Rather, the
slave is the role that results from deliberate configuration steps.

Customer premises equipment (CPE) device that extends network or
Internet services by communication with an Access Point Module or an
Access Point cluster.

Management Information Base file that defines objects that are
specific to the Subscriber Module or Backhaul timing slave. See also
Management Information Base.

Simple Network Management Protocol, defined in RFC 1157. A
standard that is used for communications between a program (agent)
in the network and a network management station (monitor). See
http://www.fags.org/rfcs/rfc1157.html.

Capture of information that informs the network monitor through
Simple Network Management Protocol of a monitored occurrence in
the module.
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Glossary

Simple Object Access Protocol (SOAP). The protocol that the
Northbound Interface in Prizm uses to support integration of Prizm
with an operations support systems (OSS) such as a customer
relationship management (CRM), billing, or provisioning system

Bandwidth and Authentication Manager (BAM) interface to the SQL
server. Unique sets of commands are available on this interface to
manage the BAM SQL database and user access. Distinguished from
Engine. See also Engine.

See Fade Margin.

Assignment of Internet Protocol address that can be changed only
manually. Thus static IP address assignment requires more
configuration time and consumes more of the available IP addresses
than DHCP address assignment does. RFC 2050 provides guidelines
for the static allocation of IP addresses. See
http://www.fags.org/rfcs/rfc2050.html. See also DHCP.

A command that opens a Linux® operating system session for the user
root.

32-bit binary number that filters an IP address to reveal what part
identifies the network and what part identifies the host. The number of
subnet mask bits that are set to 1 indicates how many leading bits of
the IP address identify the network. The number of subnet mask bits
that are set 0 indicate how many trailing bits of the IP address identify
the host.

Customer premises equipment (CPE) device that extends network or
Internet services by communication with an Access Point Module or an
Access Point cluster.

Preset rate limit of data transfer.

Network element that uses the port that is associated with the physical
address of another to pass data to only the intended recipient.
Compare to Bridge and Router.

Second-from-right LED in the module. In the Access Point Module or
Backhaul timing master, as in a registered Subscriber Module or
Backhaul timing slave, this LED is continuously lit to indicate the
presence of sync. In the operating mode for a Subscriber Module or
Backhaul timing slave, this LED flashes on and to indicate that the
module is not registered. In the aiming mode for a Subscriber Module
or a Backhaul timing slave, this LED is part of a bar graph that
indicates the quality of the RF link.

GPS (Global Positioning System) absolute time, which is passed from
one module to another. Sync enables timing that prevents modules
from transmitting or receiving interference. Sync also provides
correlative time stamps for troubleshooting efforts.
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Glossary

Alternatively known as Transmission Control Protocol or Transport
Control Protocol. The Transport Layer in the TCP/IP protocol stack.
This protocol is applied to assure that data packets arrive at the target
network element and to control the flow of data through the Internet.
Defined in RFC 793. See http://www.fags.org/rfcs/rfc793.html.

Transport Control type of port. The Canopy system uses Port 3306:tcp
for MySQL® database communications, Port 9080:tcp for SSE telnet
communications, and Port 9090:tcp for Engine telnet
communications.

Time Division Duplexing.
Time Division Multiple Access.

Utility that allows a client computer to update a server. A firewall can
prevent the use of the telnet utility to breach the security of the
server. See http://www.fags.org/rfcs/rfc818.html,
http://www.fags.org/rfcs/rfc854.html and
http://www.fags.org/rfcs/rfc855.html.

Management Information Base file that defines Canopy system-
specific textual conventions. See also Management Information Base.

A field in the data that the cmd show esn command generates from
data in the SQL database in the Bandwidth and Authentication
Manager (BAM) server. This field identifies the time of day of the most
recent authentication attempt by the SM. Expressed in the database
output as TLT.

Time of last transaction. A field in the data that the cmd show esn
command generates from data in the SQL database in the Bandwidth
and Authentication Manager (BAM) server. This field identifies the time
of day of the most recent authentication attempt by the SM.

Total number of authentication requests failed. A field in the data that
the cmd show esn command generates from the SQL database in
the Bandwidth and Authentication Manager (BAM) server. This field
indicates how many times the SM (identified by ESN in the related
data) attempted to authenticate but was denied by BAM.

Total number of authentication requests. A field in the data that the
cmd show esn command generates from the SQL database in the
Bandwidth and Authentication Manager (BAM) server. This field
indicates how many times the SM (identified by ESN in the related
data) attempted to authenticate, regardless of whether the attempt
succeeded.

Theoretical amounts of data. See also Buckets.

8-bit field in that prioritizes data in a IP transmission. See
http://www.fags.org/rfcs/rfc1349.html.
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Glossary

This field displays how many transmission-underrun errors occurred
on the Ethernet controller.

User Datagram Protocol. A set of Network, Transport, and Session
Layer protocols that RFC 768 defines. These protocols include
checksum and address information but does not retransmit data or
process any errors. See http://www.fags.org/rfcs/rfc768.html.

User-defined type of port.

Unlicensed National Information Infrastructure radio frequency band,
in the 5.1-GHz through 5.8-GHz ranges.

VLAN identifier. See VLAN.

Virtual local area network. An association of devices through software
that contains broadcast traffic, as routers would, but in the switch-level
protocol.

Virtual private network for communication over a public network.
One typical use is to connect remote employees, who are at home or
in a different city, to their corporate network over the Internet. Any of
several VPN implementation schemes is possible. With the Network
Address Translation feature (NAT) enabled, SMs on Canopy System
Release 4.2 or later support L2TP over IPSec (Level 2 Tunneling
Protocol over IP Security) VPNs, but do not support PPTP (Point to
Point Tunneling Protocol) VPNs. With NAT disabled, SMs support all
types of VPNs.
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