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Check-In
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Please enter the number or IP
address

1 2 3

4 5 6

7 8 9

Waiting for someone to answer...

For details on the operation and use of the indoor station, please refer to the Indoor Station User

Manual.

Local Area Network Use

Note: To use Shortcut and Direct Calling Mode, turn off the SIP Server. When the SIP Server is disabled and
the LAN is used, the UDP mode is selected first.

Set the IP address on the indoor station, Tap Menu > Advanced > Network > 1. Network > 1. IPv4.
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Directly Enter the IP Address of the Indoor Station
Once the indoor station is configured with the network, the video intercom function can be realized by
tap the icon D on the SenseFace 7 Series device screen and entering the IP address of the indoor
station in the jJumping interface.
2024-03-15 08:17 AZTE D

Please enter the number or IP
address

08:17 @

2024-03-15 Friday
Check-In

8l o

Waiting for someone to answer...

(4]
@

Contact List
Note: When the SIP server is enabled, the Contact List are not displayed.

Tap SIP Settings > Contact List on the Video intercom Parameters interface.

D SIP Settings D Contact List D Device Number
Local Settings Add 00 _ 01 _ 01
Call Options 101 192.168.1.101
Contact List 102 192.168.1.102
Calling Shortcut Settings 103 192.168.1.103
Advanced Settings 104 192.168.1.104
105 192.168.1.105
1 2 3 i
4 5 6 ~
@] ESC 0 i ok

Click Add, input device number and call address to add a new contact member.
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Note: Call address and the SenseFace 7 Series device must be in the same network segment.

pio) Add

Device Number

Call Address

Function Description

Function Name Description

It is the dialing number in the configuration data, you can enter the value on
Device Number SenseFace 7 Series device to call the indoor station quickly for video intercom.
(For example, 101 corresponds to 00.01.01 in the Device Number setting.)

Call Address The IP address on the indoor station.

9.1.3 Calling Shortcut Settings

1. On SenseFace 7 Series device, tap Calling Shortcut Settings, select any item except admin, and
enter the form information you just uploaded.

D Calling Shortcut Se... D Device Number : 0
Management Center 101 Enable O
Call Mode Standard Mode Name ROOMA1
ROOM1 Enable Device Number 0
ROOM2 Enable IP Address 0.0.0.0
ROOM3 Enable

ROOM4 Enable
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Function Description

Function Name Description

You can customize any character (support Chinese, English, numbers, symbols,

Name etc.) that will be displayed on the call page.

It is the dialing number in the configuration data, you can enter the value on

Device Number . . ; . . . .
SenseFace 7 Series device to call the indoor station quickly for video intercom.

Enter the device number set in the Contact List, then automatically match the

IP Address IP address.

2. Then you can enter the device number or click shortcut key in the call screen to directly implement
the video intercom.

D
Please enter the number or IP
address
102
ROOM1 ROOM2
ROOMS3 ROOM4

102

Waiting for someone to answer...

v
alb

9.1.4 Direct Calling Mode

1. On the SIP Settings interface, click on Calling Shortcut Settings > Call Mode > Direct Calling
Mode > Add. Select the IP addresses of the indoor stations that you want to call, then the indoor
stations will be displayed in the list.
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pin) SIP Settings pin) Calling Shortcut Se... pin) Calling Shortcut Se...
Local Settings Management Center 101 () Standard Mode
Call Options Call Mode Standard Mode (O Direct Calling Mode
Contact List ROOM1 Enable
Calling Shortcut Settings ROOM2 Enable
Advanced Settings ROOM3 Enable
ROOM4 Enable
Then you can tap the D icon on the device to call the indoor stations at the same time.

2024-03-15 08:17 ST

08:17

2024-03-15 Friday
Check-In

Waiting for someone to answer...

9.2 Doorbell Setting

Tap Doorbell Setting on the Video intercom Parameters interface to go to the monitoring doorbell
setting.
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D Doorbell Setting

(O Doorbell Only
(®) Video Intercom Only

(O Doorbell+Video Intercom

Function Description

Function Name Description

Doorbell Only Tap @ or @ icon on standby interface, the doorbell ring.

Tap @ or @ icon on standby interface, calling indoor unit for video

Video Intercom Only
intercom.

Tap or @ icon on standby interface, the doorbell ring and calling
indoor unit for video intercom.

Doorbell + Video Intercom

9.2.1 Connect the Wireless Doorbell %

Note: This function needs to be used with the wireless doorbell.

1. First, power on the wireless doorbell. Then, press and hold the music button n for 1.5 seconds

until the indicator flashes to indicate it's in pairing mode. After that, click on the SenseFace 7 Series

device icon @ if the wireless doorbell rings and the indicator flashes, it means the connection is
successful.

2024-03-15 08:17 AFTE

O 8 [ ] 1 7 Volume Button Music Button
[ ] ‘)) _____________________
2024-03-15 Friday , :
Check-In

\,

Wireless Doorbell
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2. After a successful pairing, clicking the icon o of SenseFace 7 Series device will ring the wireless

doorbell.

Note: Generally, each SenseFace 7 Series device connects to wireless doorbell.

© Unbinding the Wireless Doorbell

Power off the wireless doorbell first, then re-installing the batteries while pressing and holding the

music button n until the indicator is on, indicating that the unbinding is successful.

9.3 ONVIF Settings

Note: This function needs to be used with the network video recorder (NVR).

1. Set the device to the same network segment as the NVR.

2. Tap ONVIF Settings on the Video intercom Parameters interface.

Function Description

Function Name

Enable Authentication

D ONVIF Settings

Enable Authentication @
User Name admin
Password T
Server Port 8000

Description

Enable/Disable the Authentication Function. When it is disabled, there
is no need to input the User Name and Password when adding the
device to the NVR.

User Name

Set the User Name. The default is admin.

Password

Set the password. The default is admin.

Server Port

The default is 8000, and cannot be modified.
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On the NVR system, click on [Start] > [Menu], then the main menu will pop up.

¥ » &

Flayback Search

Channel Manage

Record Manage Storage Manage

e [

e
User Manage

Alarm Manage Metwork Manage System Manage

Click [Channel Manage] > [Add Channel] > [Refresh] to search for the device.

Channe
I Reauiar ot Add Channel
W Reuia Detecton

C st iipence
=

1 Cuntey

Expan Canfig Diebetn Al

Select the checkbox for the device you want to add and edit the parameters in the corresponding
text field, then click on [OK] to add it to the connection list.
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1
1 R gular Config income Bandwidth 21/216Mbps

1 Regular Detection Channel No
o1

O st misiponca
= -

D4

Onwif

105.0.69
D5

06 o 8000

o7

Gopy to

Eseseaeseae8sasaasas8

Import Config Export Config Delete All

Note: The User Name and Password is set in the ONVIF Settings of the device.

After adding successfully, the video image obtaining from the device can be viewed in real-time.

L s || ’
Y e o LR g W

200000090082

For more details, please refer to the NVR User Manual.
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Access Control

On the Main Menu, tap Access Control to set the schedule of door opening, locks control and to
configure other parameters settings related to access control.

D Access Control

Access Control Options
E Time Rule Settings
! Holidays
Combined Verification
m Anti-passback Setup

u Duress Options

To gain access, the registered user must meet the following conditions:

The relevant door’s current unlock time should be within any valid time zone of the user time
period.

The corresponding user’s group must be already set in the door unlock combination (and if
there are other groups, being set in the same access combo, then the verification of those
group’s members are also required to unlock the door).

In default settings, new users are allocated into the first group with the default group time zone,
where the access combo is “1” and is set in unlock state by default.
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10.7 Access Control Options

Tap Access Control Options on the Access Control interface to set the parameters of the control lock
of the terminal and related equipment.

! Access Control Opti... 11

Gate Control Mode

Door Lock Delay(s) 5
Door Sensor Delay(s) 10
Door Sensor Type Clcln\«l;;r{m%l)

Verification Mode

Password/Fingerp
rint/Card/Face

Door Available Time Period 1

Normal Open Time
Master Device

Slave Device

Period None

In

Out

Auxiliary Input Configuration

Function Description

! Access Control Opti... 11

Normal
Close(NC)

Password/Fingerp
rint/Card/Face

Door Sensor Type

Verification Mode

Door Available Time Period 1
Normal Open Time Period None
Master Device In
Slave Device Out

Auxiliary Input Configuration
Verify Mode by RS485 Card Only
Speaker Alarm

Reset Access Setlings

Toggle between ON or OFF switch to get into gate control mode or not.

Gate Control - .
Mode When set to ON, on this interface will remove Door lock relay, Door sensor relay
and Door sensor type options.
Door Lock Delay = The length of time that the device controls the electric lock to be in unlock state.
(s) Valid value: 1~10 seconds; 0 second represents disabling the function.

Door Sensor
Delay (s)

The valid value of Door Sensor Delay ranges from 1 to 255 seconds.

There are three Sensor types: None, Normal Open and Normal Closed.

None: It means door sensor is not in use.

Door Sensor Type

If the door is not locked and is being left open for a certain duration (Door Sensor
Delay), an alarm will be triggered.

Normal Open: It means the door is always left opened when electric power is on.
Normal Closed: It means the door is always left closed when electric power is on.

The supported verification mode includes Password/Fingerprint/Card/Face,
Fingerprint Only, User ID Only, Password, Card Only, Fingerprint/Password,
Fingerprint/Card, User ID + Fingerprint, Fingerprint + Password, Fingerprint +

Verification Mode

Card, Fingerprint + Password + Card, Password + Card, Password/Card, User ID +

Fingerprint + Password, Fingerprint + (Card/User ID), Face Only, Face +
Fingerprint, Face + Password, Face + Card, Face + Fingerprint+ Card, and Face +
Fingerprint + Password.
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Door Available
Time Period

Normal Open
Time Period

Master Device

Slave Device

Auxiliary Input
Configuration

Verify Mode by
RS485

Speaker Alarm

Reset Access
Settings

To set time period for door, so that the door is available only during that period.

Scheduled time period for “Normal Open” mode, so that the door is always left
open during this period.

When setting up the master, the status of the master can be set to exit on enter.
Out: The record verified on the host is the exit record.

In: The record verified on the host is the entry record.

When setting up the slave, the status of the slave can be set to exit on enter.
Out: The record verified on the host is the exit record.
In: The record verified on the host is the entry record.

Sets the door unlock time period and auxiliary output type of the auxiliary
terminal device. Auxiliary output types include None, Trigger door open, Trigger
Alarm, Trigger door open and Alarm.

The verification mode is used when the device is used either as a host or slave.
The supported verification mode includes Card Only and Card + Password.

Transmits a sound alarm or disassembly alarm from the local. When the door is
closed or the verification is successful, the system will cancel the alarm from the
local.

The access control reset parameters include door lock delay, door sensor delay,
door sensor type, verification mode, door available time period, normal open
time period, master device, and alarm. However, erased access control data in
Data Mgt. is excluded.

0.2 Time Rule Setting

Tap Time Rule Setting on the Access Control interface to configure the time settings.

The entire system can define up to 50 Time Periods.

Each Time Period represents 10 Time Zones, i.e. 1 week and 3 holidays, and each time zone is a

standard 24 hour period per day and the user can only verify within the valid time period.

One can set a maximum of 3 time periods for every time zone. The relationship among these

time periods is "OR". Thus, when the verification time falls in any one of these time periods, the

verification is valid.

The Time Zone format of each Time Period: HH MM-HH MM, which is accurate to minutes

according to the 24-hour clock.

Tap the grey box to search the required Time Zone and specify the required Time Zone number

(maximum: up to 50 zones).
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S Time Rule[2/50] 11
Sunday [00:00 23:59...
Monday [00:00 23:59...
Tuesday [00:00 23:59...
Wednesday [00:00 23:59...
Thursday [00:00 23:59...
Friday [00:00 23:59...
Saturday [00:00 23:59...
Holiday Type 1 [00:00 23:59...
Holiday Type 2 [00:00 23:59...
Q

On the selected Time Zone number interface, tap on the required day (that is Monday, Tuesday etc.) to

set the time.

Specify the start and the end time, and then tap OK.

Notes:

D Time Period 1
00:00 23:59

rFs s rFs .

00} 00 23 59

v v v v

HH MM HH MM

Confirm (OK)

Cancel (ESC)

When the End Time is earlier than the Start Time, (such as 23:57~23:56), it indicates that access is

prohibited all day.

When the End Time is later than the Start Time, (such as 00:00~23:59), it indicates that the interval is

valid.
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The effective Time Period to keep the Door Unlock or open all day is (00:00~23:59) or also when the
Ending Time is later than the Starting Time, (such as 08:00~23:59).

The default Time Zone 1 indicates that door is open all day long.

3 Holidays

Whenever there is a holiday, you may need a special access time; but changing everyone's access time
one by one is extremely cumbersome, so you can set a holiday access time which is applicable to all
employees, and the user will be able to open the door during the holidays.

Tap Holidays on the Access Control interface to set the Holiday access.

D Holidays

Add Holiday

All Holidays

Add a new holiday:

Tap Add Holiday on the Holidays interface and set the holiday parameters.

D Holidays

No. 1
Date Undefined
Holiday Type Holiday Type 1
Repeats Every Year L
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Edit a holiday:
On the Holidays interface, select a holiday item to be modified. Tap Edit to modify holiday parameters.

Delete a Holiday:

On the Holidays interface, select a holiday item to be deleted and tap Delete. Press OK to confirm
deletion. After deletion, this holiday is no longer displayed on All Holidays interface.

10.4 Access Groups *

This is to easily manage groupings and users in different access groups. Settings of an access group
such as access time zones are applicable to all members in the group by default. However, users may
manually set the time zones as needed. User authentication takes precedence over group
authentication when group authentication modes overlap with the individual authentication methods.
Each group can set a maximum of three time zones. By default, newly enrolled users are assigned to
Access Group 1; they can be assigned to other access groups.

Click Access Groups on the Access Control interface.

D Access Groups

New Group

All Groups

Add a New Group

Click New Group on the Access Groups interface and set access group parameters.

D Access Groups
No. 2

Password/Fingerp

Verification Mode rint/Card/Face

Time Period 1 1
Time Period 2 0
Time Period 3 0

Include Holidays
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Notes:

This function is only used under attendance push (T&A PUSH).
There is a default access group numbered 1, which cannot be deleted, but can be modified.
A number cannot be modified after being set.

When the holiday is set to be valid, personnel in a group may only open the door when the
group time zone overlaps with the holiday time period.

When the holiday is set to be invalid, the access control time of the personnel in a group is not affected
during holidays.

10.5 Combined Verification

Access groups are arranged into different door-unlocking combinations to achieve multiple
verifications and strengthen the security. In a door-unlocking combination, the range of the combined
number N is: 0 < N < 5, and the number of members N may all belong to one access group or may
belong to five different access groups.

Tap Combined Verification on the Access Control interface to configure the combined verification

setting.
D Combined Verification 11
1 01 00 00 00 00
2 00 00 00 00 00
3 00 00 00 00 00
4 00 00 00 00 00
5 00 00 00 00 00
6 00 00 00 00 00
7 00 00 00 00 00
8 00 00 00 00 00
9 00 00 00 00 00
@)

On the combined verification interface, tap the Door-unlock combination to be set, and tap the up and
down arrows to input the combination number, and then press OK.

For Example:

The Door-unlock combination 1 is set as (01 03 05 06 08), indicating that the unlock
combination 1 consists of 5 people, and the 5 individuals are from 5 groups, namely, Access
Control Group 1 (AC group 1), AC group 3, AC group 5, AC group 6, and AC group 8§,
respectively.
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The Door-unlock combination 2 is set as (02 02 04 04 07), indicating that the unlock
combination 2 consists of 5 people; the first two are from AC group 2, the next two are from AC
group 4, and the last person is from AC group 7.

The Door-unlock combination 3 is set as (09 09 09 09 09), indicating that there are 5 people
in this combination; all of which are from AC group 9.

The Door-unlock combination 4 is set as (03 05 08 00 00), indicating that the unlock
combination 4 consists of only three people. The first person is from AC group 3, the second
person is from AC group 5, and the third person is from AC group 8.

Delete a Door-unlocking Combination:

Set all Door-unlock combinations to 0 if you want to delete door-unlock combinations.

10.6 Anti-passback Setup

It is possible that users may be followed by some persons to enter the door without verification,
resulting in a security breach. So, to avoid such a situation, the Anti-Passback option was developed.
Once itis enabled, the check-in record must match with the check-out record so as to open the door.

This function requires two devices to work together: one is installed inside the door (master device),
and the other one is installed outside the door (slave device). The two devices communicate via the
Wiegand signal. The Wiegand format and Output type (User ID / Card Number) adopted by the master
device and slave device must be consistent.

Tap Anti-passback Setup on the Access Control interface.

D Anti-passback Setup

Anti-passback Dir

; No Anti-passback
ection
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Function Description

Function Name Description

No Anti-passback: Anti-passback function is disabled, which means successful
verification through either the master device or slave device can unlock the door.
The attendance state is not saved in this option.

Out Anti-passback: After a user checks out, only if the last record is a check-in
record, the user can check-out again; otherwise, the alarm will be triggered.
Anti-passback = However, the user can check-in freely.

Direction In Anti-passback: After a user checks in, only if the last record is a check-out
record, the user can check-in again; otherwise, the alarm will be triggered.
However, the user can check-out freely.

In/Out Anti-passback: After a user checks in/out, only if the last record is a
check-out record, the user can check-in again; or if it is a check-in record, the user
can check-out again; otherwise, the alarm will be triggered.

10.7 Duress Options

Once a user activates the duress verification function with specific authentication method(s), and when
he/she is under coercion and authenticates using duress verification, the device will unlock the door as
usual, but at the same time, a signal will be sent to trigger the alarm.

On Access Control interface, tap Duress Options to configure the duress settings.

D Duress Options

Alarm on Password
Alarm on 1:1 Match
Alarm on 1:N Match
Alarm Delay(s) 10

Duress Password None

Function Description

Function Name Description

When a user uses the password verification method, an alarm signal will be

Alarm on Passwor . - .
arm on Password generated, otherwise there will be no alarm signal.
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Alarm on 1:1 Match

Alarm on 1:N Match

Alarm Delay(s)

Duress Password
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When a user uses any fingerprint to perform the 1:1 verification, an alarm signal
will be generated, otherwise there will be no alarm signal.

When a user uses any fingerprint to perform 1:N verification, an alarm signal will
be generated, otherwise there will be no alarm signal.

Alarm signal will not be transmitted until the alarm delay time is elapsed. The
value ranges from 1 to 999 seconds.

Set the 6-digit duress password. When the user enters this duress password for
verification, an alarm signal will be generated.
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USB Manager

You can import the user information, and attendance data in the machine to matching attendance
software for processing by using a USB disk, or import the user information to other devices for backup.

Before uploading/downloading data from/to the USB disk, insert the USB disk into the USB slot first.
Note: Only FAT32 format is supported when downloading data using USB disk.

Tap USB Manager on the main menu interface.

D USB Manager
E Download
Upload

11.7 USB Download

On the USB Manager interface, tap Download.

D Download

Download Access Records
User Data

User Portrait

Attendance Photo

Blocklist Photo
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Function Description

Function Name Description

Download Access To download all access records in specified time period into USB disk.
Records
User Data To download all user information from the device into USB disk.
User Portrait To download all user portraits from the device into USB disk.

Attendance Photo | To download all attendance photos from the device into USB disk.

To download all blocklisted photos (photos taken after failed verifications)

Blocklist Photo from the device into USB disk.

11.2 USB Upload

On the USB Manager interface, tap Download.

D Upload

Screen Saver
Wallpaper
User Data

User Portrait

Function Description

Function Name Description

To upload all screen savers from USB disk into the device. You can choose
Screen Saver Upload selected photo or upload all photos. The images will be displayed on
the device’s main interface after upload.

To upload all wallpapers from USB disk into the device. You can choose
Wallpaper Upload selected photo or upload all photos. The images will be displayed on
the screen after upload.

User Data To upload all the user information from USB disk into the device.

User Portrait To upload all user portraits from USB disk into the device.

Page |93 Copyright © 2024 ZKTECO CO., LTD. All rights reserved.



SenseFace 7 Series

User Manual

Attendance Search

Once the identity of a user is verified, the Event Logs will be saved in the device. This function enables

users to check their access records.

Click Attendance Search on the Main Menu interface to search for the required Access/Attendance

log.

D Attendance Search

Event Logs
Attendance Photo

E3 Blockiist T&A Photo

The process of searching for attendance and blocklist photos is similar to that of searching for event

logs. The following is an example of searching for event logs.

On the Attendance Search interface, tap Event Logs to search for the required record.

1. Enter the user ID to be searched and click OK. If
you want to search for logs of all users, click OK
without entering any user ID.

D
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ESC

User ID

123

2. Select the time range in which the logs
need to be searched.

D Time Range

Today
Yesterday
This Week
Last Week
This Month
Last Month

All

O O O O O O O

User Defined
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3. Once the log search succeeds. Tap the login
highlighted in green to view its details.

pol

Personal Record S...
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09:47 09:47 09:32 09:32
07:1307:1307:13

4. The below figure shows the details of the
selected log.

D Personal Record S...

e ——

03-1909:47
03-1909:32
03-1909:32
03-1907:13
03-1907:13
03-1907:13

0 o O o 9O o

Name:
Status: Other
Verification Mode : Other
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13. Autotest

On the Main Menu, tap Autotest to automatically test whether all modules in the device function
properly, which include the LCD, Voice, Camera and Real-Time Clock (RTC).

Function Description

Function Name

D Autotest

() Testau

L] TestLcD

Test Voice
Microphone Test

Test Fingerprint Sensor
u Cam Test

Test Clock RTC

Description

Test All To automatically test whether the LCD, Audio, Camera and RTC are normal.
To automatically test the display effect of LCD screen by displaying full-
Test LCD color, pure white, and pure black to check whether the screen displays
colors normally.
. To automatically test whether the audio files stored in the device are
Test Voice

complete and the voice quality is good.

Microphone Test

Check whether the microphone is working by speaking to microphone and
playing the microphone recording.

To test the fingerprint sensor by pressing a finger on the scanner to check if

Test Fi i . X o . . '
est Fingerprint the acquired fingerprint image is clear. When you are pressing a finger on
Sensor s I g
the scanner, the fingerprint image will display on the screen.
To test if the camera functions properly by checking the photos taken to see
Cam Test . " "
if they are clear enough. Same as "Test Face".
To test the RTC. The device tests whether the clock works normally and
Test Clock RTC accurately with a stopwatch. Tap the screen to start counting and press it
again to stop counting.
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14. System Information

On the Main Menu, tap System Info to view the storage status, the version information of the device,
and firmware information.

D System Info

m Device Capacity
5] Device Info
[ Firmware Info

E] Privacy Policy

Function Description

Function Name Description

Displays the current device's user storage, password, face template, fingerprint
Device Capacity = and card storage, access records, attendance and blocklist photos, and profile
photos.

Displays the device's name, serial number, MAC address, fingerprint algorithm,
Device Info face template algorithm, platform information, MCU Version and manufacture
date.

Firmware Info Displays the firmware version and other version information of the device.

The privacy policy control will appear when the gadget turns on for the first time.
After clicking "I have read it," the customer can use the product regularly. Click
System Info > Privacy Policy to view the content of the privacy policy. The
Privacy Policy privacy policy's content does not allow for U disc export.

Note: The current privacy policy's text is only available in Simplified Chinese/ English.
However, translation of other multi-language content is underway, with more
iterations.
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15. Connecting to ZKBio Zlink Web

Change the device communication protocol to BEST protocol, then the device can be managed by
ZKBio Zlink, please refer to 6.5 Device Type Setting.

Users can use the created account to access ZKBio Zlink Web to connect devices, add new personnel,
register the verification method of registered personnel, synchronize personnel to devices and query
records.

15.1 Register Account

1. Access the ZKBio Zlink website (http://zlink.minervaiot.com).

2. Ifyou do not have an account, please click create account to add a new account.

Run Your Workplace

All-in-One \ ©ZKBio Ziink

Access | A Visitor Time & ﬂl In-App @ Online Technical
Control Management Attendance Guide Support
Welcome
i Email*
s
e
o Enter your E-mall 1D D
Password*
Enter your Password @
[ Auto loginin 5 days Forgot Password?

Don't have an account? Create Account

3. Read and agree to User Agreement and Privacy Policy, then click Register.

(JZKBio Zlink

Run Your Workplace

All-in-One

Welcome to Register

Register your accaunt by email ar mabile. The account is the anly

ll] CAC(I’{\E?\ H AL @ Ar:éwgaice E!| lgu'?gg @ ?Jp‘ga,m HERY credential for you to log into the system, please keep yaur
| infarmation properly.
i You can create arganizatian under yaur accaunt, and your account
[ M o S
e can also be invited to join other organizations.

You can delete account and its information, ar transfer account and
digital assets to trusted people.
Please read the User Agreement and Privacy Palicy before

registering an account.

I have read and agree to User Agreement

| 2E== | have read and agree ta Privacy Palicy

Already have an aceount? Login
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4. Enter user’s information and set password, then click Register.

({)ZKBio Zlink o &

Register

Firsl Name*

Run Your Workplace

AII-in-One

Please enter your First Name

Las1 Mame*
e Techica
@' H"';:er}-‘. [ Plerseanter your Last Name

Email*

Please anter your Ema D

Visitar Time & Irw"pn
rcr »I Management Attendarce Gulde

Country ®

Cremne Password®

5. Set the organization’s name and Organization code, click Create, then complete registration. If you
do have an organization, please click Select an Organization.

L 3

ZKBio Zlink
Run Your Workplace J "
-
~f  All-in-One \
E 'It{i‘ﬁn E MJ::‘E%EHI |®.ﬂ T.'e;‘gaﬁm '?:ﬁ.p | @ e | Cmate Organization
=t '] thmanizalion Mame*
Omanizeiion Code*

Please anter your Drganization Code

Already have an Organization? Salact an Oroanlzation

sk to Login

Powernd by MIMERVAILT
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15.2 Add Device

Set Organization (Add Person)
Click Me > Organization on the main menu.

Y Zkteoodl W ZKkteoo Zkteco W

o @

Omanlzation Diavice Canter Q Credentlal

B

(s

Click Add icon to add a new person (Repeat adding the department, role and permission, job

title, site list, and zone list).

Y4 Zkieeo9d v ZKieo Zkieto v

[T}
L L] . .

Organization
=] Pesson Department Hole and Permission Jobs Tille Site Zone Hesignation ey iy [N
R

Prerson Name Person 10 Ermail Muobile Deparment Job Tithe Date of Joining Aclions
E

zkieco zkieco oo shenleylee@zkiec.. Default deparime..  Default [ob ilile
&
NoafRecordeparpage 5 - 1-1af1 n
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3. Enter the person’s details and click Save (Repeat adding the department, role and permission, job
title, site list, and zone list).

\i (Y 7htacadd v Thtaca Thtaco W
1]
(] &
< Add Person Details
E' First Name* Last Name*
2
- <y Parson 1I0* Email®
L= ‘_,M n i
(s Molsiles Role end Permission
Cuzpaariment Juob Tige
Dt of Joining Date of Birh
@ Fleasa sibict Dati a8l ®
Gender Couwnlry?*
Province/State Ciy=
Address Ling 1= Atldress Lire 2

15.2.2 Add Device

1. Tap COMM. > Ethernet in the main menu on the device to set the IP address and gateway of the

device.
D Ethernet
Display in Status Bar @)
IPv4
IP Address 192.168.163.199
Subnet Mask 255.255.255.0
Gateway 192.168.163.1
DNS 0.0.0.0
DHCP
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2. Click Workshop > CloudACC on the main menu to enter the ZKBio Cloud Access interface.

N\ (g Zitee0 v Zkteco Zkteoo v

i Workshop

CloudACT b CloudAT T
= 1]

(e

3. Click Device Management > Device to enter the Device interface in the ZKBio Cloud Access
4. Click +Add Device button to add a new device.

5. Read and check to the instructions, then click Continue.

Cloud ACC klecaly skteso Fhlaca

oo ashboas
B8 Dashuoend

< Add Device

& Organization
[ site Menagement y Device Network Conliguralion Steps
O] DoviceManagemen! -~
Devee Topalagy Step 1: Powar up and turn an the Davica Step 2: Configure tha Netwnrk Step 3: Rastore the Factory Seftinge

1k, iLwill sutomatically conn You may st Bluetooth b sebup the nebwoik. O some Sorme Deviees can nol have nelwork selling, Yeou may U
Bevive

Doar

Reader

1

Auziliary Inpun

2
=
s
)

Autiliary Dutput

%

c

[é
: Eg's)),_‘

Ageess Control
O Repon

(s OperstionLog

[ 1 have read these instructions m

versien v 2.1.0 ®
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6. Enter the device’s serial number, then click Add. (Click System Info > Device Info on the device to
view the serial number)

CIO ud ACC ) zktecoda ) zktaco zkteco

893  oDashboard

< Add Device

2 Organization

Manual Register Device
[ol  stemanagement

Power Up and Set Device Network

] Devcenunogemem -~
1. Plug in We network cable il Device support Ethermet Tunction,
. Dusvice Topology 2, Enter your Device Ethernel selling/Wiki selling menu Lo enter communication selling page. Network selup is successiul, Device will display a O code in standby
[HEHES
Device 3. On the glde of Device kox ar an the back of Device, can find tha Device Seral Numhbar,
A Flilin Device Serlal Humber an systam.
Doar
s Reater Device Serlal Number
Auiligry Input

Augliary Dutput

T [~

[ RAeport

[ OperstionLog

version ¥ 2.1.0 ¥

7. Choose a site and a zone, then click Save to finish.

Bind devices to your company X

’ 6183202600003

Please specify the device to a site.

This device will sync the same time zone{(UTC+08:00) Beijing, Chongging,
Hong Kong, Urumgi,Kuala Lumpur, Singapore) of the site.

Site_1 v

Zone*
[-ZOI'IE_1 - ]
“ ‘ iy ‘
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15.3 Time Slot
Time Slot is used to set the access time period for person or doors.
Set Time Slot
In ZKBio Cloud Access interface, click Access Control > Time Slots to set time slot.
Cloud ACC zktecadd zkteco Zkteco
=151 lashboard Time Slot ’: 7
S Organizetion
m B PJ‘&"I'\IQL'III‘_‘('| Time Skot Name Actons
() Devcemanagement 24-Hours General &
woof racords parpags | £ = 110f1 n
Door Access Time
Broup Atess Time
O report

[z operstionLog

Click +Add Time slots to add a new slot, or click % to modify an existing slot.

Set Door Access Time

In ZKBio Cloud Access interface, click Access Control > Door Access Time and click {? to allocate a

time slot to this door.

Cloud ACC

O Dashboard

oo
ol

Door Access Time

28 Organization
[ site Menagement Door Name Device Mame Device Serial Num...  Deor Number
(0 Device Management Daor-1 SpeedFaceV4L Pro 8067232240006 1
Noof records perpage | § ~  1-1of1
Time Slot

Door Access Time
Group Access Time
B Report

[%; Operation Log
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zkteco99 zkteco zkteca
W 7§ & ¢ V¥
Enable Active Time Slot Verification Mode Actions
o 24-Haurs General V74
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Set Group Access Time

You can set a group to control the access time of the person and the door at the same time.

In ZKBio Cloud Access interface, click Access Control > Group Access Time.

Cloud ACC

og achboard
B8 oashboard

Group Access Time
S oOrgenizetion

[ site Management

[ Devcemanagement

Time Stot

Door Access Time

M wepor

[z Operation Log

version vV 2.1.0 b'e

Click + Add Group Access Time to add a new group.

Click [E] to allocate doors to this group.

Click & to allocate person to this group.

Click 74 to allocate a time slot to this group.

Click O to delete this group.

5.4 Synchronize Person to Device

Zkecods Zhteco zkieco

Click Workshop > CloudACC on the main menu to enter the ZKBio Cloud Access interface.

Workshop

5]

CloudAGT

o

G

Page |105

Cloudal 1

Start Date and Tome End Dale and Time Actions
1047 N-U3-2022 1047 1008-2023 B&eza0n
CF Zkteco0d w Zkteco Zkteon

E
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2.

O B & 88

Click Access Control > Group Access Time.

Cloud ACC

8 Dashboard

Organizetion

Site Management

Deviee Managament

%
5
N

Tirnez Slot

Door Access Time

GBroug #

Report

[&=  OperationLog

Group Access Time

Name

tooof reords por page

Tirrwe Slot

24-Hou s Ganaral

§ * | 11001

3. Click [ﬂ > to choose a device.

a 0 B B

Cloud ACC

Dashboard

Qrganization kot
Site Management w
Device Management
Access Control A

Time Slot
Door Access Time

Group Access Time

Report ~

[%:  operationLog

< Manage Door

Door Mame

Door-1

Neof records par page

Device Mame Device Serial Number

SpeedFace V4l Pro 8067232340006

5 ¥ 11ef1

. 0 . .
4. Click g > . to allocate person to this device.

Cloud ACC

g

G

Pa

Dashhoard

Organization

Site Managemnen]

Device Management -

Timne: Slot

Door Acoess Time

Report

Operation Log

ge |106

< Add Person

First Mama

Moof racords par page

Last Mame

2htecy

E ~  tiofi

Starl Date and Time

1037 n-Us-20z2

Door Mumber

End Dale and Time

1137 104082023

Verification Mode

Farson I

Zkteccdd

zkteco99

Zktecadd

zkteco zkteco

Actions

ba&en

- zkteca zkteca
o

Actions
[ ]

zkteoo Zkteco

LN

Clear
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5. Click Device Management > Device to enter the Device interface.

Cloud ACC zkteco99 zkteco zkteco

BB Dashboard =

ol

Device ¢ o 8 vV ERLLE
%8 organization
[al  semanagement Device Name Serial Number 1P Address Device Model Firmware Version Status Actions
[C] Device Management ~ i 5]
ksl RediedEnEgRmam SpeedFace V4L Pro 8057232340005 182.168.163.175 SpeedFaceVaL Pro ZAM1B0-NFADYEer3 6.2 online Gk ¢ @O
. Device Topology
Noof recordsperpage & ~ | 1.1of1 n
Device
«  Door
. Reader

. Auxiliary Input

. Auxiliary Output

Access Control
Y  Report

(B2 OperationLog

versionV 2.1.0 x

6. Choose a device and click Persons in the Device icon Cz to view the person list.

Cloud ACC zkteca99 zkteca zkieco

3 Dashboard

oo

< Person In This Device

Organization

B

SpeadFacaV4L Pra

]

Site Management

(0] DeviceManagement -

Persan & Persan Gredentials in this Davice ? &
. Device Topology
Person Name Person 1D Role Person Credentials
N Door Mike hike 1 Select Userrole | [BI=E0E R [l o [l o]
= Reader Noof records perpage | 5 v | 1.10f1

. Auwdliary Input

- Auxdliary Output
& Access control
[ Report

[  Operation Log

versionV2.1.0 X
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5 User Registration

Register a User ID and Name

Please refer to the related software user's manual: 14.2.1 Set Organization.

Setting the User Role

There are two types of user accounts: the Normal User and the Super Admin. If there is already a
registered administrator, the normal users have no rights to manage the system and may only access

authentication verifications. The administrator owns all management privileges.

Click Device Management > Device on ZKBio Cloud Access interface to enter the Device

interface.

Choose a device and click Persons in the Device icon L2 to view the person list.

Cloud ACC =

88 Dashboard -
Device = o
28 Organization
[al  stte Management Device Name Serial Number 1P Address Device Model Firmware Version Status
[0 Device Management SpeedFace V4L Pro 8067232340005 192.168.163 176 SpeedFaceVaL Fro ZAM1B0-NF40VEVer3 6.2 Online
Device Topology
Noof records perpage . & ~  1.10f1

Door
Reader
Auxiliary Input

Augiliary Output
Access Control
Y  Report

(B operationLog

wersion'V 2.1.0 *

zkteca zkteco

<

Actions

iz ¢ ©

=
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Choose the Select User role.

Cloud ACC

S Dashboard

oo

< Person In This Device

22 organization

[l site management v

| Person & Person Gredentials in this Device 7

SpeedFace-V4L Pra

. Device Topology
e Person Name Person 1D Role
evice

. Door Mike hike 1 Select Userrole

Reader Noof records perpage 5 +  1-10f1

. Audliary Input

. Auwdliary Output
&  Access control
[ Report

[ operation Log

wersion¥ 2.1.0 X

zkteco99 zkteco zkteco

Person Credentials

(A (B )@ ) (& o)

B o (& o)

Register Fingerprint

Click Device Management > Device on ZKBio Cloud Access interface to enter the Device

interface.

Choose a device and click Persons in the Device icon Ca to view the person list.

Cloud ACC

88 Dashhoard

Device
28  Organization
Ll sremanagen Device Name Serial Number 1P Address
L] SpeedFaceVaL Pro 8057232340005 192.168.163.175

Device Topology
Noof records perpage | 5 v {1of1

. Doer
] Reader
" Augiliary Input

. Auxiliary Qutput
Access Control
[y  Report

[ OperationLog

wersionV 2.1.0 4
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Device Model Firmware Version

SpeedFace- V4L Pro

zkteco99 zkteco zkteco

Status Actions

ZAM180-MF4DVBVar3 5.2 Online G ¢ O
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3.

Click - "!jcon to choose a finger, click Submit, then register fingerprint on the device.
C|0Ud ACC zkteco99 zkteca zkteca
88  Dpashboard
< Person In This Device
2 Organization v
= SpeedFace V4L Pro
[dl  site Management -~ . Site: 1
Zone: 1
[:J Device Management A
Persan & Person Credentials in this Device 7 (<]
Device Topology
Saii Person Name Person 1D Role Person Credentials
Door Mikelke 1 Select Userrole (B (B (@ o)[® oJ[H (& ¢
Reader Noof recordsperpage | & + | 1.1of1
Auwdliary Input
Auwdliary Output
&  Access Control
[  Report
[Zz operationLog
wersionvV2.1.0 X
Press the same finger on the fingerprint reader three times. Green indicates that the fingerprint

was enrolled successfully.
D) Enroll Fingerprint(1-6)

Enrolled successfully
50

15.5.4 Register Face Template

1.

Click Device Management > Device on ZKBio Cloud Access interface to enter the Device
interface.
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2. Choose a device and click Persons in the Device icon Ca to view the person list.
CIOUd ACC zkiecn99 zkteca zkteco

88 Dashboard

Device
28 Organization
[al  site Management Device Name
[Z] Device Management ~ SpeedFace V4L Pro

Device Topology
Noof records per page | 5

Devi

Device
. Doer
. Reader

. Auxiliary Input

()

Serial Number IP Address Device Model Firmware Version Status Actions

2057232340005 192168163175 SpeedFace V4L Pro ZAM120-MF40VEVerd 52 Online m p o

3. Click 2" jcon to register face template on the device.

Cloud ACC

zkteco99 zkteco zkteco
88  Dpashboard ) .
< Person In This Device
28 Organization
— SpeadFace-v4L Pra
[l site Management - Site: 1
5 1
[C) ODevice Management »~|
Persan & Person Gredentials in this Device 7 e
. Device Topology
£ Person Name Person 1D Role Person Credentials
Device
«  Door Mike ke 1 Select Userrole (@ o= o)[@ oJ(& o)(B o) (@ o)
. Reader

Noof records per page | §

. Auxiliary Input

Auwdliary Output

&f  Access control

The registration interface is as follows:

Page |11

© Enroll Face

Image Quality: 79

Note:

69 Please remove any masks,
sunglasses or facial

obstructions
A The template quality is good.
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Register Password

Click Device Management > Device on ZKBio Cloud Access interface to enter the Device

interface.

Choose a device and click Persons in the Device icon a to view the person list.

Cloud ACC

og
88 Dashboard
28 organization

[ol  site Management

. Device Topology
Device
Doar

. Reader

. Auxiliary Input

Augiliary Output
f  Access Control
3  Report

[E= operationLog

wersion'V 2.1.0 *

Device

Device Name Serial Number

SpeedFaceVaL Pro 8067232340006

Noof records perpage & ~  1.10f1

IP Address

192.168.163.176

Click £ Jiconto register password on the device.

Cloud ACC

oo
ga Dashboard
% organization

[ol  site Management

. Device Topology
evice
Door
. Reader

. Auxdliary Input

Auwdliary Output
& Access control
[  Report

[ Operation Log

version v 2.1.0 > 2

Page |112

< Person In This Device

Person & Person Credentials in this Device 7

SpeedFace V4L Pro

Person Name Person 1D
Mike Mike 1
Moof records perpage 5~ 1.10f1

Role

Select Userrole

zktecad99 zkteca zkteco
(&) O a Y + AddDevice
Device Model Firmware Version status Actions
SpeedFaceVaL Pro ZAM1B0-NF40VEVer3 6.2 Online Gz ¢ O
zkteca99 zkteco zkteco
c
Person Credentials
(B o)\ o)(@® oj(® oJ(H o @ o]
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The registration interface is as follows:

D

Password

Please re-type the password.

ESC

3 &
6 A
9 \V
123

Note: The password may contain one to eight digits by default.

Register Card

Click Device Management > Device on ZKBio Cloud Access interface to enter the

interface.

Choose a device and click Persons in the Device icon (2 to view the person list.

Cloud ACC

88  Dashboard }
Device

Qrganization

[al  site Management

Device Name Serial Number

agement

I SpeedFaceV4L Pro 057232340005

Device Topology

Noof recordsperpage | § v 1.10f1

Door
Reader
Auxiliary Input

Auxiliary Qutput
Access Control
[y Report

[ OperationLog

Page |[113

IP Address

192168163175

zkteco99

c & 1
Device Model Firmware Version Status
SpeedFace V4L Pro ZAM180-NF40VE-Verd 52 Online

Device

zkteca zkteco
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3. Click == Jjcon to register password on the device.

C|Oud ACC zkteco99 zkteca zkteca

88  Dpashboard ) .
< Person In This Device
2 Organization
- SpeedFace V4L Pro
[al  siteManagement Site: ]
[0 Device Management ~
Persan & Person Credentials in this Device 7 (<]
Device Topology
K Person Name Ferson 1D Rale Person Credentials
Device
«  Door Miks e i Select User role (@ o= o)[@ oJ(& oJ(B o )& o)
= Reader Noof recordsperpage | & + | 1.1of1

. Auwdliary Input

Auwdliary Output
&  Access Control
[  Report

[Zz operationLog

wersionvV2.1.0 X

The registration interface is as follows:

D) Enroll Card Number

Please swipe card
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15.6 Data Search

Dashboard

In ZKBio Cloud Access interface, click Dashboard to check the sites, devices, doors, person of this
application, events overview graph, and sites overview map.

Cloud ACC zktecodd zkteco zkteco
5
= Dashboard
S oOrgenizetion
[l Site Management B s B ooices W oooos & persons B events
[0 Deveenenagement
Titrat famge
e Aevess Control . Last 2 hou_, =
Event Overview
O Hepor @ Nommal @ Waming @ Criical
fa  OperationLog
s
- 5
8
ﬁ 3
5
25
il
=
1
0
00,50 AM 09.05 A 062044 09,35 AM 09.50 AM 10.05 A4 10,20 AM 10,35 4M 10.50 AM
Time
Site Overview Search Site ¥

Laading..

wersion ¥ 71,0 w

Event Report

In ZKBio Cloud Access interface, click Report > Events to check the specific information of all devices’

events.

Cloud ACC zktaco99 zkteca zkteco

88  Dashboard

Events c Y &’
28 Organization
m Site Management v Person 1D Person Name Deviee Mame Device Serial Number — Event Time Event Address Event Name Verification Mode
@ Device Management  ~ SpeedFace-val . 8057232340005 2023-08-11 104 1
6; Access Control SpeedFace-Val 8057232340005 2023-08-11 104 1
10220 SpeedFace-V4l 8057232340005 2023-08-11 104 1
B Repo ~
8057232340005 2023-08-1110:3.. 1
Events
8057232340005 2023-08-1110:3.. 1
(B operationLog
Noof records perpage | 5 v | 1.5of12 2 s
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Connecting to ZKBio Zlink App

Change the device communication protocol to BEST protocol, then the device can be managed by
ZKBio Zlink, please refer to 6.5 Device Type Setting.

Users can use the created account to access ZKBio Zlink App to connect devices, unlock the device
remotely and query records.

16.7 Register Account

1. Search for the ZKBio Zlink App in Apple App Store or Google Play Store and download the App to
your smartphone.

2. Open the ZKBio Zlink App and if you do not have an account, please click create account to add a

new account.
3. Read and agree to User Agreement and Privacy Policy, then click Register.

4. Enter user's information and set password, then click Register.

) . ) Register B
- ({)ZKBio Zlink
i : Welcome to Register Frstname*
(1) ZKBio zlink g
Welcome Last name *
properly.
You can create organization under your
il D Country *
1 delete account and its information,
Password * o ount and digital a
Email * O
Aule login in 5 days Forgot Password? Please read the User Agreement and Privacy

Palicy before registenng an account

Create Password * ®

Not yet have account? Creale account
Confirm new Passwaord * Q

| have read and agree to User Agreement

| have read and agree toPrivacy Policy Register
\ ) k Register ) Already have an account? Log in j
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Choose an organization, click Enter, then complete registration. If you do not have an organization,

5.
please click Create one.
N\

N
() ZKBio zlink
(i) ZKBio Zlink

Create organization

Select organization

Please select the organization you created and

enter this organization
Public Resources

You can also switch between your multiple
organizations after logging in. - 0
Public Resources @)

Create
“ ; . Select an
Already have an organization? )

Don't have an organization? Create one

\.

16.2 Add Person

1. Click Me > Organization > Person on the main menu.

. 9|, . . .
2. Click . icon to add a new person. Enter the information, and click Save.

€ Organization

Dashboard \ E Me

ZkTeco HQ company
‘ : ’ Organization Public Resources
& Public Resources

Device center
Q [<o)] E
U

Credentials management . (o)
o o &
Zonelist  Resignation
list

Device status

=F = a
_ = & . 7 & )
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& Person

Name

\.

Person ID

[+ )

16.3 Add Device

16.3.1 Add Site and Zone

& Add person profile

First name *

Last name *

Person ID *

Email *

Country *

+91 Mobile *

\ Department )

1. Click Me > Organization > Site (or Zone) on the main menu.

. EEN I X . . .
2. Click . icon to add a new site or zone. Enter the information, and click Save.

Dashboard \

ZkTeco HQ company

Device status

Device center

o Credentials management

Organization

N\ N\

€ Organization

o &

Zonelist  Resignation

-] & >
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€ Sitelist _\ € Zonelist -\ & Add zone N\
Site name Zone name
: Q?J# C'EI_—_JE E}.
DEFAULT Default =
-?i;—' |_ =
J:]’I:I,‘_‘J + |G
. J \u /L J
Add Device

Tap COMM. > Ethernet in the main menu on the device to set the IP address and gateway of the

device.

D Ethernet

Display in Status Bar ( @)
IPvd

IP Address 192.168.163.199

Subnet Mask

255.2565.255.0

Gateway 192.168.163.1
DNS 0.0.0.0
DHCP

Click Workshop > CloudACC on the main menu to enter the ZKBio Cloud Access interface.

Click Me > Device List to enter the Device interface. And click icon to add a new device.

Click Manually register device.
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5. Read and check to the instructions, then click Continue.

6. Enter the device's serial number, then click Confirm. (Click System Info > Device Info on the

device to view the serial number.)

Workshop \ @ CLOUDACC Q_N & Device List

All the devices been binding to this application
] will display here. you can set up the device
ZKTeco Py v J

parameters

- Device List Door List

CloudACC  CloudATT

& Add device \ € Search the device \ & Manual register device

Searching for devices via Bluetooth...

Power up and set device network

g\\ fg * Rescan Bluetooth d
<l (5"8’5 F 1. The information of this person will not be
o <"uv Mo deleted from the system. You can view this
o — o Devices have been found, click the network symbol of a person in the resignation list
— device and start to set up the network...
2. Enter your device Ethernet setting/WiFi
7860223940001 setting menu 1o enter communication
step_3 SN7860223940001 setting page Metwork setup cessful,
device will display a QR code in standby
page
Restore the factory settings ; i i
3. On the side of device box or on the back
of device, can find the device serial number.
4. Fillin device serial number on system
Qo Enter device serial number
—,
A [_ ﬁ
Maybe the device has no Bluetooth, try this :
| had read these instruction
té) e “
Continue

. /L J/\o J

7. Choose a site and a zone, then click Save to finish.

8. Then click Device, users can view the device status and unlock remotely in this interface.
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& Device List 1 = _‘\

All the devices been binding to this application

will display here. you can set up the device —
parameters.
e
SpeedFace..

SpeedFace-... N
e
L) 0@ -

SN. BO36225340035

Flease specify the device to a site and zone,

L )
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Connect to ZKBio CVAccess Software

17.1 Set the Communication Address

Device Side

Tap COMM. > Ethernet in the main menu to set the IP address and gateway of the device.

Note: Please ensure that the IP address is in the same network segment as the server address and
can communicate with the ZKBio CVAccess server.

In the main menu, click COMM. > Cloud Server Setting to set the server address and server
port.

Server address: Set the IP address as of ZKBio CVAccess server.

Server port: Set the server port as of ZKBio CVAccess.

D Ethernet D Cloud Server Settings
Display in Status Bar B Server Mode ADMS
IPv4 .

Enable Domain Name
IP Address 192.168.163.199

Server Address 192.168.163.61
Subnet Mask 255.255.255.0

Server Port 8081
Gateway 192.168.163.1

Enable Proxy Server
DNS 0.0.0.0
DHCP

Software Side

Login to ZKBio CVAccess software, click System > Communication > Communication Monitor to set
the ADMS service port, as shown in the figure below:

System [ . managemant I C. Manitor

Adms Service Settings

Adms Servics Port

Project control file version
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17.2 Add Device on the Software

Add the device by searching. The process is as follows:
1. Click Access > Device > Search Device, to open the Search interface in the software.
2. Click Search, and it will prompt Searching.......

3. After searching, the list and total number of access controllers will be displayed.

No device found? Download Search Tools to Local Disk

Total Progress | 00 Searched devices count 1

1P Address | Device Type Serial Number c}'cj
IP Address MAC Address Subnet Mask Gateway Add... Serial Number Device Type  Set Server Operations
192.168.163.199 255.2556.255.0 192.168.136.1 7273212700020 M yex & @

A\ The current system communication port is 8881, please make sure the device is set comectly

Close

4. Click Add in operation column, a new window will pop-up. Select Icon type, Area, and Add to Level
from each dropdown and click OK to add the device.
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17.3 Add Personnel on the Software

1. Click Personnel > Person > New:

New X
Personnel ID* 2842 Department” Department Name - ? o
First Name Last Name
Gender L - Mobile Phone
Certificate Type oo - Certificate Number
Birthday Email
Hire Date Position Name -
Device Verification Password Card Number &

Biometrics Type F0

Enable app login

4 Access Control Time A 1ce P | Detail »
Levels Settings 7) Superuser No -
Sedan Device Operation Role Ordinary User -
(7) Extend Passage
(7) Access Disabled
Set Valid Time
Add Select All Unselect All

Save and New “ Cancel

2. Fillin all the required fields and click OK to register a new user.

3. Click Access > Device > Control > Synchronize All Data to Devices to synchronize all the data to
the device including the new users.
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17.4 Mobile Credential %

Note: This function is only for SenseFace 7C.

After downloading and installing the ZKBioAccess Mobile Page, the user needs to set the Server before
login. The steps are given below:

1. In ZKBio CVAccess > System > System Management > Parameters, set Enable QR Code to
“Yes”, and select the QR code status according to the actual situation. The default is Dynamic, the

valid time of the QR code can be set.

System | System Management | Parameters

QR Code Setting

QR Code Setting
Video watermark

Personal sensitive information pro_

Enable QR Code

D No @ Yes

Privacy Palicy

o does not ol support E-mode encryption ot & electing
ice has supportd the cus o

Ak Seivch botween static QR code and dynamic OR code shoubd be canefid. fraguant switch may lead
to davics armor

2. On the Server, choose System > Authority Management > Client Register to add a registered
App client.

Client Type®

Registration Code™

3. Open the App on the Smartphone. On the login screen, tap Server Setting and type the IP
Address or the domain name of the Server, and its port number.

Note: Smartphone and the Server must be in the same network segment.

4.  Tap the QR Code icon to scan the QR code of the new App client. After the client is identified
successfully, set the client’s name and tap Connection Test.
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5. After the network is connected successfully, tap Save.

< Server Setting

Testing Connection

R

The Mobile Credential function is only valid when logging in as an employee, tap on Employee to
switch to employee login screen. Enter the employee ID and password (Default: 123456) to login.

6. Tap Mobile Credential on the App, and a QR code will appear, which includes employee ID and
card number (static QR code only includes card number) information.

7. The QR code can replace a physical card on a specific device to achieve contactless authentication
to open the door.
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When using this function for the first time, the App will prompt to authorize the modification of
screen brightness settings, as shown in the figure:

(( Mobile Credential B

=" <

Do you allow the app to
change the screen brightness?
If not, the app might not work
property.

[ B manl BN o ]

Cancel OK

O Manual refresh of QR Code

& =

The QR code refreshes automatically for every 30s and supports manual refresh.

{< Mobile Credential h

O Manual refresh of QR Code

. J

Note: For other specific operations, please refer to ZKBio CVAccess User Manual.
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Connect to ZKBioTime Software

18.1 Set the Communication Address
Tap COMM. > Ethernet in the main menu to set the IP address and gateway of the device.

Note: Please ensure that the IP address is in the same network segment as the server address and can
communicate with the ZKBio CVAccess server.

In the main menu, click COMM. > Cloud Server Setting to set the server address and server port.
Server address: Set the IP address as of BioTime server.

Server port: Set the server port as of BioTime (The default is 8081).

D Ethernet D Cloud Server Settings
Display in Status Bar B Server Mode ADMS
IPv4 .

Enable Domain Name
IP Address 192.168.163.199

Server Address 192.168.163.61
Subnet Mask 255.255.255.0

Server Port 8081
Gateway 192.168.163.1

Enable Proxy Server
DNS 0.0.0.0
DHCP

18.2 Add Device on the Software
Add the device by searching. The process is as follows:
Click Device > Device > Add, to add the device on the software.

A new window pops-up on clicking Add. Enter the required information about the device and click
Confirm, then the added devices are displayed automatically.
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Enable Access Control® Vet

Device IP* 192168162196

fma - Timezone®  Eie/GMT+8

Attendance Doviee™

Fequest Heartbeat”

18.3 Add Personnel on the Software

1. Click Personnel > Employee > Add:

Add

Profile

Employee ID”

Department”

Position

Employment Type

Private Information

55N

Passport NO.

Contact Tel

National

Address

Birthday

18259606107

Device Access Setting

First Name

Last Name

Hired Date  2021-01-26

Attendance Setting App Setting Payroll Settings

Local Name

Automobile License

Office Tel

Religion

Postcode

Registration Device” N

Transfer Mode”  Real-Time

Custom Attribute

Motorcycle License

Mobile

City

Email

2. Fill'in all the required fields and click Confirm to register a new user.

3. Click Device > Device > Data Transfer > Sync Data to Device to synchronize all the data to the

device including the new users.
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Appendix 1

Requirements of Live Collection and Registration of Visible Light

Face Templates

It is recommended to perform registration in an indoor environment with an appropriate light
source without underexposure or overexposure.

Do not place the device towards outdoor light sources like door or window or other harsh light
sources.

Dark-color apparels, different from the background color is recommended for registration.
Please expose your face template and forehead properly and do not cover your face template
and eyebrows with your hair.

It is recommended to show a plain facial expression. (A smile is acceptable, but do not close
your eyes, or incline your head to any orientation).

Two templates are required for a person with eyeglasses, one template with eyeglasses and the
other without the eyeglasses.

Do not wear accessories like a scarf or mask that may cover your mouth or chin.

Please face template right towards the capturing device, and locate your face template in the
template capturing area as shown in the template below.

Do not include more than one face template in the capturing area.

A distance of 50cm to 80cm is recommended for capturing the template. (The distance is

adjustable, subject to body height).

Enrall face

Please move and adjust your face on the register area
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Requirements for Visible Light Digital Face Template Data

The digital photo should be straight-edged, colored, half-portrayed with only one person, and the person
should be uncharted and in casuals. Persons who wear eyeglasses should remain to put on eyeglasses for
getting photo captured.

Eye distance

200 pixels or above are recommended with no less than 115 pixels of distance.
Facial expression

Neutral face template or smile with eyes naturally open are recommended.
Gesture and angel

Horizontal rotating angle should not exceed +£10° elevation should not exceed +10° and depression

angle should not exceed +10°.
Accessories

Masks or colored eyeglasses are not allowed. The frame of the eyeglasses should not cover eyes and
should not reflect light. For persons with thick eyeglasses frame, it is recommended to capture two
templates, one with eyeglasses and the other one without the eyeglasses.

Face template

Complete face template with clear contour, real scale, evenly distributed light, and no shadow.
Template format

Should be in BMP, JPG or JPEG.
Data requirement

Should comply with the following requirements:

White background with dark-colored apparel.

24bit true color mode.

JPG format compressed template with not more than 20kb size.

Resolution should be between 358 x 441 to 1080 x 1920.

The vertical scale of head and body should be in a ratio of 2:1.

The photo should include the captured person’s shoulders at the same horizontal level.
The captured person’s eyes should be open and with clearly seen iris.

Neutral face template or smile is preferred, showing teeth is not preferred.

The captured person should be clearly visible, natural in color, no harsh shadow or light spot or
reflection in face template or background. The contrast and lightness level should be

appropriate.
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Appendix 2

Privacy Policy
Notice:

To help you better use the products and services of ZKTeco (hereinafter referred as "we", "our", or "us")
a smart service provider, we consistently collect your personal information. Since we understand the
importance of your personal information, we took your privacy sincerely and we have formulated this
privacy policy to protect your personal information. We have listed the privacy policies below to
precisely understand the data and privacy protection measures related to our smart products and
services.

Before using our products and services, please read carefully and understand all the rules and

provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its terms,
you must stop using our products and services.

I. Collected Information

To ensure the normal product operation and help the service improvement, we will collect the
information voluntarily provided by you or provided as authorized by you during registration
and use or generated as a result of your use of services.

1. User Registration Information: At your first registration, the feature template
(Fingerprint template/Face template template/Palm template) will be saved on the
device according to the device type you have selected to verify the unique similarity
between you and the User ID you have registered. You can optionally enter your Name
and Code. The above information is necessary for you to use our products. If you do not
provide such information, you cannot use some features of the product regularly.

2. Product information: According to the product model and your granted permission
when you install and use our services, the related information of the product on which our
services are used will be collected when the product is connected to the software,
including the Product Model, Firmware Version Number, Product Serial Number, and
Product Capacity Information. When you connect your product to the software, please
carefully read the privacy policy for the specific software.

Il. Product Security and Management

1. When you use our products for the first time, you shall set the Administrator privilege
before performing specific operations. Otherwise, you will be frequently reminded to set
the Administrator privilege when you enter the main menu interface. If you still do not
set the Administrator privilege after receiving the system prompt, you should be
aware of the possible security risk (for example, the data may be manually
modified).
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2. All the functions of displaying the biometric information are disabled in our products by
default. You can choose Menu > System Settings to set whether to display the biometric
information. If you enable these functions, we assume that you are aware of the personal
privacy security risks specified in the privacy policy.

3. Only your user ID is displayed by default. You can set whether to display other user
verification information (such as Name, Department, Photo, etc.) under the Administrator
privilege. If you choose to display such information, we assume that you are aware of
the potential security risks (for example, your photo will be displayed on the device
interface).

4. The camera function is disabled in our products by default. If you want to enable this
function to take pictures of yourself for attendance recording or take pictures of strangers
for access control, the product will enable the prompt tone of the camera. Once you
enable this function, we assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES 256 algorithm. All the
data uploaded by the Administrator to our products are automatically encrypted using
the AES 256 algorithm and stored securely. If the Administrator downloads data from our
products, we assume that you need to process the data and you have known the
potential security risk. In such a case, you shall take the responsibility for storing the data.
You shall know that some data cannot be downloaded for sake of data security.

6. All the personal information in our products can be queried, modified, or deleted. If you
no longer use our products, please clear your personal data.

lll. How we handle personal information of minors

Our products, website and services are mainly designed for adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a minor, it is recommended that
you ask your parents or guardian to read this Policy carefully, and only use our services or
information provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collected with their parents' or
guardians' consent if and to the extent that such use or disclosure is permitted by law or we have
obtained their parents' or guardians' explicit consent, and such use or disclosure is for the purpose
of protecting minors.

Upon noticing that we have collected personal information of minors without the prior consent
from verifiable parents, we will delete such information as soon as possible.

IV.Others

You can visit https://www.zkteco.com/cn/index/Index/privacy protection.html to learn more

about how we collect, use, and securely store your personal information. To keep pace with the
rapid development of technology, adjustment of business operations, and to cope with customer
needs, we will constantly deliberate and optimize our privacy protection measures and policies.
Welcome to visit our official website at any time to learn our latest privacy policy.
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Eco-friendly Operation

(.\ The product's "eco-friendly operational period" refers to the time during which this
</
product will not discharge any toxic or hazardous substances when used in accordance
with the prerequisites in this manual.

The eco-friendly operational period specified for this product does not include batteries or
other components that are easily worn down and must be periodically replaced. The
battery's eco-friendly operational period is 5 years.

Hazardous or Toxic substances and their quantities

Hazardous/Toxic Substance/Element
Component Mercur Cadmiu Hexavalent | Polybrominate | Polybrominated
Name Lead (Pb) (Ha) y m (Cd) chromium d Biphenyls Diphenyl Ethers
g (Cr6+) (PBB) (PBDE)

Chip Resistor X O O O O O

Chip Capacitor X O O O O O

Chip Inductor X O O O O O

Diode X O O O O O

E5D x o o o o o
component

Buzzer X O O O O O
Adapter X O O O O O
Screws O O O X O O

O indicates that the total amount of toxic content in all the homogeneous materials is below the
limit as specified in SJ/T 11363—2006.

X indicates that the total amount of toxic content in all the homogeneous materials exceeds the limit
as specified in SJ/T 11363—2006.

Note: 80% of this product’s components are manufactured using non-toxic and eco-friendly
materials. The components which contain toxins or harmful elements are included due to the
current economic or technical limitations which prevent their replacement with non-toxic materials
or elements.
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"Hereby, ZKTECO CO.,LTD declares that this Product is in compliance with the essential requirements and other

relevant provisions of Directive 2014/53/EU.

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and
(2) This device must accept any interference received,

including interference that may cause undesired operation.

Warning: Changes or modifications to this unit not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against

harmful interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

® Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

® Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

® Consult the dealer or an experienced radio/TV technician for help.

"This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.

This equipment should be installed and operated with a minimum distance of 20 cm between the radiator and
your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter."
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